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Executive Summary
West Virginia Board of Education

POLICY NUMBER AND TITLE: Policy 2460
Use of the Internet by Students and Educators

PUBLIC COMMENT PERIOD ENDS: September 19, 1997 ADOPTED:

BACKGROUND: _

As the use of telecommunication networks by students and educators increase, thers is a need to
clarify acceptable use of those networks.

PURPOSE:

Policy 2460 would establish terms and conditions for the use of the Internet and would specify
penalties for misuse. - L L )

CONTENTS:
Policy 2460 proposes regulations for the use of the Internet. It addresses acceptable use,

privileges, accountability and responsibility, web publishing, network etiquette, reliability,
security, and vandalism.
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USE OF THE INTERNET BY STUDENTS AND EDUCATORS (2460)

§126-41-1. General.

1.1. Scope - This legislative rule establishes criteria for the use of the Internet by students and
educators in West Virginia.

1.2, Authority - W.Va. Constitution, Article XII, Section 2 and W.Va. Code §18-2-5.

1.53. Filing Date -

i

1.4. Effective Date -

1.

h

This policy revises the policy originally adopted on 10/14/94,
§126-41-2. Scope.

2.1. The Internet is an electronic highway connecting thousands of computers all over the world
and millions of individual subscribers. Access to the Internet will provide students and educators
with: - '

2.1.1. electronic mail communication

2.1.2. information and news services

2.1.3. public domain and software of all types

2.1.4. discussion groups on a variety of subjects

2.1.5. connections to many libraries, companies, agencies, and businesses

2.2. With connections to computers and people all over the world also comes the availability

of material that may not be considered to be appropriate or have educational value. On a global
network, it is impossible to restrict access to controversial materials. It is the responsibility of the

student, parent, teacher and administrator to ensure that access to telecommunication networks and
computers provided by the school system is not abused.

-1-
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§126-41-3. Use.
3.1. Acceptable Use.

3.1.1. The purpose of the NSFNet, which 12 was the_ original Internet backbone network,4s
was to support research and education in and among academic institutions in the U.S. by providing
access to umque resources a.nd the opportumtw for collaboratwe work. Access to the Internet for

4 . >mic achievement. The
use of the Intemet must be in support of educatlon and consistent with the educational objectives of
the West Virginia Board of Education. Use of other networks or computing resources must comply
with the rules appropriate for that network. Users must also be in compliance with the rules and
regulations of the West Virginia Network for Educational Telecomputing (WVNET) specifically the:
"WVNET Telecommunications Policy" and the "WVNET Computer Abuse Policy."

Facag

3.1.2. Transmission of any material in violation of any U.S. or state law or regulation is _
prohibited. This includes, but is not limited to, copvrighted material, threatening, abusive, or obscene
material, or material protected by trade secrets. Use for commercial activities by for-profit
institutions is generally not acceptable. Use for product advertisement or political lobbying is also
prohibited. Illegal activities are strictly prohibited.

3.2, Privileges. -
3.2.1. The use of the Internet as part of an educational program is a privilege, not a right, and
inappropriate or unauthorized use switt could result in_revocation or suspension of that privilege.
Each student who will access the Internet will be provided acceptable use fraining and shall have an
acceptable use f ig v_a parent or legal guardian, le. N ' IDs will be issued.
nor will a_stude an internet account not specifically created for hi er. Based upon the
acceptable use guidelines outlined in this document, the West Virginia Deparument of Education
(WVDE) and the West Virginia Network for Educational Telecomputing system administrators will
determine what is appropriate use, and their decision is final. Also, the system administrator and/or
local teachers may denv user access at any time as—reqﬁﬂe& d 1t10na11v the State of West Virginia

reserves_the rig nd discl 11 messages sent gver its mf rmat1 1 Sv tem T anv

purposes. For reasons of privacy, emplovees may not attempt to gain access to another emplovee’s
personal file of messages in the Department’s information svstems. However, the Department

reserves the rig er an emplovee’s mformation svstem files whenever thers is a business need
to doso., =
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3.3. Accountabilitv and Responsibilitv,

3.3.1. The use of telecommunications in the classroom is an extension of the educator's

responsibility in his/her classroom. Therefore, it is the educator's responsibility to ensure that
classroom activities. that wutilize Internet-related technologies focus on gnpropriate and specific
learning goals and objectives. Al] stude of Internet-related lications must be orized bv

the educator. Specific examples of unauthorized use include, but are not limited to;

a. Execufing non-educational eaming

. sending, or viewing 1 material

¢. Downleading, uploading and/or executing viruses

d. Using e-mail user IDs other thap one’s own 1D

e. Misrepresenting an individual's identity or source of communication or data
f. Illegally accessing another person's data or private svstem files

g. Corrupting. destroving, deleting. or manipulating sv laza with malicious intent

h. Reqguesting that inappropriate material be transferred -

3.3.2. The use of tele unications in the classroom is an extension ents'
responsibility in the classroom. FEducators are encouraged t dent code of conduct or set
of responsibilitie the use of telecommunications in the classr . and administration

‘ork server for Internet connection within a county
ducato nd admm1 trator(s) at the location of the server It is their resnonsibili ensure that

identified as responsi hose tudent using altematwee maﬂ ace unt r the admi T

and/or educator(s) identified as responsible for the e-mail server being used.

3,34 All access to "Dial-un” servers located at a county or school building an e
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to a wide area network and/or the Internet_are the responsibilitv of the administrator(s) and/or
educator(s) identified as responsible for the servers. Dial-up access of anv kind is onlv to be used
when specific educational goals have been identified and is not to be in direct competition with local
Internet service providers. Additionailv. all “dial-up” servers must not contlict with federal. state

and local guidelines for appropriate Internet access.

3.3, e server adminigtrators or technical contacts requesting domain names for local
servers must apply to the WVDE through an application process, Those receiving a domain name
must follow all guidelines detailed g part of the application process. including the adoption of a
current acceptable use policy.

3.4. Web Publishing, _ ] o

3.4.1. The WVDE recognizes the educational benefits of publishing information on the
Internet by school personnel and g md:ms The WVDFE also recognizes the importance of gnidelines
that address content, overall re i otential contri guality, techni tandards. an
student protection. In addre e issues, the WV commends that county an
school adopt loeal policies that are consistent with the following "Web Publishing Guidelines".

3.4.2. The “official” home page mav be desionated by the school through the facultyv senate,

the school improvement council. the school technology committee, or the administration,

3.4.3_  Parenfal permission must tained for stu e page publishing on the
Internet, i ] ~

erver will take K- width and is not recommen

3.4.5, Content of a home page: S

d be appropriate. in good d not harmful t individual or
group.

yv_gorrect, accurately have a pleasin

c ent pictures and es can be published on the ool/countv home page at the
discr tio 0 . Parental permission shoul tained. Internet u1de

oiven name= Personal mformaﬂon, such as home address, bgme telephone, credit card ;giorma‘uon

cda
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mother’s maiden name, and other personal information should not be published.

d. Pages should complv with State Education policies and reculations,

e. Inforniation such as an e-mail address of the responsible contact person. copvricht.

and the last date d should be included.
L afion on a page should remain curre d be accurate.
g iness/commercial link the acknowle ent of a business on a school/county

home page should be restricted to business nartners and/or materials that are educational, provide
technical support. or are germane to the philosophv of the school/countv. Adverfising of commercial

offerings is forbidden.

bh. All content must complv with copvright, intellectual property, state. federal and
international law, - } .

ublished copvrichted material

i. Documen d be available to validat ished informati

3.4.6. Navigation/Organizati ome page: .

a. Navigafion through the site should be easv and user frendly,

b. Text-onlv W eed to be considered when creating a home pag

d. Bandwidth requirements should be considered when designing a home page. Use

ics. er graphics. few animation w_sounds, and other scrintine means to lowe
th wi uirements in accessing the hom o .

3.4.7. Stvle/Markun of a home page: T -

very home page should have a title and top level heading that are same and
ference the then ace,’

b. Text highlighting (itali d, underline) should d sparinglv.
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¢. Large documents should be divided logicallv,

d. Thumbnail images should be used to link to lareer images where possible.

ic should have ana iated and meaningfi

f, jefa arkup should be avoi Write 1o the curre TML standar

3.5. If a school orcounty is running or wishes to run a network server. that school/countv must
reques lication 1 the WVDE Office of Te logv to be granted popriate domain

name. As part of the application process the school/county is required to have local ouidelines for
web publishing as part of their acceptable use policy. A copv of that document must be on file with
the West Virginia Department of Education. o

23-3.6, Network Etiquette.

3.6.1. Usersare expected to abide by the generally accepted rules of network etiquette, These
include, but are not limited to, the following:

a. Be polite. Do not write or send abusive messages to others.

b. Use appropriate language. Do not swear, use vulgarities or any other inappropriate
language. = -

¢. Do nof reveal the personal home address or phone numbers of students or colleagues.
-- Note that electronic mail (e-mail} is not guaranteed to be private. Messages related to or in support
of illegal activities may be reported to the authorities.

d. Do not use the Internet in a way that would disrupt the use of the Internet by others
(e.g.downloading huge files during prime time; sending mass e-mail messages; annoying other
nsers).

e. Keep fil -mail messa the server to a minimum.

e unu T an extende i i e sure to unsubscribe to
listservs.

24 3.7. Reliability. L

3.7.1. The WVDE and WVNET make no warranties of any kind, whether expressed or
implied, for the service being provided. The WVDE and WVNET will not be responsible for any

-6-
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damages, including loss of data or service interruptions. The use of any information obtained via the
system 1s at the user’s own risk. WVDE and WVNET are not responsible for the accuracy and
quality of informatioh obtained through the system.

25 3.8, Security.

3.8.1. Users who identify a security problem on the system must notify a system
administrator. Users must not demonstrate the problem to other users. Users must not use another
individual's account or give their passwords to others. Attempts to log into the system as a system
administrator will result in revocation of user privileges. Any user identified as a security risk or
having a history of problems with other computer systems may be denied access.

3.8.2. The WVDF is the pronrietor of a class B license of Internet Protocol (IP) addresses,
These addresses mclude 168.216.000.001 throuch 168. ’716 235, 755 All addresses ate assicned,

2:6.3.9. Vandalism.

3.9.1. Vandalism will result in revocation of user privileges. Vandalism is defined as any
attempt to harm or destroy data of another user or any connections that are part of the Internet. This
includes, but is not limited to, uploading, downloading or creating computer viruses.

§126-41-4. Implementation,
4.1, County Boards of Education.

4.1.1. County boards of education will ensure implementation of this policy in a method that
promotes proper use of the Internet. County boards may-wishte ghould consider adopting their own
policies regarding telecommunications networks.

4.2, West Virginia Department of Education.

4.2.1. The West Virginia Department of Education shall provide technical assistance to

support county school systems and schools in implementing this policy. The West Virginia

Department of Education will also provide assistance to RESAs, countles and schools that-wisirte
in developing local use policies. -




POLICY 2460: Use of the Internet by Students and Educators

Comments/Suggestions
_

Directions! Piease usé_this form in commenting on proposed Policy 2460. Additional sheets may be
aftached if needed.  _ o

Individual/Organization:

Position:

Name of County, School, Business, etc:

Street Address:

City/State/Zip:

Comments/Suggestions

126-41-1. General

126-41-2. Scope




Comment/Suggestion Form
Policy 2460
Page 2

126-41-3. Use

126-41-4. Implementation

RETURN COMMENTS BY SEPTEMBER 19, 1997 TO:

Brenda Williams
Executive Director, Office of Technology
West Virginia Department of Education
Building 6, Room 346
1900 Kanawha Boulevard, East
Charleston, West Virginia 253058-0330




FORM HD 201

(10-88)
FISCAL NOTE WORKSHEET
(Submit 4 Copies)
HD NO DRAFT NO BILL NO RESCLUTION NO
SUBJECT_Policy 2460 Use of the Internet by Students and Educators FUND

SOURCE OF REVENUE: 1 GENERAL FUND 0O SPECIAL O OTHER (SPECIFY)

COST OF ESTIMATE BASED ON: O AN ORIGINAL ESTIMATE O BUDGET BiLL O OQTHER (SPECIFY)

INCOME ESTIMATE BASED ON: O AN ORIGINAL ESTIMATE & BUDGETBILL O OTHER (SPECIFY)

SHOW OVER-ALL EFFECT IN ITEMS 1 AND 2 & GIVE EXPLANATION OF BREAKDOWN BY FISCAL YEAR INCLUDING LONG-RANGE EFFECT

ANNBIJA] EISCAl YEAD

EFFECT OF PROPOSAL INCREASE DECREASE CURRENT NEXT THEREAFTER
97-08

1., ESTIMATED TOTAL 3 -0- $ -0- 8 -0- $ -0~ 3 -0-
CCST

PERSONAL SERVICES 3 3 3 & S
CURRENT EXPENSES
REPAIRS/ALTERATIONS
EQUIPMENT ’
OTHER

2. ESTIMATED TOTAL S -0- $ -0- $ -0- 3 -0- $ -0-
REVENUES

3. EXPLANATION OF ABOVE ESTIMATES {INCLUDING LONG-RANGE EFFECT):

DATE . AGENCY AUTHO PRESENTATIVE

Auaust 18, 1997 - __West Virginla Department of Education /




