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EXECUTIVE SUMMARY

POLICY NUMBER AND TITLE: Policy 2460-Safety and Acceptable Use of the Internet by
Students and Educators

BACKGROUND:

As the use of telecommunication networks by students and educators increase, there is a need to
clarify acceptable use and safety of those networks and to include federal regulations from the
Children’s Online Privacy Protection Act (COPPA) and the Children’s Internet Protection Act
(CIPA).

CONTENTS:
Policy 2460 includes regulations for the safety and use of the Internet. It addresses acceptable

use, privileges, accountability and responsibility, web publishing, network etiquette, reliability,
security, safety, and vandalism.

PURPOSE:
Policy 2460 has been revised (1) to include the new federal regulations regarding issues of child

safety and acceptable use of the Internet and (2) to be in compliance with Universal Service Fund
for Schools and Libraries (E-rate) guidelines.

The policy was placed on public comment until July 20, 2001, and three people responded.
Clarification and technical changes were made to the policy based on the comments received.
The comment log is attached.
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TITLE 126
LEGISLATIVE RULE s
BOARD OF EDUCATION 00 G 10 P W
SERIES 41 qrsicE AEST VIRGINA

TE
SAFETY AND ACCEPTABLE USE OF THE INTERNES£CRE TARY OF STA

BY STUDENTS AND EDUCATORS (2460)
§126-41-1. General.

1.1. Scope - This legislative rule establishes criteria for the safety and acceptable use of the
Internet by students, educators, school personnel, and the West Virginia Department of Education
employees.

1.2. Authority - W.Va. Constitution, Article XII, Section 2 and W.Va. Code §18-2-5.

1.3. Filing Date - August 10, 2001

1.4. Effective Date - September 9, 2001

§126-41-2. Scope.

2.1. The Internet is an electronic highway connecting millions of computers all over the world
and millions of individual subscribers. Access to the Internet will provide students and educators
with:

2.1.1. electronic mail communication;

2.1.2. information and news services;

2.1.3. public domain and software of all types;

2.1.4. discussion groups on a variety of subjects;

2.1.5. connections to many libraries, companies, agencies, and businesses;
2.1.6 virtual courses and educational resources;

2.1.7 online staff development;

2.1.8 electronic educational tools and e-leaming platforms,
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2.2. With connections to computers and people all over the world also comes the availability of
material that may not be considered to be appropriate or have educational value. On a global
network, it is impossible to restrict access to all controversial materials. It is the responsibility of
the student, parent, teacher and administrator to ensure that access to telecommunication networks,
computers and the Internet provided by the school, county, RESA and state educational systems is
not abused.

§126-41-3. Use.
3.1. Acceptable Use.

3.1.1. The purpose of the National Science Foundation Network (NSFNet), which was the
original Internet backbone network, was to support research and education in and among academic
institutions in the U.S. by providing access to unique resources and the opportunity for collaborative
work. Access to the Internet for West Virginia schools is provided in the spirit of that original intent
for academic achicvement. The use of the Internet must be in support of education and consistent
with the educational objectives of the West Virginia Board of Education (WVBE). Use of other
networks or computing resources must comply with the rules appropriate for that network. Users
must also be in compliance with the rules and regulations of the West Virginia Network for
Educational Telecomputing (WVNET) specifically the: “WVNET Security Policy and Procedure.”

3.1.2. Transmission of any material in violation of any U.S. or state law or regulation is
prohibited. This includes, but is not limited to, copyrighted material, threatening, abusive, or obscene
material, or material protected by trade secrets. Use for commercial activities by for-profit
institutions is generally not acceptable. Use for product advertisement or political lobbying is also
prohibited. Illegal activities and privacy and safety violations of the Children’s Online Privacy
Protection Act (COPPA) and the Children’s Internet Protection Act (CIPA) are strictly prohibited.

3.2. Privileges.

3.2.1. The use of the Internet as part of an educational program is a privilege, not aright, and
inappropriate or unauthorized use or safety violations could result in revocation or suspension of that
privilege. Each student who will access the Internet will be provided acceptable use training and
shall have an acceptable use form, signed by a parent or legal guardian, on file. No temporary
accounts will be issued, nor will a student use an Internet account not specifically created for him
or her. Based upon the acceptable use and safety guidelines outlined in this document, the West
Virginia Department of Education (WVDE) and the WVNET system administrators will determine
what is appropriate use, and their decision is final. Also, the system administrator and/or local
teachers may deny user access at any time. Additionally, the State of West Virginia may pursue legal
action to recover damages as a result of inappropriate use or safety violations of the network.

3.2.2. The WVDE’s administrative information systems (WVEIS) are to be used exclusively
for the business of the organization. All information system messages are records of the WVDE.
The WVDE reserves the right to access and disclose all messages sent over its information systems
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for any purposes. For reasons of privacy, employees may not attempt to gain access to another
employee’s personal file of messages in the WVDE’s information systems. However, the WVDE

reserves the right to enter an employee’s information system files whenever there is a business need
to do so.

3.3. Accountability and Responsibility.

3.3.1. The use of telecommunications and/or access to the Internet is an extension of the
educator's responsibility in his/her classroom. Therefore, it is the educator's responsibility to ensure
classroom activities that utilize Internet-related technologies focus on appropriate and specific
learning goals and objectives. All student use of Internet-related applications must be authorized by
the educator. Specific examples of unauthorized use include, but are not limited to:

a. Execcuting non-educational gaming.

b. Creating, storing, sending, or viewing pornographic material.
¢. Downloading, uploading and/or executing viruses.

d. Using e-mail user IDs other than one's own ID.

e. Misrepresenting an individual's identity or source of communication or data.

f. Tllegally accessing or attempting to access another person's data or personal system
files.

g. Corrupting, destroying, deleting, or manipulating system data with malicious intent.
h. Requesting that inappropriate material be transferred.

i. Violating safety and/or security measures when using e-mail, chat rooms, and other
forms of direct electronic communications.

j. ‘“Hacking” or any other unlawful online activities.
k. Disclosing, using, or disseminating personal information regarding minors.

3.3.2. The use of telecommunications and/or access to the Internet is an extension of the
students' responsibility in the classroom. Educators are encouraged to define a student code of
conduct or set of responsibilities for the safety and acceptable use of telecommunications in the
classroom. The use and administration of a network server for Internet connection within a county
or school is the responsibility of the educator(s) and administrator(s) at the location of the server.
It is their responsibility to ensure that all activities and/or functions of the server involve
appropriate school activities. All administrative functions and/or fite maintenance to the server are
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the responsibility of the educator/administrator at that location. Atno point should a studentbe given
administrative responsibilities for a server with a wide-area network or Internet connection.

3.3.3. The WVDE and WVNET can only monitor those e-mail accounts issued to the
“access.k12.wv.us” server, which is administered by WVDE and WVNET. The respensibility for
any “non-access.k12.wv.us” e-mail accounts lies with the administrator(s) and/or educator(s)
identified as responsible for those students using alternative e-mail accounts or the administrator(s)
and/or educator(s) identified as responsible for the e-mail server being used.

3.3.4. All access to "Dial-up" servers located at a county or school building and connected
to a wide area network and/or the Intemet is the responsibility of the administrator(s) and/or
educator(s) identified as responsible for the servers. Dial-up access of any kind is only to be used
when specific educational goals have been identified and is not to be in direct competition with local
Internet service providers. Additionally, all “dial-up” servers must not conflict with federal, state
and local guidelines for appropriate Internet access.

3.3.5. Those server administrators or technical contacts requesting domain names for local
servers must apply to the WVDE through an application process. Those receiving a domain name
must follow all guidelines detailed as part of the application process, including the adoption of a
current safety and acceptable use policy.

3.4. Web Publishing.

3.4.1. The WVDE recognizes the educational benefits of publishing information on the
Internet by school personnel and students. The WVDE also recognizes the importance of guidelines
that address content, overall responsibility, potential contributors, quality, technical standards, and
student protection. In addressing these issues, the WVDE recommends that each county and/or
school adopt local policies that are consistent with the following "Web Publishing Guidelines".

3.4.2. The “official” web site may be designated by the school through the faculty senate,
the school improvement council, the school technology committee, or the administration.

3.4.3. Parental permission must be obtained for student web pages published within the
West Virginia public K-12 intranet and from a public K-12 site to the Internet.

3.4.4. Helping a community organization develop a web site could be a learning
experience/project for students. However, housing a community web site on a school/county server
will take K-12 bandwidth and is not recommended.

3.4.5, Content of a web site:

a. Content should be appropriate, in good taste, and not harmful to any individual or
group.
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b. Text should be grammatically correct, accurately spelled, and have a pleasing
appearance.

c. Student pictures and names can be published on the school/county web site at the
discretion of the school/county. Parental permission should be obtained. Internet guidelines stress
the importance of not publishing the last names of students. Nicknames may be used in place of the
given name. Personal information, such as home address, home telephone, credit card information,
mother’s maiden name, and other personal information should not be published.

d. Pages should comply with WVBE policies and regulations.

e. Information such as an e-mail address of the responsible contact person, copyright,
and the last date updated should be included.

f. Information on a page should remain current and be accurate.
g. Business/commercial links or the acknowledgment of a business on a school/county
web site should be restricted to business partners and/or materials that are educational, provide

technical support, or are germane to the philosophy ofthe school/county. Advertising of commercial
offerings is forbidden.

h. All content must comply with copyright, intellectual property, state, federal
(specifically the Children’s Online Privacy Protection Act (COPPA) and the Children’s Internet
Protection Act (CIPA)) and international law.

i. Published copyrighted materials must include the permission granted statement (who,
time period, etc.).

j. Documents should be available to validate published information.
3.4.6. Navigation/Organization of a web site:
a. Navigation through the site should be easy and user friendly.

b. Text-only browsers and technical specifications necessary for handicapped
accessibility need to be considered when creating a web site.

c. Links should be checked periodically for “dead links.”

d. Bandwidth requirements should be considered when designing a home page. Use
limited graphics, smaller graphics, few animations, few sounds, and other scripting means to lower
the bandwidth requirements in accessing the home page.
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3.4.7. Style/Markup of web pages:

a. Every web page should have a title and top level heading that are the same and
reference the theme of the home page.

b. Text highlighting (italics, bold, underline) should be used sparingly.

¢. Large documents should be divided logically.

d. Thumbnail images should be used to link to larger images where possible.

e. Every graphic should have an associated and meaningful (ALT) text.

f. Proprietary markup should be avoided. Write to the current HTML standard.
3.5. Domain Name Server Application.

3.5.1. Ifaschool or county is running or wishes to run a network server, that school/county
must request an application from the WVDE Office of Technelogy to be granted an appropriate
domain name. As part of the application process the school/county is required to have local
guidelines for web publishing as part of their acceptable use policy. A copy of that document must
be on file with the WVDE.

3.6, Network Etiquette.

3.6.1. Users are expected to abide by the generally accepted rules of network etiquette. These
include, but are not limited to, the following:

a. Be polite. Do not write or send abusive messages to others.

b. Use appropriate language. Do not swear, use vulgarities or any other inappropriate
language.

c. Do not reveal the personal home address or phone number of students or colleagues.
-- Note that electronic mail (e-mail) is not guaranteed to be private. Messages related to or in support
of illegal activities may be reported to the authorities.

d. Do not use the Internet in a way that would disrupt the use of the Internet by others
(e.g., downloading huge files during prime time; sending mass e-mail messages; annoying other
users).

e. Keep files (old e-mail messages) stored on the server to a minimum.
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f. If account is to be unused for an extended period of time, be sure to unsubscribe to
listservs.

3.7. Relability.

3.7.1. The WVDE and WVNET make no warranties of any kind, whether expressed or
implied, for the service being provided. The WVDE and WVNET will not be responsible for any
damages, including loss of data or service interruptions. The use of any information obtained via the
system is at the user’s own risk. WVDE and WVNET are not responsible for the accuracy and
quality of information obtained through the system.

3.8. Security.

3.8.1. Users who identify a security problem on the system must notify a system
administrator. Users must not demonstrate the problem to other users. Users must not use another
individual’s account or give their passwords to others. Attempts to log into the system as a system
administrator will result in revocation of user privileges. Any user identified as a security risk or
having a history of problems with other computer systems may be denied access.

3.8.2. The WVDE is the proprietor of a class B license of Internet Protocol (IP) addresses.
These addresses include 168.216.000.001 through 168.216.255.255. All addresses are assigned,
maintained and managed by the WVDE. Any unauthorized use is strictly prohibited.

3.9. Vandalism.

3.9.1. Vandalism will result in revocation of user privileges. Vandalism is defined as any
attempt to harm or destroy data of another user or any connections that are part of the Internet. This
includes, but is not limited to, uploading, downloading or creating computer viruses.

3.10. Safety.

3.10.1. Safety measures must be enforced to carry out policies at the state, county, and
school to implement the intent of CIPA, COPPA and E-rate guidelines.

3.10.2. The WVDE, county school systems and schools, in partnership with WVNET
and other appropriate state agencies, will organize technical protection measures
to guard against visual depictions that are (1)} obscene; (2} child pornography; or
(3) harmful to minors or other material deemed locally to be “inappropriate for
minors.”

3.10.3. The WVDE and WVNET operate the statewide infrastructure to provide Internet
access for all Pre-K-12 public schools. In accordance with state purchasing
guidelines, filtering will be installed at the state level at the two points of
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presence (POPs) for Internet access. This will provide filtering for all public
schools in a cost effective manner and with efficient management.

3.10.4. The county school systems and/or schools may also add other electronic filters
at the local levels.

3.10.5. Schools must enforce the use of the filtering or electronic technical protection
measure during any use of the computers to access the Internet.

3.10.6. Safety includes monitoring the online activities of minors through the filtering
of Internet access to the World Wide Web.

§126-41-4. Implementation.
4.1, County Boards of Education.

4.1.1. County boards of education will ensure implementation of this policy in amethod that
promotes proper use of the Internet. County boards should consider adopting their own policies
regarding telecommunications networks.

4.2. West Virginia Department of Education (WVDE).

4.2.1. The WVDE shall provide technical assistance to support county school systems and
schools in implementing this policy. The WVDE will also provide assistance to Regional Education
Service Agencies (RESASs), counties, and schools in developing local use policies.
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RECD JUL 17 2001

Policy 2460: Use of Internet by Students & Educators
Comment Response Form

Please use this form when commenting on proposed Policy 2460. You may attach
additional sheets if necessary.

IndividualOrganization: _K0ho ot M\]’Z}‘le / / Wegf \[rvg;:mq S‘ICQ e GJ/L?&G
Title: @(‘O%V"CAW\ Q{O@_rclmcaLou/ C%/"S‘S apmyqu) Deéé B@qﬂw7l€'f$

Street Address: City/State/Zip:

Comments/Suggestions

§126-41-1. General

§126-41-2. Scope . OU\‘\' [\ A€ ) ¢ W‘N\Q/ '
§126-41-3. Use

§126-41-4. Implementation

Complete response form by listing each section of the policy.
Return comments by July 20, 2001 to:

Brenda Williams
Executive Director
West Virginia Department of Education
Building 6, Room 346
1900 Kanawha Boulevard, East
Charleston, WV 25305-0330

e-mail: brendaw@access.k12.wv.us
Fax: 304-558-2584
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Randolph County Schools

40 ELEVENTH STREET, ELKINS, WV 26241
Telephane (304) 636-9150
FAX (304) 636-9157

Date: June 29, 2001

To: Brenda Williams

From: Morris G, Kittle, Director of Technology V77.4
Re: Comments on proposed Policy 2460 revisions
COMMENT 1:

Section 2.2:

I suggest rewording “..it is impossible to restrict access to controversial materials.” I know what is meant, but it
sounds as if nothing can be done, or will be done. Maybe it should say “to ALL controversial materials™ 7?77

I assume the coming filtering will restrict access. Also other parts of the policy effectively restrict access through
prohibitions. What is impossible is guaranteeing ne exposure to controversial materials. Perhaps the words minimize or
reduce is appropriate.

Our revised policy, which is also in flux at this moment, says this:

“With the access of computers involving people and places all over the world, the student may encounter some
material that is not of educational value or may be objectionable. Randolph County Schools feels that the risk of
this material is far outweighed by the valuable information and interaction available through this technology.
Although we cannot guarantee that your child will not access inappropriate material, Randolph County Schools and
the WV Department of Education will take specific steps (listed on subsequent pages) to minirnize the chance that
students will encounter objectionable material.

COMMENT 2:
Sec. 3.3.3:
Instead of this talk, why not just prohibit use of web-based email and get it over with. That is what we are doing. What

email troubles we’ve had, have been with Hotmail accounts and [ have found Hotmail totally unresponsive as far as any
help.

COMMENT 3:
3.43

This seems unclear to me— Does this mean we want permission for a student to create a home page, even though he is not
going to upload it to be hosted on a SCHOOL/COUNTY computer. He would have to upload it to his home ISP to “go
live®, and that site isn’t under our jurisdiction. However if he is doing this activity from school, is that why you want

permission?

Education Today For A Better Tomorrow




COMMENT 4:
3.4.5d. Should that be WVDE ?

COMMENT 5:
3451

We have had a LOT of trouble with school sites having dead links, outdated information, misspellings, etc. and this
is not surprising because they are often composed by students in a class. Sadly, Ihave found many errors in schools site
which were composed by teachers.

Also there is the fact that some Principals don’t even look at their school’s web site or know the URL of it. (I have
tried to address this in Principals’ meetings!)

Consequently, we have said

* School web sites will be regularly maintained and checked by each school to make sure they contain current
information and functional links. Errors in grammar, usage, and spelling must be eliminated.”

And

“The Principal will be the person responsible for the school web site, but may designate a teacher to act as
Webmaster on a working basis. The appearance and content of a school web site is very important, and is a
reflection of the School and County to the educational community and the world.”

Perhaps the State is reluctant (in some cases!) to put a lot of “MUST” language in State documents. But frankly,
we've found that “should” sounds like suggestion and people ignore it.

e e et et e e et et e et ceeeteeeeeeeeseeee
COMMENT 6:
3451

I wonder if there is some way this can be included with 3.1.2, because if permission exists, then of course there is no
violation of copyright.

COMMENT 7:

[ tried to read everything very carefully, but I can’t see anything that prohibits hosting student’s personal web pages
on a State/County server on the access intranet. We have disallowed it in our policy, but I'd imagine you would want to
prohibit this. | envision the day when a personal/family web page will become ubiquitous, and I doubt you want 50,000
personal web sites on your system. We said this:

. “Home Pages” for individual students which are composed at school must be under the direction of a teacher and
must have parental permission.

. Personal web sites may be composed at school as part of a class, but must be uploaded to the student’s home ISP,
It may not be hosted on a State or County setver.

. School or County computers may not host any live web sites except in the case of servers intended for that purpose.

. All web sites must comply with WVDE Policy 2460.

——_r.

Thanks for your work on this Policy. When I sent out ours for comments from the Tech. Team, I got some
excellent comments which caused me to do a lot of revisions, but now ours is a much better document.
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12-41-1 General

For clarification throughout the document, the term “home page(s)”
should be changed, where appropriate, to “web site(s)” or “web
page(s)” to reduce the chances of misinterpretation of the intent.

126-41-2 Scope

2.1

Consider changing "thousands of computers" to "millions of
computers" and change "millions of users" to "hundreds of millions of
users" or "billions of users."

126-41-3 Use

3.1.1 At the end of the paragraph, there is a reference to "WVNET
Security Policy and Procedures”, consider leaving the "s" off
Procedures since the URL
http://www.wvnet.edu/SECURPOL.SHTML is titled "WVNET Security
Policy and Procedure.”

3.3.1

Change item "f." to read as follows:

"lllegally accessing or attemptmg to access another person's data or
personal system files.”

Rationale is that attempts are nearly as serious of an offense as actually gaining
access, and replacing the word “private" with "personal" removes the implication
that any files on a school computer or server should be considered to be
"private."

Change item "k." to read as follows:
"Disclosing, using or disseminating personal information regarding

minors.”
Rationale is that the word "or" indicates that any one of these actions is




unauthorized, while "and" could be interpreted to mean that all 3 conditions have
to be met before there is unauthorized use.

3.3.5

This paragraph is very similar to paragraph 3.5.There may need to
be a heading added to 3.5 to follow format and distinguish that
paragraph as being related to Domain Name Server Application.

3.4.3

"Parental permission must be obtained for student home page
publishing on the Internet."

If this means a student publishing a page about himself, hobbies,
pets etc, this terminology may be fine.

If it means anything else, a more universal wording might be:
"Parental permission must be obtained before student web pages are
published on the Internet.”

Consider adding the statement:

"Parental permissions should be obtained before publishing any
student work on the Internet.”

Rationale: this statement would include student poetry, works of art, etc that may
not be part of a web page the student created, but is published as a result of
being included in a web page created by the school webmaster or a teacher.
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