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CITE STATUTORY AUTHORITY: W. Va. Code §§29-22D-4(c), 29-22D-4(d), and 29-22D-4(e), 29-22A-1, et
5eq., 29A-3-15

EXPLANATION OF THE STATUTORY AUTHORITY FOR THE LEGISLATIVE RULE, INCLUDING A DETAILED SUMMARY OF
THE £EFFECT OF EACH PROVISION OF THE LEGISLATIVE RULE WITH CITATION TO THE SPECIFIC STATUTORY
PROVISION WHICH EMPOWERS THE AGENCY TO ENACT SUCH RULE PROVISION:

The Loftery Commission has authorized and continues to be authorized to promuigate legislative rules necessary
to implement and enforce the Sports Wagering Act. Authority is in W, Va. Code §29-22D-4(c), which states "(¢)
The commission has the authonty, pursuant {0 §29A-1-1, et seq. and §29A-3-1, et seq. of this code, {0 promulgate
or otherwise enact any legislative, iterpretive, and procedural rules the commission considers necessary for the
successiul implementation, administration, and enforcement of this article. Rules proposed by the commission
before December 1, 2018, maybe promuigated as emergency ruies pursuant to §29A-3-15 of this code. §28-
22D-4(c} is the specific authority for all provisions of the Sports Wagering Legisiative Rule {(prior {o June 6, 2024).

§179-8-1 General. Sets forth the Scope, Purpose, Authority, Filing Date, Effective Date, and Sunset Date of the
legislative rule.

§179-9-2. Terms. Defines pertinent terms as used in the legislative ruile.

§179-9-3. General Requirements for Sports Pools and Online Sports Pools. Sets forth requirements of operation
of sports pools, including licensure, cash reserves, patron location, etc.

§ 179-9-4, Sports wagering integrity; confidential information. Sels forth reqguirements for identifying suspicious
wagering, integrity moniforing procedures, and unusual wagering activity.

§179-9-5. internal controls; house rules. Sets forth minimum standards for sports pool operator internal controis
and house rules which must be filed with and approved by the Director/Commission.

§178-9-6. Sports wagering system requirements. Sets forth the equipment specifications that must be met for
sports wagering systems.

§179-9-7. Patron Wagers. Miscelianeous requirements for patron wagers.

§179-9-8. Sports pool reports; wagering revenue; computation of taxes; reconciliation. Sets forth requirements on
sports pool reporting, bookkeeping, and {axation.

§179-9-0. Sports wagering kiosks. Allows and sets forth requirements for the use of sports wagering Kiosks in the
casinos.



§ 179-9-10. Accounting conirols for the sporis wagering lounge. Sets forth accounting controls for sporis pool
operaiors.

§179-9-11. Approval o immediately commence sports pooi or online sports pool operations. Allows for the Direclor
to immediately approve sports pool operators to operate if certain conditions are met.

§179-9-12. Limitations on licensed sports pooi operators. Limits sports pool operators to three specifically branded
gports wagering skins per ¢asino.

§179-9-13. Additional requirements for wagers placed on mobile applications and other digital platforms. Requires
operators to submit internal controis to the Commission prior {0 operation, and requires operators {0 describe
specifically what in the internal controls deals with patron account security and other PH and other security
features.

§179-9-14. Sports wagering accounis. Reguirements for patrons and sports pool operators in establishing patron
acecounts,

§179-9-15. Geolocation requirement. Sets forth the requirement of patrons {0 be physically located in West
Virginia in order {o place wagers.

§179~9-16. Online sports pool system reguirements; iogging. Requires online sports pool systems o ensure
integrity and confidentiality and aliows for independent logging of records/reports.

§179-9-17. Additional reports for online sports pool, reconciliation, and test accounts. Seis forth reporting
reguirements for sports pool operators.

179-8-18. Mobile application and/or interactive platform requirements. Sets forth requirements for mobile
wagering/mobile applications of sports pool operators.

§179-9-19. Temporary approvals for expedited implementation. Allows for temporary Commission approvais for
expedited operation of sports pools.

§179-9-20. Racetrack Modernization Fund and Historic Resort Hotel Modernization Fund Reimbursement. Allows
for Casinos 1o use the Racetrack/Historic Hotel Modernization Funds for purchases of new and unused sports pool
equipment.

§ 179-9-21. Advertising. Requires the Director to approve sporis pool operator advertising.

§179-9-22. Licensing and Registration. Requires those customer service reps who have access o Pll in customer
accounts 1o obtain an occupational license from the Commission. Additionally, it creates a new licensing category
entitled Registrants for marketing affiliates who do not need to undergo licensing scrutiny before offering services.

IS THIS FILING SOLELY FOR THE SUNSET PROVISION REQUIREMENTS IN W. VA. CODE §29A-3-19(e)? No

IF YES, DO YOU CERTIFY THAT THE ONLY CHANGES TO THE RULE ARE THE FiLING DATE, EFFECTIVE DATE AND AN
EXTENSION OF THE SUNSET DATE? No

DATE eFiled FOR NOTICE OF HEARING OR PUBLIC COMMENT PERIOD: ©/26/2024
DATE OF PUBLIC HEARING{S) OR PUBLIC COMMENT PERIOD ENDED: 7129/2024

COMMENTS RECEIVED: No

(IF YES, PLEASE UPLOAD IN THE COMMENTS RECEIVED FIELD COMMENTS RECEIVED AND RESPONSES TO
COMMENTS)

PUBLIC HEARING:

(IF YES, PLEASE UPLOAD IN THE PUBLIC HEARING FIELD PERSONS WHO APPEARED AT THE HEARING(S} AND
TRANSCRIPTS)

RELEVANT FEDERAL STATUTES OR REGULATIONS:  No

WHAT OTHER NOTICE, INCLUDING ADVERTISING, DiD YOU GIVE OF THE HEARING?
N/A

SUMMARY OF THE CONTENT OF THE LEGISLATIVE RULE, AND A DETAILED DESCRIPTION OF THE RULE’S PURPOSE



AND ALL PROPOSED CHANGES TO THE RULE:

The purpose of the Sports Wagering Legislative Rule is to set forth regulations, qualifications, and requirements
to enable the WV Lottery to implement sports wagering, ensure compliance, and continue to reguiate sports
wagering activities in the State of West Virginia. The proposed changes relate to banning certain individuals
from sports wagering and other WV Lottery gaming activities for reasons such as harassing or threatening
behavior toward sports participants. The changes also outline the procedure for placing individuals on the
statewide exclusion list.

The specific authority for all provisions of the Sports Wagering Legislative Rule was originaily established under
§29-22D-4(c). However, House Bill 4700, passed during the 2024 Reguiar Session and effective June 6, 2024,
amended §29-220-4 by adding two new sections of code, §29-220-4(d) and §29-220-4(e), which grant specific
authority for this amendment {0 the Rule. These new sections grant the WV Lottery Commission the authority o
ban mdividuals from sports wagering for certain reasons and direct the Commission {o propose a rule for
legislative approval.

Proposed Changes: To maintain consistency with the exclusion list process established under the Table Games
Act (§29-22C) and Rule (§179-8), the Commission proposes adding four new sections {0 the Sporis Wagering
Rule, starting with §179-8-23.

§179-9-23-This section specifies the criteria for placement on the exclusion list. This inciudes but is not limited
to threatening or harassing the safety of patrons, participants, officials, or coaches in sporting events, having a
gambling-related conviction, violating the Act, Rule, or a Commission order, acting in a manner that undermines
public trust in gaming integrity, being on another jurisdiction’s exclusion list, self-identifying as a compulsive
gambler and requesting exclusion. See §29-22D-4(d}

§179-9-24- This section establishes the procedure for adding names to the exclusion list. Complaints must be
submitted o the Commission in writing. Upon determining that an individual meets the exclusion criteria, the
Commussion will issue a detailed notice to the individual, informing them of the intent {o ban them from sports
wagering and the reasons for exclusion. Excluded individuals are banned from all WV casinos and associated
mobile applications for sports wagering and online gaming. See §29-22D-4(e).

§179-8-25- This section requires the Commission {0 maintain the exclusion list and discusses the distribution,
availability, and accountability of the list. The Commission distributes the list to all WV casinos, their agents,
affiliates, and mobile gaming apps. The exclusion list is a public record containing personatlly identifiable
information (P} and is subject to the States privacy, confidentiality, and security accountability policy. See §29-
220-4(e), §29-22D-15(d).

§179-9-26- This section permifs an individual on the exclusion list {o petition the Commission, in writing, {o have
their name removed. Removal may only be granted by the Commission or by Order of a court of competent
jurisdiction. The State Administrative Procedures Act and the Lotltery Administrative Appeals Procedure apply to
protests of exclusion, ensuring a fair process for individuals seeking removal from the list. §29-220-4(e).

STATEMENT OF CIRCUMSTANCES WHICH REQUIRE THE RULE:

rassage of House Bill (HB) 4700 in the 2024 Reguiar Session required this amendment to the Rule. This
Legisiation was effective June 6, 2024, and amended §29-22D-4 and §29-22D-15 by adding two new sections of
code, §29-22D-4(d) and §29-22D-4(e), and amending §29-22D-15(d).

SUMMARIZE IN A CLEAR AND CONCISE MANNER THE OVERALL ECONOMIC IMPACT OF THE PROPOSED
LEGISLATIVE RULE:

A. ECONOMIC IMPACT ON REVENUES OF STATE GOVERNMENT:

No impact is expected.



B. ECONOMICIMPACT ON SPECIAL REVENUE ACCOUNTS:

No impact is expected.

C. ECONOMICIMPACT OF THE LEGISLATIVE RULE ON THE STATE OR TS RESIDENTS:

No impact is expected.

D. FISCAL NOTE DETAIL:

Effect of Proposal Fiscal Year
2024 2025 Fiscal Year {Upon
Increase/Decrease Increase/Decrease Full
(use "-") {use "-") Implementation)

1. Estimated Total Cost

Personal Services

Current Expenses

Repairs and Alterations

Assets

Other




2. Estimated Total
Revenues

E. EXPLANATION OF ABOVE ESTIMATES {INCLUDING LONG-RANGE EFFECT):
N/A

BY CHOOSING ‘YES', | ATTEST THAT THE PREVIOUS STATEMENT 1S TRUE AND CORRECT.

Yes
Anoop Bhasin -- By my signature, i certify that | am the person authorized to file legislative rules, in
accordance with West Virginia Code §29A-3-11 and §39A-3-2.
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TITLE 179
LEGISLATIVE RULE
WEST VIRGINIA LOTTERY

SERIES 9
WEST VIRGINIA LOTTERY SPORTS WAGERING RULE

§179-9-1. General.

1.1. Scope and Purpose. -- The purpose of this legislative rule is to clarify and provide regulations
that the Commission considers necessary for the successful implementation, admimstration, and
enforcement of the West Virginia Lottery Sports Wagering Act codified in W.Va. Code §§29-22D-1 stseq-

et seq.

1.2. Authority. -- W. Va. Code §29-22D-4(c), W. Va. Code §29-22A-1 et-seg: gf seg., and W. Va.
Code §29A-3-15.

1.3. Filing Date. — March28-2023.

1.4. Effective Date. — Mareh 282023

El

1.5. Sunset Provision. -- This rule shall terminate and have no further force or effect upon Aueust1;
2028 August 1. 2030.

§179-9-2. Terms.

The following words and terms, when used in this rule, shall have the following meanings unless the
context clearly indicates otherwise:

2.1. “ACH” means Automated Clearing House, which is a network that connects all banking and
financial institutions within the United States.

2.2. “Act” means the West Virginia Lottery Sports Wagering Act, W. Va. Code §§29-22D-1 etseq:
et seq.

2.3. “AML” means anti-money laundering.
2.4. “Authentication process’” means a method used by a system to verify the validity of software.

2.5, “Cancelled wager” means a wager that has been cancelled by the system due to any issue with an
event that prevents the wager’s completion.

2.6. “Commission” means the State Lottery Commission, created by W.Va. Code §§29-22-1 etseq:
et seq.

2.7. “Confidential Player Account Information™ means player account balances and any personally
wdentifiable information (PII) contained within the sports pool system.

2.8. “Daily Fantasy Sports” means a fantasy or simulation sports game, educational game, contest,
or competition in which:
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2.8.1. Participants own, manage, or coach imaginary teams in competitions agamst other
participants, and not against the individual or entity responsible for creating, administering or operating
such contest, for a prize and/or award;

2.8.2. The value of all prizes and awards offered to wmnning participants 1s established and
made known to the participants in advance of the fantasy game, contest, or competition.

2.8.3.  All winning outcomes reflect the relative knowledge and skill of participants and are
determined predominantly by accumulated statistical results of the performance of individuals, including
athletes in the case of the sporting events; and

2.8.4. A winning outcome is not based on the score, point spread, e performance of a single
team, er combination of such teams, or any single performance of an individual athlete or player in a
single event.

2.9. “Director” means the individual appointed by the Governor to provide management and
administration necessary to direct the State Lottery Office pursuant to W. Va. Code §29-22-6.

2.10. “Event number” means a set of alpha and/or numeric characters that correspond to a sports
event or an event ancillary to a sports event.

2.11. “Integrity monitoring system” means a system of policies and procedures approved by the
Commission through which an online sports pool operator receives and sends reports from sports pool
operators to assist in identifying unusual or suspicious activity.

2.12. “Internal controls” mean the mternal procedures, administration, and accounting controls
designed by the sports pool operator to conduct sports wagering operations, as required by the
Commission pursuant to W. Va. Code §29-22D-4.

2.13. “Layoff wager” means a wager placed by a West Virgimia operator with another West Virginia
operator for the purpose of offsetting patron wagers made pursuant to the Act and this rule.

2.14. “MICS” means the Minimum Internal Control Standards estabhshed by the Commlssmn
pursuant to W. Va. Code §29-22D-4, available at iipe/iweintiory corp/al IERERREARERL

2.15. “Mobile applications and other digital platforms” means any mobile application or interactive
platform approved by the Commission for operation of an online sports pool.

2.16. "Multi-source authentication” means a type of strong authentication that uses two of the
following to verify a patron's identity:

2.16.1. Information known only to the patron, such as a password, pattern, or answers to
challenge questions;

2.16.2.  An item possessed by a patron such as an electronic token, physical token, or an
identification card; or

2.16.3. A patron's biometric data, such as fingerprints, facial, or voice recognition.

2.17. *“Online sports pool”™ means an operation in which wagers on sports events are made through
2
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computers or mobile applications on mobile devices or other approved interactive devices accepted
through a gaming system approved by the Commission.

2.18. “Online sports pool system” means all hardware, software, and communications that comprise
a type of server-based gaming system for the purpose of offering an online sports pool.

2.19. “Operator” or “sports pool operator” means a casino licensec which has elected to operate a
sports pool, either independently or jointly.

2.20. “Patron session” means a period of time when a patron is logged on to an online sports pool
system.

2.21. “Personally identifiable information™ or “PII”” means any data that could potentially be used to
identify a particular person. Examples include, but are not limited to, a full name, Social Security
Number, driver’s license number, birth date, age, bank account number, credit card number, debit card
number, and email address. Generally two or more of these can identify a specific person depending on
the uniqueness of the identifiers within a specific geographic area.

2.22. “Prohibited sports pool participant” means any mdividual who is prohibited from wagering
pursuant to: (1) any self-exclusion list or a casino or Commission exclusion list; (2) any individual whose
participation may undermine the integrity of the wagering or the sports event or who is excluded from
wagering for other good cause, including but not limited to, an attempt to place a wager as an agent or a
proxy; (3) any employee of the Commission; or (4) a licensed sports pool operator or any of its
employees placing a wager with that sports pool operator in violation of W.Va. Code §§29-22D-1 etseq-

et seq.

2.23. “Promotional credit” means any amount credited to a patron by a sports pool operator, without
charge, to be included in a patron’s wager.

2.24. “Registrant” means certain affiliate companies, including but not limited to, sports wagering
marketing affiliate companies, whose services are limited to click on ads or links for the sole purpose of
directing a patron to a sports wagering site to sign up for a new sports wagering account.

2.25. “Secure transaction file” means a file that contains data, which cannot be modified without
detection.

2.26. “Sports pool” or “sports pool operation” means the business of accepting wagers on any sports
event by any system or method of wagering by a sports pool operator or its sports pool intermediary on
site at the casino, in areas approved by the Commission.

2.27. “Sports pool intermediary” means an independent entity affiliated with a licensed sports pool
operator and holding a management services provider license or supplier license, as provided in W. Va.
Code £§29-22D-1 etseq ef seqg., to offer sports wagering activities, supplies, or services in a sports
wagering lounge or through an online sports pool. The customer accounts or sports wagering accounts, of
such intermediaries shall be owned by the licensed casino operators.

2.28. “Sports pool kiosk™ or *kiosk’ means an automated device that may be used for sports pool
voucher and ticket processing and automated functions as approved by the Commission.

2.29. “Sports pool system” means all equipment and software used in conjunction with the operation
of a sports pool or online sports pool.



179CSR9

2.30. “Sports wagering account” means an account cstablished by a sports pool operator for an
individual patron to use for online sports pool wagering.

2.31. *Sports wagering lounge’ means an area in a licensed casino where a sports pool is operated.

2.32. “Sports wagering satellite lounge” means one or more secondary arcas approved by the
Commission where a sports pool is operated within a casino.

2.33. “Strong authentication” means a mecthod of confirming a patron’s identity that has been
demonstrated to the satisfaction of the Commission to effectively provide higher security than a user
name and password alone.

2.34. “Suspicious wagenng activity” means unusual wagering activity which cannot be explained
and is indicative of match-fixing, the manipulation of an event, misuse of inside information, or other
prohibited activity.

2.35. “Temporary sports pool facility” means an area approved by the Commission for use in sports
pool operations during the construction of a sports wagering lounge and may include the utilization of
designated windows at the current casino cage for purposes of placing sports wagers and also includes
self-service wagering machines located at the casino or the casino hotel complex.

2.36. “Ticket” means a printed record issued or an electronic record maintained by the sports pool
system that evidences a sports wager.

2.37. “Unusual wagering activity” means abnormal wagering activity exhibited by patrons and
deemed by a sports pool operator as a potential indicator of suspicious activity. Unusual wagering activity
may include the size of a patron’s wager or increased wagering volume on a particular event or wager

type.

2.38. “Voided wager” means a wager voided by a ticket writer with supervisor approval for a
specified event.

2.39. “Voucher” means a printed wagering instrument, or digital representation thereof, used in a
cashless wagering system that has a fixed dollar wagering value and is redeemable for cash or cash
equivalents approved by the Commission.

2.40. “Wager” means a sum of money or thing of value risked on an uncertain occurrence as defined
in W. Va. Code §29-22D-3.

2.41. “Wagering event™ or “event” means an occurrence of an event on which a wager authorized by
the Act may be placed.

§179-9-3. General requirements for sports pools and online sports pools.

3.1.  No person or entity shall conduct sports wagering activities, including online sports wagering
activitics, unless licensed to do so consistent with the West Virginia Lottery Sports Wagering Act, W.
Va. Code §29-22D-1, etseq: et seq., and this rule. Sports wagering activities, including online sports
wagering activities, do not include the following:

3.1.1. Pari-mutuel betting on the outcome of horse or dog races, authorized by W. Va. Code §19-23-
4
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12a and W. Va. Code §19-23-12d;

3.1.2. Lottery games of the West Virginia State Lottery authorized by W. Va. Code §29-22-1, et
segs el seq.;,

3.1.3. Racetrack video lottery, authorized by W. Va. Code §29-22A-1, etseq: af seq.;

3.1.4. Limited video lottery, authorized by W. Va. Code §29-22B-1, etseq- ef seq.;

3.1.5. Racetrack tables games, authorized by W. Va. Code §29-22C-1, etseq- ef seq.;

3.1.6. Video lottery and table games, authorized by W. Va. Code §29-25-1, etseq- ef seg.; and

3.1.7. Daily Fantasy Sports (“DFS™).

3.2. A sports pool operator shall conduct sports wagering activities, including online sports wagering
activities, in compliance with the requirements for West Virginia Lottery Racetrack Table Games provided
m W.Va. Code §§29-22C-1 etseq: ef seg., and W. Va. Code of State Rules §§179-8-1 etseq: ef seq., when
such requirements are applicable and do not conflict with the Act or this rule.

3.3. A sports pool intermediary authorized to operate a sports pool or an online sports pool, or both,
shall conduct such sports wagering activities n compliance with the requrements for West Virginia Lottery
Racetrack Table Games provided in W.Va. Code £§29-22C-1 etseq- ef seg., and W. Va. Code of State
Rules §§179-8-1 etseq: ef seg., when such requirements are applicable and do not conflict with the Act or
this rule.

3.4. Sports wagering may commence upon approval of the Director in a temporary sports pool facility
for a period not to exceed 9 months if the sports wagering lounge is under construction. The Director may

extend the use of the temporary facility only upon a showing of good cause.

3.5. A sports pool operator shall maintain a cash reserve of not less than the greater of $500,000 or the
amount necessary to ensure the ability to cover the outstanding sports pool and online sports pool hability.

3.6. Each sports pool operator shall, prior to commencing operations and annually thereafter, perform a
system mtegrity and security assessment of sports pool systems and online sports pool systems conducted
by an independent professional selected by the licensee and subject to approval of the Commission. The
mdependent professional’s report on the assessment shall be submitted to the Commission and shall include:

3.6.1. Scope of review,

3.6.2. Name and company affiliation of the individual(s) who conducted the assessment;
3.6.3. Date of assessment;

3.6.4. Findings;

3.6.5. Recommended corrective action, if applicable; and

3.6.6. The operator’s response to the findings and recommended corrective action.

3.7. A sports pool operator and online sports pool operator shall investigate each patron complaint and

5
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provide a response to the patron within ten calendar days. For complaints that cannot be resolved to the
satisfaction of the patron related to patron accounts, settlement of wagers, and/or illegal activity, a copy of
the complaint and operator’s response, including all relevant documentation, shall be provided to the
Commission.

3.8. A sports pool operator or sports pool intermediary shall only accept online and mobile wagers from
patrons that have been affirmatively located as being physically present in the State of West Virginia at the
time of their wager: Provided, That wagers may be accepted from patrons located outside of the State of
West Virginia pursuant to a sports wagering agreement with another government as provided in W. Va.
Code §29-22DD-14 if acceptance of such wagers does not conflict with federal law.

3.9. To conduct sports pool wagering transactions on premises, a casino shall have a cashier’s cage that
has been approved for the operation of West Virginia Lottery Racetrack Table Games or meets the same
requirements for cashier’s cages provided in W. Va. Code of State Rules §§179-8-1 etseq- et seg. Sports
pool wagering transactions shall be conducted from a sports wagering lounge booth located in the sports
wagering lounge, from other window locations as approved by the Commission, from kiosks in locations
approved by the Commission, or, when a lounge booth is closed, from a designated window in the cashier’s
cage for redemption of winning tickets only.

3.10. Sports pool operations within a casino shall be designed to promote optimum security of the
facility, and shall include the installation and maintenance of security and surveillance equipment,
mcluding closed circuit television equipment, according to specifications approved by the Commission.
The Commission shall have direct access to the system and its transmissions. Nothing in this section shall
preclude the Commission from permitting a sports pool operator to conduct sports pool wagering, subject
to appropriate terms and conditions, in a location other than a sports wagering lounge upon petition of a
sports pool operator. A sports pool operator shall submit a surveillance plan for Commission approval
prior to accepting wagers in any approved sports wagering lounge, sports wagering satellite lounge, or
temporary facility.

§179-9-4. Sports wagering integrity; confidential information.

4.1. Casino operators shall have controls in place to identify unusual and suspicious wagering
activity and report such activity according to the integrity monitoring system procedures approved by the
Commission.

4.2. All integrity monitoring system procedures shall provide for the sharing of information with
cach casino operator and shall disseminate all reports of unusual activity to all sports pool intermediary
licensees as well as to any regulatory agencies, governing authorities, and accredited sports governing
entities as required by the Commission. All sports wagering operators shall review such reports and notify
other operators of whether or not they have experienced similar activity in the manner approved by the
Commission. Specific reporting requirements shall be designated by the Commission in its MICS.

4.3. If an operator finds that previously reported unusual wagering activity rises to the level of
suspicious activity, they shall immediately notify all other operators, the Commission, appropriate law
enforcement entities, regulatory agencies, governing authorities, and accredited sports governing entities
as required by the Commission.

4.4. A sports pool operator or sports pool intermediary receiving a report of suspicious wagering
activity shall be permitted to suspend wagering on events related to the report, but may only cancel
related wagers after Commission approval.
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4.5. Integrity monitoring systems shall provide the Commission with remote access which shall
provide at a minimum:

4.5.1. All reports of unusual wagering activity;
4.5.2. If the activity was determined to be suspicious; and

4.5.3. The actions taken according to the integrity monitoring system procedures approved by the
Commuission.

4.6. Notwithstanding the other provisions of this section, all information and data received pursuant
to administering the West Virginia Lottery Sports Wagering Act related to unusual or suspicious activity
shall be considered confidential. Such data and information may not be revealed in whole or in part
except upon the lawful order of a court of competent jurisdiction, or, with any law enforcement entities,
regulatory agencies, governing authoritics, or accredited sports governing entities as required by the
Commission.

§179-9-5. Internal controls; house rules.

5.1. Sports pool operators shall file internal controls for all aspects of sports pool and/or online sports
pool wagering systems with the Commission prior to commencing operations.

5.2. The internal controls shall address the following items regarding the sports pool system, at a
minimum:

5.2.1. User access controls for all sports pool personnel;

5.2.2. Segregation of dutics;

5.2.3. Automated and manual risk management procedures;

5.2.4. Procedures for identifving, reporting fraud, and suspicious conduct;

5.2.5. Procedures to prevent wagering by prohibited sports pool participants;
5.2.6. Description of AML compliance standards;

5.2.7. Description of all types of wagers available to be offered by the system; and
5.2.8. Description of all integrated third party systems.

5.3. The internal controls shall detail the reconciliation of assets and documents contained in a sports
wagering lounge ticket writer’s drawer, sports pool kiosks, and online sports pools.

5.4. In the event of a failure of an online sports pool system’s ability to pay winning wagers, the
licensee shall have internal controls detailing the method of paying winning wagers. The licensee shall
also file an incident report for each system failure and document the date, time and reason for the failure
along with the date and time the system is restored with the Commission.

5.5. Casino licensees and sports pool intermediaries shall adopt comprehensive house rules which
shall be approved by the Director that include the following, at a minimum:

-
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5.5.1. Method of calculation and payment of winning wagers;

5.5.2. Effect of schedule changes;

5.5.3. Method of notifying patrons of odds or proposition changes;

5.5.4. Acceptance of wagers at terms other than those posted,

5.5.5. Expiration of any winning ticket one year after the date of the event;
5.5.6. Method of contacting the operator for questions and complaints;
5.5.7. Description of prohibited sports pool participants; and

5.5.8. Method of funding a sports wager.

5.6. The house rules, together with any other information the Commission deems appropriate,
shall be conspicuously displayed in the sports wagering lounge, posted on the operator’s website, and
included in the terms and conditions of a sports wagering account. Copies shall be made readily
available to patrons.

§179-9-6. Sports wagering system requirements.

6.1. Prior to operating a sports pool or online sports pool pursuant to W.Va. Code §§29-22D-1 etseq-
et seq., all equipment and software used in conjunction with its operation shall be submitted to an
independent testing laboratory or a testing laboratory operated in an accredited jurisdiction approved by the
Commission.

6.2. All wagers on sporting events authorized by W.Va. Code §§29-22D-1 etseq ef seg., shall be
mitiated, received, and otherwise made within this State unless otherwise permitted by the Commission in
accordance with applicable federal and state laws. Consistent with the intent of the United States
Congress as articulated in the Unlawful Internet Gambling Enforcement Act of 2006 (31 U.5.C. £§§5361
etseq: gt seq.) the intermediate routing of electronic data relating to a lawful intrastate wager authorized
under this provision shall not determine the location or locations in which such wager is initiated,

received, or otherwise made.

6.3. A sports pool system submission to a testing laboratory shall contain a description of the risk
management framework, including but not limited to:

6.3.1. User access controls for all sports pool personnel;

6.3.2. Information regarding segregation of duties;

6.3.3. Information regarding automated risk-management procedures;
6.3.4. Information regarding fraud detection;

6.3.5. Controls ensuring regulatory compliance;

6.3.6. Description of AMIL compliance standards;
8
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6.3.7. Description of all software applications that comprise the system;
6.3.8. Description of all types of wagers available to be offered by the system;
6.3.9. Description of all integrated third party systems; and
6.3.10. Description of the method to prevent past posting.
6.4. A sports pool system shall maintain all transactional wagering data for a period of five years.

6.5. A sports pool system shall be capable of recording the following information for each wager
made:

6.5.1. Description of event,
6.5.2. Event number;
6.5.3. Wager selection;
6.5.4. Type of wager;
6.5.5. Amount of wager;
6.5.6. Date and time of wager;
6.5.7. Unique wager identifier; and
6.5.8. An indication of when the ticket expires.
6.6. All tickets generated by a cashier or at a kiosk shall contain the following information:
6.6.1. Name and address of the party issuing the ticket;

6.6.2. A barcode or similar symbol or marking as approved by the Commission, corresponding to
the unique wager identifier;

6.6.3. Method of redeeming winning ticket via mail; and
6.6.4. Cashier or kiosk generating the ticket.

6.7. If the sports pool system issues and redeems a sports pool voucher, the system shall be capable
of recording the following mformation for each voucher:

6.7.1. Amount of voucher;
6.7.2. Date, time, and location of issuance;
6.7.3. Unique voucher identifier,

6.7.4. Expiration date of the voucher; and
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6.7.5. Date, time, and location of redemption, if applicable.
6.8. Sports pool vouchers issued by a sports pool system shall contain the following mformation:
6.8.1. Date, time, and location of issuance;
6.8.2. Amount of the voucher;
6.8.3. Unique voucher identifier,
6.8.4. Expiration date of the voucher;
6.8.5. Name of the issuing sports pool operator; and

6.8.6. An indication that the voucher can only be redeemed in exchange for a sports wager or
cash.

6.9. A sports pool system that offers in-play wagering shall be capable of the following:
6.9.1. The accurate and timely update of odds for in-play wagers;
6.9.2. The ability to notify the patron of any change in odds after a wager is attempted;
6.9.3. The ability for the patron to confirm the wager after notification of the odds change; and
6.9.4. The ability to freeze or suspend the offering of wagers when necessary.
6.10. A sports pool system shall be configured to perform the following functions:
6.10.1. Creating wagers;
6.10.2. Settling wagers;
6.10.3. Voiding wagers;
6.10.4. Cancelling wagers; and
6.10.5. Preventing the acceptance of wagers from prohibited sports pool participants.
6.11. A sports pool system shall be capable of processing lost, destroyed, or expired wagering tickets.
6.12. When a sports pool wager is voided or cancelled, the system shall clearly indicate that the ticket
is voided or cancelled, render it nonredeemable, and make an entry in the system indicating the voiding or
cancellation of the wager and the identity of the cashier or automated process completing the voiding or

cancellation.

6.13. A sports pool system shall prevent past posting of wagers and the voiding or cancellation of
wagers after the outcome of an event is known.

6.14. In the event a patron has a pending sports pool wager and then self-excludes, the sports pool
10
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operator’s internal controls shall govern any cancellation or refund of the wager.

6.15. A sports pool system shall, at least once every 24 hours, perform an authentication process on all
software used to offer, record, and process wagers to ensure there have been no unauthorized
modifications. In the event of an authentication failure, the sports pool operator’s Information Systems
Officer (ISO) and the Director, or his or her designee, must be notified within 24 hours. The results of all
authentication attempts shall be recorded by the system and maintained for a minimum period of 90 days.

6.16. A sports pool system shall have controls in place to review the accuracy and timeliness of any
data feeds used to offer or settle wagers. In the event that an incident or error occurs that results in a loss
of communication with data feeds used to offer or redeem wagers, such error shall be recorded in a log
capturing the date and time of the error, the nature of the error, and a description of its impact on the
system’s performance. Such information shall be maintained for a minimum period of one year.

6.17. A sports pool operator or sports pool mtermediary shall provide the Director, or his or her
designee, with access to wagering transactions and related data as deemed necessary and in a manner

approved by the Commission.

6.18. A sports pool system shall be capable of recording and maintaining the following information
related to wagers:

6.18.1. Description of the event;

6.18.2. Event number;

6.18.3. Wager selection;

6.18.4. Type of wager;

6.18.5. Amount of wager;

6.18.6. Amount of potential payout;

6.18.7. Date and time of wager;

6.18.8. Identity of the cashier accepting the wager if applicable;
6.18.9. Umque ticket identifier;

6.18.10. Expiration date of ticket;

6.18.11. Patron name;

6.18.12. Date, time, amount, and description of the settlement;
6.18.13. Location where wager was made;

6.18.14. Location of redemption; and

6.18.15. Identity of cashier settling the wager if applicable.

11
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6.19. For all lost tickets that are redeemed, a sports pool system shall record and maintain the
following information:

6.19.1. Date and time of redemption;
6.19.2. Emplovee responsible for redeeming the ticket;
6.19.3. Name of patron redeeming the wager;
6.19.4. Unique ticket identifier; and
6.19.5. Location of the redemption.
§179-9-7. Patron Wagers.

7.1. A sports pool operator or sports pool intermediary shall not accept any wager on a sports event
unless it has provided written notification to the Director of the first time that wagering on a category of
wagering event (for example, wagering on a particular type of professional sport) or type of wager (for
example an in-play wager or exchange wager) is offered to the public. Such notice shall be submitted prior
to accepting a wager on a new category of wagering event or accepting a new type of wager. Notice is not
required whenever the odds change on a previously offered wagering event. The Director, or his or her
designee, shall respond to such notice within 24 hours or by the next business day. The Director reserves
the right to prohibit the acceptance of wagers and may order the cancellation of wagers and require

refunds on any event for which wagering would be contrary to the public policies of the State.

7.2. A sports pool operator or sports pool intermediary shall only accept wagers on sports events and
other events for which:

7.2.1. The outcome can be verified,

7.2.2. The outcome can be generated by a reliable and independent process;,
7.2.3. The outcome will not be affected by any wager placed; and

7.2.4. The event is conducted in conformity with all applicable laws.

7.3. Patron wagers pursuant to the Act placed in a sports wagering lounge or other approved area
within a licensed casino shall be made with:

7.3.1. Cash;

7.3.2. Cash equivalent;
7.3.3. Credit or debit card,
7.3.4. Promotional funds;
7.3.5. Sports pool vouchers;

7.3.6. Value gaming chips; and

12
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7.3.7. Any other means approved by the Commission.

7.4. The available wagers shall be displayed in a manner visible to the public and the operator’s
close-circuit television system. The display shall include the event number, odds, and a brief description of
the event.

7.5. A patron may redecm a winning wagering ticket by mail according to the sports pool operator’s
mnternal controls.

7.6. A sports pool operator may, in its discretion, accept a layoff wager from another licensed sports
pool operator. A licensed sports pool operator placing a layoff wager shall disclose its identity to the other
licensed sports pool operator accepting the wager.

§179-9-8. Sports pool reports; wagering revenue; computation of taxes; reconciliation.

8.1. The sports pool system shall be required to generate those reports necessary to record total gross
sports wagering receipts, wagering liability, ticket redemption, and such other mformation relating to
sports wagering as deemed necessary by the Commission or as required by MICS. Such reports shall
distinguish information by type and status where applicable and shall meet the Commission’s MICS.

8.2. Adjusted gross wagering receipts from sports wagering subject to the 10% privilege tax shall
cqual the total of all wagers received less cancelled wagers and less amounts paid out for winning wagers.

8.3. To determine the daily win amount, the sports pool operator’s accounting department shall
compare a win report from the sports wagering system to the reconciliation of the sports wagering
drawers. The operator shall be required to calculate and report adjusted gross sports wagering receipts
using the higher amount identified in such comparison, unless otherwise authorized by the Commission in
its MICS.

8.4. The sports pool operator shall permit duly authorized representatives of the Commission to
examine the operator’s accounts and records for the purpose of certifying total gross revenue receipts and
adjusted gross sports revenue receipts. The Director shall notify the operator of any deficiencies disclosed
during the gross revenue receipts certification process.

§179-9-9. Sports wagering kiosks.

9.1. The sports pool operator or its sports pool intermediary may utilize sports pool kiosks located n
the casino for wagering transactions in conjunction with a sports pool system in a location approved by
the Director.

9.2. On a daily basis, a sports pool operator shall remove the bill validator boxes in the sports pool
kiosks (the “sports pool kiosk drop™). The sports pool kiosk drop shall be monitored and recorded by
surveillance. The sports pool operator shall submit the sports pool kiosk drop schedule to the Director.

9.3. The sports pool operator’s accounting department shall reconcile the sports pool kiosks on a
daily basis pursuant to intemal controls. Any variance of 8§ 500.00 or more shall be documented by the
accounting department and reported in writing to the Director within 72 hours of the end of the gaming
day during which the variance was discovered. The report shall indicate the cause of the variance and
shall contain any documentation required to support the stated explanation.

9.4. All sports wagering kiosks must satisfy all MICS requirements and be detailed in the sports
13
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pool operator’s internal controls approved by the Commission.
§179-9-10. Accounting controls for the sports wagering lounge.

10.1. A ticket writer shall begin a shift with an imprest amount of currency and coin to be known
as the “sports wagering inventory.” No funds shall be added to or removed from the sports wagering
mventory during such shift except:

10.1.1. In collection of sports wagers;

10.1.2. In order to make change for a patron buying a sports wagering ticket;

10.1.3. In collection for the issuance of sports wagering vouchers;

10.1.4. In payment of winning or properly cancelled or refunded sports wagering tickets;

10.1.5. In payment of sports wagering vouchers; or

10.1.6. In exchanges with the cashier’s cage, a satellite cage, or sports wagering lounge booth
vault supported by proper documentation which documentation shall be sufficient for accounting
reconciliation purposes.

10.2. A *sports wagering count sheet” shall be completed and signed by each ticket writer at the
end of his or her shift and submitted to the shift supervisor. The information to be recorded on the sports
wagering count sheet shall be set forth by the Commission in its MICS.

10.3. The count sheets shall be due by noon on the next gaming day.

10.4. The shift supervisor shall compare the ticket writer window net receipts for the shift as
generated by the terminal with the sports wagering count sheet total plus the sports wagering inventory,
and if the ticket writer net receipts equals the wagering count sheet total plus the wagering inventory,
the shift supervisor shall sign the sports wagering count sheet attesting to its accuracy.

10.5. If the sports wagering window net receipts for the shift, as gencrated by the system,
does not agree with the sports wagering count sheet total plus the sports wagering inventory, the
shift supervisor shall record any overage or shortage. If the count does not agree, the ticket writer
and the shift supervisor shall attempt to determine the cause of the discrepancy in the count. Any
discrepancy that cannot be resolved by the ticket writer and the shift supervisor shall be reported in
writing to the department supervisor in charge at such time. Any discrepancy in excess of $500
shall be reported to the Commission. The report shall include the following:

10.5.1. Date on which the discrepancy occurred,
10.5.2. Shift during which the discrepancy occurred,
10.5.3. Name of the ticket writer,

10.5.4. Name of the supervisor;

10.5.5. Window number; and
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10.5.6. Amount of the discrepancy.
§179-9-11. Approval to immediately commence sports pool or online sports pool operations.

11.1. Upon receiving an application for a sports wagering operator’s license, the Director shall
review the request. If the Director determines that the applicant holds a valid casino license, has paid the
sports wagering license fee, and is in compliance with this section, the Commission shall immediately
issue a sports wagering license as provided in the Act.

11.2.  Any sports pool intermediary secking to operate a sports wagering pool or online sports
wagering pool pursuant to a contract with the licensed sports pool operator must be licensed as a
management services provider, as provided in the Act. Upon submitting an application fee to the
Commission for a management services provider license, an applicant may submit a contemporaneous
request to the Commission for an interim license authorizing the applicant to immediately act as a sports
pool intermediary for up to 270 days, pending the Commission’s full review of the application for an
annual license. Once approved, an annual license commencement date is the date on which an interim
license was issued.

11.3. Any sports pool intermediary seeking to sell, lease, or offer services related to sports wagering
equipment, systems, or other gaming items necessary to conduct sports wagering must be licensed as a
supplier, as provided in the Act. Upon submitting an application fee to the Commission for a supplicr
license, an applicant may submit a contemporancous request to the Commission for an interim license
authorizing the applicant to immediately act as a sports pool intermediary for up to 270 days, pending the
Commission’s full review of the application for an annual license. Once approved, an annual license
commencement date 1s the date on which an interim license was 1ssued.

11.4. All sports pool wagering and online sports pool wagering conducted under authority of an
interim license approval shall comply with these rules.

§179-9-12. Limitations on licensed sports pool operators.

12.1. Each sports pool operator, in its discretion, may provide no more than three individually
branded online sports pool websites and accompanying mobile applications.

12.2. Any individually branded online sports pool website or mobile application provided by a sports
pool intermediary must, on its webpage, conspicuously bear the name of the sports pool operator with

which it 1s affiliated.

§179-9-13. Additional requirements for wagers placed on mobile applications and other digital
platforms

13.1. A sports pool operator or sports pool intermediary shall file with the Commission, internal
controls for all aspects of online sports pool operations prior to implementation and any time a change is
made thereafter. The internal controls shall include detailed procedures for system security, operations,
accounting, and reporting of problem gamblers.

13.2. A sports pool operator or sports pool intermediary offering online sports pools shall describe in
its internal controls the method for securcly issuing, modifying, and resetting a patron’s account
password, Personal Identification Number (PIN), or other approved security feature, when applicable.
Any method shall include notification to the patron following any modification via electronic or regular
mail, text message, or other manner approved by the Director or the Commission. Such method shall
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melude at a mmimum:
13.2.1. Proof of identity, if in person;
13.2.2. The correct response to two or more challenge questions; or
13.2.3. Strong authentication.

13.3. All terms and conditions for online sports pools shall be included as an appendix to the internal
controls filed with the Commission pursuant to this rule.

13.4. Each online sports pool website or mobile application shall display a responsible gaming logo
i a manner approved by the Commission to direct a patron to the “operator’s responsible gaming
webpage. The responsible gaming webpage shall be accessible to a patron during a patron session and

shall contain, at a minimum, the following:

13.4.1. A prominent message, which states “If you or someone you know has a gambling
problem and wants help, call 1-800-Gambler™,

13.4.2. A direct link to the *“Problem Gamblers Help Network” of West Virginia and one other
organization based in the United States dedicated to helping people with potential gambling

problems;

13.4.3. A clear statement of the online sports pool operator’s policy and commitment to
responsible gaming; and

13.4.4. Rules governing self-imposed responsible gaming limits and the ability for the patron to
establish those limits.

§179-9-14. Sports wagering accounts.

14.1. Online sports pool wagering shall only be engaged in by patrons who have established a sports
wagering account.

14.2. In order to establish a sports wagering account, a sports pool operator or sports pool
mtermediary shall:

14.2.1. Create an electronic patron file, which shall include at a minimum:
14.2.1.1. The patron’s legal name;

14.2.1.2. The patron’s date of birth;

14.2.1.3. The patron’s Social Security number, or the last four digits thereof, or an equivalent
identification number for a noncitizen patron, such as a passport or taxpayer identification number;

14.2.1.4. The patron’s online sports pool account number;
14.2.1.5. The patron’s residential address (a post office box is not acceptable);

14.2.1.6. The patron’s clectronic mail address;
16
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14.2.1.7. The patron’s telephone number;
14.2.1.8. Any other information collected from the patron used to verify his or her identity;
14.2.1.9. The method used to verify the patron’s identity; and
14.2.1.10. The date of verification.
14.2.2. Encrypt all of the following information contained in an electronic patron file:

14.2.2.1. Any portion of the patron’s Social Security number or equivalent identification
number for a noncitizen patron, such as a passport or taxpayer identification number;

14.2.2.2. The patron’s passwords and/or PINs; and

14.2.2.3. The patron’s credit card numbers, bank account numbers, or other personal
financial information.

14.2.3. Verify the patron’s identity in accordance with:
14.2.3.1. Reliable forms of personal identification specified in the MICS; or
14.2.3.2. Other methodology for remote multi-source authentication, which may include
third-party and governmental databases, as approved by the Commission (such as Know Your Customer

or “KYC™).

14.2.4. Record the document number of the government issued identification credential
examined,

14.2.5. Require the patron to establish a password or other access sccurity feature as approved by
the Commission and advise the patron of the ability to utilize strong authentication log in protection;

14.2.6. Verify that the patron is not a prohibited sports pool participant;

14.2.7. Record the patron’s acceptance of the sports pool operator’s or sports pool intermediary’s
terms and conditions to participate in wagering through the mobile application or any authorized digital
platform accepting wagers online;

14.2.8. Record the patron’s certification that the mformation provided to the operator 1s accurate;

14.2.9. Record the patron’s acknowledgment that the legal age for wagering in an online sports
pool is 21, and that he or she is prohibited from allowing any other person to access or use his or her
sports wagering account; and

14.2.10. Notify the patron of the establishment of the account via electronic mail or regular mail.

14.3. A patron shall have only one sports wagering account for each sports pool operator or sports
pool intermediary. Each sports wagering account shall be:

14.3.1. Non-transfcrable;
17
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14.3.2. Unique to the patron who establishes the account; and

14.3.3. Distinct from any other account number that the patron may have established with the
sports pool operator.

14.4. A patron’s sports wagering account for online sports pools may be funded through the use of:

14.4.1. A patron’s deposit account established for sports wagering according to the requirements
provided in W. Va. Code of State Rules §179-8-121;

14.4.2. A patron’s credit or debit card;

14.4.3. A patron’s deposit of cash or vouchers at a cashiering location approved
by the Commission;

14.4.4. A patron’s reloadable prepaid card, which has been verified as being 1ssued to the patron
and 1s non-transferable;

14.4.5. Promotional credit;
14.4.6. Wmnmngs;

14.47.  Adjustments made by the sports pool operator with documented notification to the
patron,

14.4.8. ACH transfer, provided that the operator has security measures and controls to prevent
ACH fraud pursuant to section 14.5 below; or

14.4.9. Any other means approved by the Commission.

14.5. A failed ACH deposit attempt shall not be considered fraudulent if the patron has successfully
deposited funds via an ACH transfer on a previous occasion with no outstanding chargebacks. Otherwise,
the operator shall:

14.5.1. Temporarily block the patron’s account for investigation of fraud after five consecutive
failed ACH deposit attempts within a 10-minute time period. If there 1s no evidence of fraud, the block
may be vacated; and

14.5.2. Suspend the patron’s account after five additional consecutive failed ACH deposit
attempts within a 10-minute period.

14.6. A sports pool operator or sports pool intermediary shall not permit a patron transfer funds from
a patron account to another patron.

14.7. All adjustments to patron accounts for amounts of $500.00 or under shall be periodically
reviewed by supervisory personnel as set forth in the sports pool operator’s internal controls. All other
adjustments shall be authorized by supervisory personnel prior to being entered.

14.8. Online sports pool systems shall provide an account statement with account details to a patron
on demand, which shall include detailed account activity for at least the six months preceding 24 hours
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prior to the request. In addition, an online sports pool system shall, upon request, be capable of providing
a summary statement of all patron activity during the past year.

14.9. A sports pool operator shall mamtain a West Virgima bank account separate from all other
operating accounts to ensure the security of funds held in patron sports wagering accounts. The balance
maintained in this account shall be greater than or equal to the sum of the daily ending cashable balance
of all patron sports wagering accounts, pending wagers, and pending withdrawals. A sports pool operator
shall have unfettered access to all patron sports wagering account and transaction data to ensure the
amount held in its independent account is sufficient. The casino controller or other higher ranking
employee shall file a monthly aftestation with the Commission that the funds have been safeguarded
pursuant to this subsection.

14.10. A sports pool operator or sports pool intermediary shall periodically re-verify a patron’s
identification upon reasonable suspicion that the patron’s identification has been compromised.

14.11. An online sports pool system shall provide a conspicuous and readily accessible method for a
patron to close his or her account through the account management or similar page. Any balance
remaining in a patron’s sports wagering account closed by a patron shall be refunded pursuant to the
operator’s internal controls.

§179-9-15. Geolocation requirement.

15.1. In order to prevent unauthorized use of an online sports pool system to place a wager when a
player is not within the permitted boundary, the sports pool operator or sports pool intermediary must
utilize a geolocation system to reasonably detect the physical location of a player attempting to access the
online sports pool system and place a wager; and to monitor and block unauthorized attempts to access
the online sports pool system in order to place a wager when a player is not within the permitted
boundary.

15.2. The geolocation system shall ensure that any player is located within the permitted boundary
when placing any wager, and shall be equipped to dynamically monitor the player’s location and block
unauthorized attempts to access the online sports pool system in order to place a wager throughout the
duration of the patron session.

15.3. The Commission shall approve technical specifications for geolocation systems and any
specific requirements related to geolocation as part of its MICS.

§179-9-16. Online sports pool system requirements; logging.

16.1. All online sports pool systems authorized by the Act and this rule shall be designed to ensure
the integrity and confidentiality of all patron communications and ensure the proper identification of the
sender and receiver of all communications. If communications are performed across a public or third-
party network, the system shall either encrypt the data packets or utilize a secure communications
protocol to ensure the integrity and confidentiality of the transmission.

16.2. Online sports pool systems shall employ a mechanism capable of maintaining a separate copy
of all of the information required to be logged in this section on a separate and independent logging
device capable of being administered by an employee with no incompatible function. If the online sports
pool system can be configured such that any logged data is contained in a secure transaction file, a
separate logging device 1s not required.
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16.3. Online sports pool systems shall provide a mechanism for the Commission to query and export,
in a format required by the Commission, all online sports pool system data.

16.4. Requirements for system specifications and sports pool system loggmg shall be detailed by the
Commission in the MICS. Sports pool operators and sports pool intermediaries shall address all such
requirements in the internal controls submitted to the Commission for approval.

§179-9-17. Additional reports for online sports pool; reconciliation; test accounts.

17.1. An online sports pool system shall be designed to generate the reports required by this section
or otherwise required by the Commission in a format approved by the Commission’s Finance &
Administration and Information Technology divisions. Additional reporting requirements shall be
approved by the Commission for inclusion in the MICS.

17.2.  All required reports shall be generated by the online sports pool system, even if the period
specified contains no data to be presented. The report generated shall indicate all required information and
contain an indication of “No Activity” or similar message if no data appears for the period specified.

17.3. All data required by this rule must be available in report image formats as well as database type
formats as approved by the Director. The initial approved format is comma separated variables (CSV).

17.4. An online sports pool system shall, at a mimimum, generate the daily reports for each gaming
day in order to calculate the taxable revenue or to ensure the integrity of operations related to operating an
online sports pool.

17.5. The sports pool operator and its sports pool intermediaries shall set up test accounts to be used
to test each of the various components and operations of the online sports pool system in accordance with
internal controls approved by the Commission.

179-9-18. Mobile application and/or interactive platform requirements.
18.1. Each system that provides content to a sports pool system shall:

18.1.1. Maintain internal controls for all aspects of gaming operations prior to implementation
and any time a change is made thereafter. The intemal controls shall include detailed procedures for
system security, operations, and accounting;

18.1.2. Maintain internal controls approved by the Director that address compliance with
all online sports pool system requirements;

18.1.3. Employ personnel responsible for duties of an I'T Department, ensuring the operation and
integrity of the sports wagering and reviewing all reports of suspicious behavior as determined and
approved by the Commission,

18.1.4. Perform an annual system integrity and security assessment conducted by an independent
professional selected by the operator, subject to the approval of the Commission. The independent
professional’s report on the assessment shall be submitted to the Commission annually in compliance
with the requirements provided in section 3.5 of this rule; and

18.1.5. Provide the Director with physical and logical access to the system to review and
collect all data contained therein.
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§179-9-19. Temporary approvals for expedited implementation.

19.1. The Director may approve certain system, network, operational, and other standards necessary
to implement sports wagering on a temporary basis as long as a deadline for full-compliance with
permanent standards is provided at the time of approval. Extensions may be approved by the Director if
justification is provided to show that such additional time in the temporary environment is reasonably
necessary.

§179-9-20. Racetrack Modernization Fund and Historic Resort Hotel Modernization Fund
Reimbursement.

20.1. The sports pool operator shall submit requests for reimbursement from its Racetrack
Modernization Fund or Historic Resort Hotel Modernization Fund allowance, whichever is applicable, to
the Director for any new and unused purchases of sports pool systems or other equipment necessary to
modernize the facility to accept sports wagers. The Commission may further define covered acquisitions
by issuing Lottery Commission Policy Statements.

§179-9-21. Advertising.

21.1. The Director shall approve all advertising of sports wagering systems in advance of a sports
pool operator, its sports pool mtermediaries, its agents, or its affiliates publishing or otherwise releasing
such advertisements. Further requirements shall be defined by the Commission in its MICS.

21.2. The Commission may set a certain amount or percentage of revenue that may be used for
promotional credit, but any excess promotional credit offered must be accounted for as taxable revenue.
This amount will be set quarterly by Commission Order.

§179-9-22. Licensing and Registration.

22.1. An individual or entity, employed with or contracted by a sports pool operator a sports pool
mtermediary, to perform certain activities for the operation of an sports wagering system having assigned
dutics as a sports wagering manager or a customer service representative with access to confidential
player account information and the ability to modify player accounts shall be licensed as an occupational
licensee. Persons or individuals holding an occupational license pursuant to the Interactive Wagering Act,
W. Va. Code §29-22E-1, etseq- ef seq., and Interactive Wagering Rule, §179-10-1, etseq: ef seq., are not
required to apply for or obtain additional occupational licensure pursuant to the Sports Wagering Act and
this rule.

22.2. In addition, certain affiliate entities, such as marketing affiliate companies, that are not
involved directly in the offering or placement of the wager shall be deemed to be a Registrant rather than
a licensee for the purpose of licensing and registration and shall be subject to the following requirements:

22.2.1. Affiliate entities shall register with the West Virginia Lottery Commission on or before the
date such entity is contractually obligated or plans to offer its services in West Virginia to West Virginia
residents;

22.2.2. Affiliate entities shall renew its registration cach year on or before a certain date as set by
the Commission for the forthcoming year; and

22.2.3. Affiliate entitics shall pay a registration fec of $100.00 at the time of initial registration and
21
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cach registration renewal.

§179-9-23. Criteria for exclusion and placement on exclusion list.

23.1. The Commission may receive complaints from various sources which may include governing
bodies, leagues. individual teams, schools, law enforcement agencies, or the public. about individuals
who pose a threat to the safety of patrons or participants in a sportine event or who have engaced in a
pattern of conduct of harassing a sports official, coach, or participant. These complaints may be directly
filed with the Commission.

23.2. The Commission may place a person on the exclusion list pending a hearing if any of the
following provisions apply:

23.2.1. The person poses a threat to the safety of patrons or participants in a sporting event or has
engaged in a pattern of conduct of harassing a sports official. coach. or participant.

23.2.2. The person has been convicted of a gambling-related offense, a theft. or a fraud offense
in any jurisdiction.

23.2.3. The person has violated the Act, this rule, or a previous order of the Commission;

23.2.4. The person has performed anv act or has a reputation, that would adversely affect public
confidence and trust in the inteerity of caming:

23.2.5. The person is mcluded on anvy valid and current exclusion list from another jurisdiction in
the United States: and

23.2.6. The person has realized that he or she has a compulsive gaming disorder and has
requested in writine to be excluded from entering all four (4) West Virginia Racetracks and Casinos and
The Historic Greenbrier Casino. all of which arc regulated by the West Virginia Lottery and hercafter
referred to collectively as “Casinos™.

§179-9-24. Procedure for entrv of names on the exclusion list.

24.1. Complamts shall be submitted directly to the Commission in writing.

24.2. Upon a determination that a person comes under any of the criteria for exclusion, the person
mav be subject to exclusion and the Commission shall file a notice of exclusion informing the person of
the Commission’s intent to ban the patron from sports wagering. The notice shall include all of the
following imformation:

24.2.1. The identity of the person;

24.2.2. The nature and scope of the circumstances or reasons that the person should be placed on
the exclusion list;

24.2.3. The names of potential witnesses;

24.2.4. A recommendation as to whether the exclusion or gjection should be permanent; and
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24.2.5. The patron is entitled to a hearing before the Commission pursuant to §29A-5-1 ef seq. of
this code.

24.3. If a person is excluded from sports wagermg, then the person 1s prohibited from further
entering all West Virginia Casinos and using mobile applications for sports wagerine and online gaming
associated with the West Virginia Lottery.

§179-9-25. Distribution, availability, and accountability relating to the exclusion list.

25.1. The Commission shall maintain a list of persons to be excluded from sports waserine. The
West Virginia Lottery Commission will release its contents to all West Virginia Casinos. their agents and
affiliates. and mobile apps and gaming through the West Virginia Lottery. The list mav also be distributed

to law enforcement agencies. All of the following information, to the extent known. shall be provided for
cach excluded person:

25.1.1. The person’s full name and date of birth and all aliases:

25.1.2. A physical description of the person:

25.1.3. The effective date the person's name was placed on the exclusion list;

25.1.4. A photograph of the person. if available;

25.1.5. The person's occupation and current home and business addresses: and

25.1.6. Anv_other information considered necessarv_bv the Commission to facilitate the
identification of the person placed on the exclusion list.

25.2. The exclusion list is a public record that contains a person’s confidential information. including
PII. For purposes of public disclosure, the sharing of this information with third partics or the public is
subject to subsection 2.2 of the State of West Vlrgmla Conﬁdcntlahty Policies and Information Security
Accountability Requirements, available at www.sisiowvay’Ads @y,  which 1s
incorporated herein by reference. Disclosure shall bc limited to only the name of the person on the
cxclusion list.
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§179-9-26. Petition for removal from exclusion list.

26.1. The name of a person on the exclusion list shall not be removed from the list unless the
Commission or a court of competent jurisdiction determines otherwise.

26.2. A person who has been placed on any exclusion list may petition the Commission, in writing,
and request that his or her name be removed from the exclusion list.

26.3. The provisions of the State Administrative Procedures Act, W. Va. Code §29A-5-1. ef seq. and
the Lottery Administrative Appeals Procedures Rule, W. Va. CSR §179-2-1, et seq. shall apply to protests

of exclusion under this section.
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