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PROVIDE A BRIEF SUMMARY OF THE CONTENT OF THE RULE:

This rule was previously enacted in 2008. With the change in technology the rule requires updating.

SUMMARIZE IN A CLEAR AND CONCISE MANNER CONTENTS OF CHANGES IN THE RULE AND A STATEMENT OF
CIRCUMSTANCES REQUIRING THE RULE:

This rule amendment removes outdated standards and procedures, and simplifies the standards and procedures
for ensuring adequate integrity, security, confidentiality, and auditability of records signed electronically.

SUMMARIZE IN A CLEAR AND CONCISE MANNER THE OVERALL ECONOMIC IMPACT OF THE PROPOSED
RULE:

A. ECONOMICIMPACT ON REVENUES OF STATE GOVERNMENT:

None.

B. ECONOMIC IMPACT ON SPECIAL REVENUE ACCOUNTS:

None.

C. ECONOMIC IMPACT OF THE RULE ON THE STATE OR {75 RESIDENTS:

None.



D. FISCALNOTE DETAIL:

Effect of Proposal

Fiscal Year
2021 2022 Fiscal Year (Upon
Increase/Decrease |Increase/Decrease |Full
(use "-") {use "-") Implementation)

1. Estimated Total Cost

Personal Services

Current Expenses

Repairs and Alterations

Assets

Other

2. Estimated Total
Revenues

E. EXPLANATION OF ABOVE ESTIMATES (INCLUDING LONG-RANGE EFFECT):

N/a.

BY CHOOSING 'YES', I ATTEST THAT THE PREVIOUS STATEMENT IS TRUE AND CORRECT.

Yes

Donald Kersey -- By my signature, | certify that | am the person authorized to file legislative rules,
in accordance with West Virginia Code §29A-3-11 and §39A-3-2.
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TITLE 153
LEGISLATIVE RULE
SECRETARY OF STATE
SERIES 30
USE OF DIGITAL SIGNATURES:SFATE- CERTHICATE AUTHORIFY AND- STATE
REPOSHORY
§153-30-1. General.
1.1. Scope. -- This legislative rule establishes the requirements for state agencies intending to use or
accept electronic signatures on filings and other messages in electronic form which require the signature

of an authorized person.

1.2. Authority. -- W. Va. Code §39A-3-3.

1.3. Filing Date. -- Ap+H-28—2008.
1.4. Effective Date. -- Aprl 282008,
1.5. Sunset Provision. -- This Rule shall terminate and have no further force or effect on [DATE].

§153-30-2. Definitions.

2.1. The defimtions of terms established n W. Va. Code §§39A-1-2 and 39A-3-1 shall apply when
those terms are used 1n this rule.

stgnature " Authorized officer” means the elected or appointed official, or a designee, who has authority to
act on behalf of the agsency.

"Electronic record” means a record created. generated. sent. communicated. received. or stored by

clectronic means.

athorzed-affie : —or-a-gestenee; by—te
aet-onbehalf of theapeney "Electronic signature” means an electronic sound, symbol, or process attached
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to or logically associated with a record and executed or adopted by a person with the intent to sign the

record.
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§153-30-3. Agency Use of Electronic Records and Electronic Signatures Generally.

3.1. Each agency shall determine the extent to which it will send and receive electronic records and
clectronic signatures to and from other persons and otherwise create, use, store, and rely upon electronic
records and electronic signatures.

3.2. In any case where an agency decides to send or receive electronic records, or to aceept document
filings by electronic records, the agency shall, giving due consideration to security, specify:

3.2.a1. The manner and format in which the electronic records must be created, sent, received,
and stored;

3.2.b-2. The type of electronic signature erelectronte-postmark that is required or acceptable, the
assuranee security level required for the transaction, the manner and format in which the signature must
be affixed to the electronic record, and the criteria that must be met by any third party used by the sender
of the electronic record to facilitate the process;

procedures to cnsure adequate integrity, sccurltv confldcntlahtv, and audltablhtv of the eclectronic

records; and

3.2.4. The software vendor, software product, and software version that will be used:

3.2.5. The cateporical types of documents on which the agency intends to use or accept
electronic signatures; and

3.2.6.  Any other required attributes for the electronic records that are cumrently specified for

corresponding paper documents. or reasonably necessary under the circumstances.

agency appllcatlons to 1mplement electronic smnatures submltted on_or after March 4. 2010, the
specifications outlined in subsection 3.2 of this rule shall be submitted by the agency to the Office of

Technology in an agency application.

must be signed bv an Authorlzed Ofﬁcer Once the Offlce of Technologv has approved an agency

application, the agency shall forward a copv of the application and the Office of Technology’s approval to
the Secretary of State. Upon receipt Office of Technology approval. the agency shall forward to the
Secretary of State a copv of the completed application and the Office of Technology approval.  After
confirmation of receipt by the Secretary of State of an agency application and Office of Technology
approval, the agency mayv begin mplementing electronic signature certificates for its usage and

acceptance.

intends to emplov a new software vendor, software product or software version. the agency shall obtamn a
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new approval pursuant to subsection 3.4 of this rule.

3.6. Whenever any rule of law requires or authorizes the filimg of any information. notice, lien, or
other document or record with any agency. a filing made by an electronic record has the same force and

effect as a filing made on paper in all cases where the agency has authorized or agreed to the electronic
filing and the filing is made in accordance with applicable rules or agreement.

3.7. Subject to prior notice by the receiving agency, submission of an electronic record contaming an
clectronic signature constitutes an agreement by the sender to accept equivalent electronic signature types

on return or corresponding electronic records.

§153-30-4. Agency Procedures for Adoption, Modification or Revocation of Electronic Signature
Acceptance.

4.1. Each agency shall evaluate the types of records received to determine which records can be
accepted with electromic signatures, and which type of clectronic signature meets the security
requirements of the specific transaction.

4.2. For each type of clectronic record on which an agency is willing to accept an electronic

signature in satisfaction of a legal signature requlremcnt oran—electrontepostimarlcinsatisfaction of o

filing-orrecetptrequirernent, the agency shall give notice in conjunction with the electronic filing system
which shall specify:

42.a1. The type(s) ertypes of clectronic signature er—pestmark that will be accepted on the

record;
4.2.b:2. A description of any restrictions on who may electronically sign the record;

4.2.e3. Specifications for any procedures or technology that must be used to create,
communicate, or store the electronic signature; and

4.2.44. The name of one or more contacts, including an Authorized officer, within the agency
who can provide additional information, along with one or more of the address, telephone ander e-mail
address of the contact person(s).

4.3. An agency may modlfy suspend, or terminate the acceptance of the electronic signatures o

electronia-postmarls after giving notice according to the requirements of this section; provided, that;

4.3.&1. Notice shall be given as required at least thirty (30) days prior to the termination of
acceptance of a type of electromic signature er-electronte-postmark; and

4.35-2. In an emergency which prevents the acceptance of the electronic signature or electronic

postmark, an agency may suspend acceptance of electronic signatures erelectronic-postmarks and require

filings and signatures be provided on paper. The agency shall provide reasonable notice to potential filers.

4.4. Nothing in this rule shall be construed to require an agency to aceept electronic signatures mn lieu
of written signatures.

4.5, Nothing in this rule shall be construed to allow an agency, without the specific authority of
statute, to require a person acting on his or her own behalf, or a person acting on behalf of an entity other
than a governmental entity to use an electronic signature in order to complete an essential filing.
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4.6. All agencies may enter into agreements with other agencies relating to the use and acceptance of
clectronic signatures on electronic records communicated between those agencies.

§153-30-5. Requirements for Acceptance of Digital Marles Signatures.

. Va.

ode §39A—3 3, hercby authorlzes thc West Vlrglma Office of Technology to be the state ccrtlﬁcate

authority for the registration and 1ssuance of certificates to subscribers for the use of digital sienatures.

agrees to accept a dlgltal signature in connection w1th an electronic fllmg= shall obtain. install. and test the
essential hardware and software as prescribed by the Office of Technology.

authonzcd person Who becomes a subscrlber to the certificate authorltv authorized by the Sccretary of
State or Office of Technology. and who maintains an authorized kev pair shall be permitted to use a
digital signature on any electronic document which an agency agrees to accept.

§153-30-7. Selection of Existing Federal Certificate Authority Program as State Authority and
Repository; Purchase of Certificates; Fees; Revocation of Authorization.

7.1. The Secretary of State may designate and authorize as the official state certificate authority and
repository an existing federal certificate authority and repository program, providing:

7.1.&1. The program permits the acquisition and use of electronic signature certificates by state
and local government agencies for their employees and by individuals for transactions with those agencies
at or below the rate established for the federal program;

5
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7.156:2. The program has published a certificate policy or certificate practice statement that
establishes comprehensive requirements for the security of all aspects of the system, including the
physical and technical security of the software and hardware and the security requirements for authornzed
personnel.

7.1.e-3. The program uses a comprehensive requirements evaluation process for selection of
qualifying certificate authorities.

7.1.44. The program authorizes one or more entities or vendors to provide the services of
certificate authonity, repository and registration authority;

7.1.&:5. Each authorized certificate authority manages the application, issuance and revocation of
a certificate that complies with the certificate policy of the program.

7.1.£6. Each authorized certificate authority offers subscriptions for certificates through the
federal program that meet, at a minimum, the security requirements of the Office of Technology, as may
be amended from time to time.

7.1.&-7. The program requires an audit of each authorized certificate authority.

7.158. The Secretary of State may ask or enter into an agreement with the Office of Technology
to validate that the program meets the standards outlined in subsections 7.1.al through 7.1.&7 of this
section and to report the validation to the Secretary of State via a form prescribed by the Secretary of
State.

7.2. Designation and authorization of the federal certificate authority and repository program as the
state certificate authority shall substitute the requirements of the federal certificate authority and
repository program for the requirements of the state certificate authonty, repository and other
requirements stated in sections nine through twenty-one of this rule. The certificate policy or certificate
practice statement of the federal program shall control the form, application, issuance, expiration,
suspension, and revocation of certificates and shall control the record keeping, record retention and audit
requirements of the certificate authority and repository.

7.3. The Secretary of State may initiate a procurement process to establish a statewide contract with
any or all of the certificate authorities authorized under the federal certificate authority and repository
program, and only those authorized entities may be qualified to bid. The Secretary of State may defer to
the Office of Technology his or her authority to initiate the procurement process.

73.#1. The contract may establish the purchase price of one or more types of electronic
signature certificates for a subscription of a specified term, and that price shall be inclusive of the services
performed as the registration authority, certificate authority and repository for the term of the
subscription.

7.35:2. The contract may melude pricing for individual certificates and for business certificates
if offered by the authonized certificate authorities.

7.3.e3. The contract may include pricing for single certificates and bundles of certificates at
preferred rates.

7.3.¢4. The contract shall allow an agency to purchase certificates for use by agency emplovees
and agency customers at an established contract rate; and an agency may require payment or
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reimbursement for certificates 1ssued to customers.

7.4. The Secretary of State may ask or enter into an agreement with the Office of Technology,
through its chief technology officer or his or her designee, to submit to him or her on April 1, 2022, and
annually thereafter, a report that outlines the following:

T4a1l. Affirmation that the requirements of the state’s official certificate authority and
repository are still valid or any changes to the requirements;

7.456:2. A listing of state agencies and their subdivisions currently using electronic signature
certificates; and

7.4.e3. Any future uses, changes or updates relating to the development, implementation, or use
of electronic signatures that the state should take into consideration for its benefit.

7.5. The Secretary of State may revoke any agency approval or program authorization designated
under this section if the approval or program fails to continue operation or fails to meet the requirements
of the Secretary of State or the Office of Technology.

7.5.41. The Secretary of State may ask or enter into an agreement with the Office of Technology
to mform him or her of any information that could contribute to the revocation of an agency approval or
authorized program.

7.55-2. The Secretary of State shall publish a notice in the State Register of the intent to revoke
the authority of the program to act as state certificate authority and repository at least ninety days before
the revocation takes effect and shall additionally send notice to cach state agency or state agency
subdivision currently using electronic signature certificates.

7.5.e3. Upon revocation of the designation of a state certificate authority and repository, an
agency that accepts electronic signatures issued by that entity may determine whether to continue to
accept those electronic signatures or establish a date after which those signatures will no longer be
accepted, and shall give notice in conjunction with the electronic filing information of the agency’s intent.

§153-30-8. Autherization-ofldectronicPostmark Compliance Audit.

receiptrequested The Secrctary of State or the Office of Technology may conduct compliance audits as
needed to ensure compliance with this rule.

8.2. 36 petrred-te e oR-oE-siate
a-electroniepostmark Following an audit, the Secretary of State may

matters identified in the audit are corrected.

require reports as needed to assure

8.3. If matters 1dentified in the audit are not timely corrected, the Secretary of State may suspend or

revoke the agency’s approval to use electronic signatures.
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