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TITLE 110 — 1 D)
PROCEDURAL RULE e

STATE TAX DEPARTMENT

SERIES 10D
USE AND ACCEPTANCE OF ELECTRONIC RECORDS 7727 .

§110-10D-1. General.

1.1. Scope. -- This procedural rule sets forth the practice and procedure established by the West
Virginia State Tax Department for the use and acceptance of electronic records and electronic records that
require the signature of an authorized person.

1.2. Authority. -- W. Va. Code §§11-10-5, and 11-10-5z(b) and 39A-3-2.

1.3. Filing Date. -- December 23, 2015

1.4. Effective Date. — January 25, 2015
§110-10D-2. Definitions.

When used in this rule and unless the context clearly requires a different meaning, the following
terms have the meaning ascribed in this section.

2.1. *“Accept an electronic signature” means to accept an electronic record which requires the
signature of an authorized person when that electronic record contains an electronic signature in lieu of an
original signature.

2.2. "Code" means the Code of West Virginia, one thousand nine hundred thirty-one, as
amended.

2.3. “Commissioner” means the State Tax Commissioner or his or her delegate.
2.4. “Department” or “Tax Department” means the West Virginia State Tax Department.

2.5. “Electronic” means relating to technology having electrical, digital, magnetic, wireless,
optical, electromagnetic, or any other similar capabilities.

2.6. "Electronic filing" or "e-filing" means filing using electronic technology such as computer
modem, magnetic media, optical disk, facsimile machine, telephone or other technology approved by the
Tax Commissioner, in such manner as he or she deems acceptable.

2.7. “Electronic record” means a record created, generated, sent, communicated, received or
> 8
stored by electronic means, but does not include any record transmitted by facsimile.

2.8. “Electronic signature” means an electronic sound, symbol or process attached to or logically
associated with a record and executed or adopted by a person with the intent to sign the record.
Electronic signatures include, but are not limited to:
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2.8.a. A “digital mark” which consists of a electronic code indicating approval or
confirmation which is entered into a protected digital record following access protocols which identify the
user and require a password, personal identification number, encrypted card or other security device
which restricts access to one or more authorized individuals;

2.8b. A "digital signature" which consists of a message transformed using an
asymmetric cryptosystem so that a person having the initial message and the signer's public key can
accurately determine whether the transformed message was created using the private key that corresponds
to the signer’s public key and whether the initial message has been altered since the message was
transformed; and,

2.8.c. A "digitized signature" which may consist of a handwritten signature entered on a
recording device utilizing electronic recording software which simultaneously converts the image created
to a digital record and attaches it to the electronic document to which it relates or a graphic image file of a
person’s signature and is attached to the electronic document to which it relates may be used for
illustrative purposes and shall not be construed as or considered an “electronic signature” in the context of
this rule.

2.9. "Income tax preparer”" means any person who prepares, in exchange for compensation, or
who employs another person to prepare, in exchange for compensation, all or a substantial portion of any
return for a taxpayer for the tax imposed by this article and who is identified as the preparer for the
taxpayer on the return. A person who only performs those acts described in clauses (i) through (iv) of
Section 7701(a)(36)(B) of the Internal Revenue Code with respect to the preparation of a return for a trust
or estate for which he or she is a fiduciary or a return for a partnership of which he or she is a partner is
not an income tax preparer for purposes of this section.

2.10. "Person" shall mean, but is not limited to, any individual, firm, partnership, limited
partnership, copartnership, joint adventure, association, corporation, municipal corporation, organization,
receiver, estate, trust, guardian, executor, administrator, and also any officer, employee or member of any
of the foregoing who, as such officer, employee or member, is under a duty to perform or is responsible
for the performance of an act prescribed by the provisions of Article 10, Chapter 11 of the Code or the
provisions of any of the other articles of Chapter 11 that impose taxes administered by the Commissioner,
unless the intention to give a more limited or broader meaning is disclosed by the context in which the
term is used.

2.11. "Tax" or "taxes" means the taxes specified in W. Va. Code §11-10-3, additions to tax,
penalties and interest, unless the intention to give the same a more limited meaning is disclosed by the
context.

2.12. "Tax preparation software" means any computer software program intended for accounting
or tax return preparation.

2.13. "Taxpayer" means any person required to file a return for any tax administered under
Article 10, Chapter 11 of the Code, or any person liable for the payment of any tax administered under
that article.

2.14. “Record” means information that is inscribed on a tangible medium or that is stored in an
electronic or other medium and is retrievable in perceivable form, and includes, but is not limited to, a
message, document, tax form, tax return or other instrument that is transmitted electronically from an
authorized officer or other person to the Department to meet the requirements of law or to execute an



110CSR10D

essential transaction. An informal communication will not be considered an electronic record for
purposes of this rule.

2.15. “West Virginia Taxpayer Signature PIN” is a personal identification number that is
assigned by the Commissioner to a taxpayer electing to file tax returns electronically, that serves to verify
the identity of the taxpayer filing the return as the individual authorized so to do, and that satisfies the
requirement of a signature on the return.

§110-10D-3. Electronic Records That May be Filed Electronically.

3.1. The Commissioner shall designate those Tax Department forms and applications that will be
accepted for filing as electronic records.

3.2. The tax types which have forms that may be filed electronically are listed in Appendix 1 to
this rule. The Commissioner may designate additional forms and applications that may be filed
electronically.

3.3. Taxpayers will have access to the designated forms and applications through the Department
website.

§110-10D-4. Acceptance of Electronic Signatures.

4.1. The Commissioner shall designate the type or types of electronic signature that shall be used
when electronically filing Tax Department forms and applications.

4.2. Where the Commissioner has permitted the filing of a return by electronic means, the
taxpayer may, in lieu of filing a related document on which a signature is affixed, provide the taxpayer’s
name and such other information as the Commissioner may require in order to provide sufficient
identification of the taxpayer, or provide both the taxpayer’s name and personal identification information
and the taxpayer’s West Virginia Taxpayer Signature PIN.

4.2.a. The West Virginia Taxpayer Signature PIN is a personal identification number that
will be assigned by the Department to a person filing an electronic record requiring an authorized
signature.

4.2.b. The Department will establish a secure registry of persons authorized to sign
filings and records using a West Virginia Taxpayer Signature PIN and will utilize that secure registry for
verification of the identity of the signer.

4.2.c. A taxpayer that secks to become authorized to file with the Department using a
West Virginia Taxpayer Signature PIN shall first file with the Department a signed Form WV/EFT-1,
Application for West Virginia Taxpayer Signature PIN, stating that the taxpayer:

4.2.c.l. Will not share with any other person the password, code or other
security key required for use of the PIN;

4.2.c.2. Agrees that use of the PIN represents confirmation of a record;

4.2.c.3. Agrees to notify the Department immediately upon becoming aware that
security has been compromised; and
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4.2.c.4. Understands that the provisions of W. Va. Code §61-3C-10 prescribes
the penalties for the unauthorized disclosure of a West Virginia Taxpayer Signature PIN or other
confidential security information.

4.2.d. Each authorized person shall utilize a unique number or other personal
authorization which shall be encrypted and which shall indicate the approval of that person to file
electronically.

4.2.e. Upon receipt of the signed Form WV/EFT-1 required in subdivision 4.2.c of this
rule, the Department shall issue to an authorized person a West Virginia Taxpayer Signature PIN and
shall enter that PIN, name and date of authorization into the secure registry.

4.3. The stating by a person of the taxpayer’s name or the providing of a West Virginia Taxpayer
Signature PIN, or both, when that person is requested so to do, shall have the same validity, status and
consequences as an actual signature by that person on a paper return that is filed with the Department.

4.4, A return that is filed by electronic means shall be treated as filed on the date the electronic
return is transmitted if: 1) the return enters an information processing system that the Commissioner has
designated or uses for the purpose of receiving electronic records and from which the Commissioner is
able to retrieve the electronic record transmitted; and 2) the return is in a form capable of being processed
by that system.

4.4.a. An electronic return will only be deemed as timely filed if it is received by the
Department in a retrievable format through a designated information processing system on or before the
statutory due date of the return.

4.4.b. Any payment/remittance made to the Department prior to the electronic filing of a
return may be made through the use of any commercially acceptable means and shall be deemed to be
received on the date the payment is actually received by the Department.

4.4.c. Any payment/remittance made concurrently with the filing of an electronic return
shall be paid using electronic funds transfer and shall be deemed to be received by the Commissioner on
the date the funds are actually transferred to the Department.

4.4.d. Any payment/remittance made to the Department subsequent to the electronic
filing of a return may be made through the use of any commercially acceptable means and shall be
deemed to be received on the date the payment is actually received by the Department.

4.5. Where a signature is required to be verified or made under oath, the requirement is satisfied
if the electronic signature of the person authorized to sign the return is attached to or logically associated
with the return.

4.6. Nothing in this rule shall be construed to require the Department to accept electronic
signatures in lieu of written signatures.

4.7. For purposes of electronically filing a State income tax return, nothing in this rule shall
prevent a taxpayer from using and the Commissioner from accepting the same personal identification

number chosen and used by the taxpayer for the purpose of filing his federal income tax return.

4.8. For purposes of electronically filing all other state tax returns, nothing in this rule shall
prevent a taxpayer from using and the Commissioner from accepting the same personal identification

4
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number chosen and used by the taxpayer for the purpose of filing his federal income tax return; Provided,
that the personal identification number is registered in the Department’s secure registry prior to being
used to electronically file such a return with the Department.

§110-10D-5. Who May Electronically Sign.

5.1. Any individual who is authorized by statute to sign a paper return may use an electronic
signature to file an electronic record.

5.2. Any authorized person using a third party to prepare and file an electronic record may grant
signature authority to that third party.

5.2.a. A grant of signature authority allows a third party to input the taxpayer’s personal
identification number when filing electronic records on behalf of the taxpayer.

5.2.b. A grant of signature authority by an authorized person to a third party must be
evidenced by a written record.

5.2.c. Prior to filing an electronic record, Form WV/EFT-2, Authorization Granting
Electronic Signature Authority to a Third Party, must first be filed with and received by the Department
so as to evidence the grant of signature authority to a third party.

5.3. Taxpayers filing joint returns must each register for a separate West Virginia Taxpayer
Signature PIN.

5.4. Each taxpayer filing a joint return must sign the electronic return using their assigned West
Virginia Taxpayer Signature PIN.

5.5. For a third party to file an electronic return on behalf of joint filers, signature authority must
be granted to that third person by each individual taxpayer for whom the third party will file the return.

5.5.a. Prior to electronically filing a joint return, a signed Form WV/EFT-2 must first be
filed with the Department by each individual taxpayer granting signature authority to a third party.

5.6. Where a taxpayer has granted signature authority to a third party to electronically file that
taxpayer’s federal income tax return and an IRS e-file Signature Authorization form was properly
executed by the parties, the taxpayer may forego filing a copy of that IRS e-file Signature Authorization
with the Department’s secure registry; provided, that the third party retains the completed copy of the IRS
e-file Signature Authorization in their records for three years.

5.7. Any taxpayer granting signature authority to a third party for filing purposes may revoke that
authority by filing with the Department a signed statement evidencing such revocation.

5.7.a. A revocation of signature authority shall take effect on the date that such written
revocation is actually received by the Department.

5.7.b. Once signature authority is revoked, the third party will no longer be allowed to
file on behalf of that taxpayer.
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5.7.c. A taxpayer wishing to reassign signature authority to a third party will need to
both register for a new West Virginia Taxpayer Signature PIN and file a new Form WV/EFT-2 with the
Department,

§110-10D-6. Restrictions on Electronic Filing.

6.1. Any taxpayer or any person filing on behalf of a taxpayer that elects to use the electronic
filing and electronic signature procedures as established in this rule shall be presumed to understand and
agree that the provisions of W. Va. Code §11-9-1 et seq. prescribes the penalties for the abuse of those
procedures.

6.1.a. For example, a taxpayer that knowingly files a false or fraudulent electronic return
is subject to the same penalties ascribed in W. Va. Code §11-9-10 as is a taxpayer that knowingly files a
false or fraudulent paper return.

6.2. Each abuse of any procedure established herein constitutes a separate and distinct violation
of this rule and subjects the taxpayer or person filing on behalf of the taxpayer to a new and separate
penalty as prescribed in W. Va. Code §11-9-1 et seq.

6.3. Upon discovery of a second violation of the procedures established herein, the West Virginia
Taxpayer Signature PIN assigned that taxpayer shall be deactivated for the current and two immediately
succeeding tax years. This deactivation shall occur in addition to the imposition of an appropriate penalty
prescribed in W. Va. Code §11-9-1 et seq.

6.4. A taxpayer whose West Virginia Taxpayer Signature PIN has been deactivated shall only be
permitted to apply to reactivate the taxpayer’s West Virginia Taxpayer Signature PIN if, after the full
penalty period, the taxpayer agrees in writing to desist from further violations of this rule. The
Commissioner shall retain discretion when determining whether to reactivate a West Virginia Taxpayer
Signature PIN.

6.4.a. If, after having the West Virginia Taxpayer Signature PIN reactivated by the
Commissioner, a taxpayer again violates the procedures described herein, that taxpayer in addition to
being subject to the appropriate penalty prescribed in W. Va. Code §11-9-1 et seq. shall have their
assigned West Virginia Taxpayer Signature PIN revoked.

6.5. Where the abuse of procedures is determined to be the fault of a person acting with authority
to file on behalf of a taxpayer but not the fault of the taxpayer, that taxpayer may apply for a new West
Virginia Taxpayer Signature PIN so as to facilitate the electronic filing of the taxpayer’s return by either
the taxpayer or a person authorized by the taxpayer; provided, that the taxpayer applying for a new PIN
must agree not to grant signature authority to a third party that, in previously filing the taxpayer’s return,
abused the procedures established herein.

6.5.a. A person that has been granted signature authority to file on behalf of a taxpayer
and that is found to have abused the procedures of this rule on more than one occasion shall have its
signature authority revoked and shall not be approved by the Commissioner to file any future electronic
returns on behalf of any taxpayer.

§110-10D-7. Implementation.

7.1. This rule shall be implemented when the Department has developed and demonstrated the
capacity to properly administer the rule.
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§110-10D-8. Contact Information.
8.1. For additional information on electronic filings and electronic signatures, contact:

Director, Revenue Division
State Tax Department
1001 Lee St., E., Revenue Center
Charleston, WV 25301
(304) 558-8500

Taxwvefile@wv.us

§110-10D-9. Electronic filing required for certain persons.

9.1. W. Va. Code §11-10-5z(a) mandates electronic filing for taxes administered under W. Va.
Code §11-10-1 et seq. for tax years beginning on or after January 1, 2009, for those Taxpayers that had
annual remittance of any single tax equal to or greater than $100,000 during the immediately preceding
taxable year: Provided, That for tax years beginning on or after January 1, 2013, electronic filing is
mandated for all taxes administered under W. Va. Code §11-10-1 et seq. for those Taxpayers that had
annual remittance for any single tax type equal to or greater than $50,000 during the immediately
preceding taxable year: Provided however, That for tax years beginning on or after January 1, 2014,
electronic filing is mandated for all taxes administered under W. Va. Code §11-10-1 et seq. for those
Taxpayers that had annual remittance for any single tax type equal to or greater than $25,000 during the
immediately preceding taxable year: Provided further, That for tax years beginning on or after January 1,
2015, for any returns required to be filed prior to January 1, 2016, electronic filing is mandated for all
taxes administered under W. Va. Code §11-10-1 et seq. for those Taxpayers that had annual remittance
for any single tax type equal to or greater than $10,000 during the immediately preceding taxable year and
for any returns required to be filed on or after January 1, 2016, electronic filing is mandated for all taxes
administered under W. Va. Code §11-10-1 ef seq. for those Taxpayers that had annual remittance for any
single tax type equal to or greater than $25,000 during the immediately preceding taxable year: and
Provided further, That the Tax Commissioner shall have the authority to determine the tax types for
which electronic filing is not required. W. Va. Code §11-10-5z states that “The Tax Commissioner shall
implement the provisions of W. Va. Code §11-10-5z using any combination of notices, forms,
instructions and rules that he or she determines necessary.” The Tax Commissioner hereby deems it
necessary to phase in this W. Va. Code §11-10-5z electronic filing mandate over a time span which aligns
with development and implementation by the Tax Department of computer systems and tax
administration systems currently in progress.

9.1.a. Implementation of the §11-10-5z electronic filing provision will be phased in over
a period of time based on the ability of the Tax Department to accept electronic filings for the taxes
administered under W. Va. Code §11-10-1 et seq.

9.2. Unless otherwise specifically required by the Tax Commissioner, and subject to the
technical requirements of the Tax Department, taxpayers subject to the requirements of W. Va. Code §11-
10-5z, may voluntarily file required returns electronically for tax years beginning January 1, 2009.

9.3. Unless otherwise specifically required by the Tax Commissioner, taxpayers subject to the
requirements of W. Va. Code §11-10-5z, that are required to file a return with attached schedules, shall
provide the information in the return electronically, and shall retain the attached schedules for their
records for a period of no less than three years. The Tax Commissioner may require paper returns or

7
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schedules or both to be submitted for specified taxes, in lieu of electronic filings, as the Tax
Commissioner may from time to time require.

9.3.a. Unless otherwise specifically required by the Tax Commissioner, for tax years
beginning January 1, 2011, taxpayers with a total annual remittance for any single tax equal or greater
than $100,000 during the immediately preceding taxable year shall file electronically all returns for taxes
administered under W. Va. Code §11-10-1 et seq.: Provided, That for tax years beginning on or after
January 1, 2013, electronic filing is mandated for all taxes administered under W. Va. Code §11-10-1 et
seq. for those Taxpayers that had annual remittance for any single tax type equal to or greater than
$50,000 during the immediately preceding taxable year: Provided however, That for tax years beginning
on or after January 1, 2014, electronic filing is mandated for all taxes administered under W. Va. Code
§11-10-1 et seq. for those Taxpayers that had annual remittance for any single tax type equal to or greater
than $25,000 during the immediately preceding taxable year: Provided further, That for tax years
beginning on or after January 1, 2015, for any returns required to be filed prior to January 1, 2016,
electronic filing is mandated for all taxes administered under W. Va. Code §11-10-1 et seq. for those
Taxpayers that had annual remittance for any single tax type equal to or greater than $10,000 during the
immediately preceding taxable year and for any returns required to be filed on or after January 1, 2016,
electronic filing is mandated for all taxes administered under W. Va. Code §11-10-1 et seq. for those
Taxpayers that had annual remittance for any single tax type equal to or greater than $25,000 during the
immediately preceding taxable year: and Provided further, That the Tax Commissioner shall have the
authority to determine the tax types for which electronic filing is not required. The Tax Commissioner
may require paper returns or schedules or both to be submitted for specified taxes, in lieu of electronic
filings, as the Tax Commissioner may from time to time require.

9.4. An income tax preparer that files more than 25 tax returns using tax preparation software is
required to file those returns electronically.

9.4.a. Taxpayer election not to file electronically. A taxpayer may elect not to file
electronically. To opt-out of filing electronically, the taxpayer shall complete the Taxpayer Opt-out Form
which is to be retained by the income tax preparer for a period of three (3) tax years immediately
succeeding the tax year for which the Taxpayer Opt-out Form was signed. For tax years beginning on or
after January 1, 2011, the income tax preparer shall indicate on the taxpayer’s return that the taxpayer
elected to opt-out of the electronic filing requirement. The opt-out form shall be signed under penalty of
perjury and be in a form as prescribed by the Tax Commissioner.

9.4.b. Technical inability for income tax preparers (hardship). The Tax Commissioner
has the authority to waive the requirements for filing electronically upon finding that the income tax
preparer is technically unable to comply. The income tax preparer shall request a waiver in writing and
clearly demonstrate the nature of the technical inability. The Tax Commissioner shall respond to the
request for a waiver within 45 days of receipt. The Waiver Request Form will be signed under penalty of
perjury and be in a form as prescribed by the Tax Commissioner.
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APPENDIX 1

Tax Types with Electronic Filing Capabilities

Acute Care Hospital Tax

Backup Withholding Tax

Beer Barrel Tax

Business Occupation Tax

Business Registration Tax

Cemetery Tax

Coal Reclamation Tax

Coal Severance Tax

Corporate Income & Franchise Tax
District Excise Tax

Factory Built Homes Tax

Fiduciary Tax

Health Care Provider Broad Base Tax
Health Care Provider Severance Tax
International Fuel Tax

Local Wine & Liquor Tax

Motor Carrier Tax

Motor Fuel Blender

Motor Fuel Distributor

Direct Pay Tax
Telecommunications Tax

Motor Fuel Exporter

Motor Fuel Importer

Motor Fuel Supplier

Motor Fuel Transporter

Non Resident Composite
Pass Through Entity Tax
Personal Income Tax

Sales and Use Tax
Severance Tax

Soft Drinks Tax

Solid Waste Assessment Tax
Sparkler & Novelties Tax
Timber Tax

Tobacco Products Tax
Waste Coal Severance Tax
WC/Additional Severance Tax
Wine Liter Tax

Withholding Tax

Historical Accounts



