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Use of Digital Signatures, State Certification Authority and State Repository

§153-31-1. General

1.1. Scope. -- This legislative rule
establishes the requirements for use of digital
signatures in lieu of manual signatures and
establishes requirements for a state
certification authority.

1.2. Authority. -- W. Va. Code §§ 39-5-
4.

1.3. Filing Date. -~
1.4. Effective Date. -
§153-31-2. Definitions

2.1. "Agency" includes any state, county
or municipal office, department, division,
bureau, board, commission, public
corporation or other governmental entity
created by the State Constitution, statute, rule
or executive order.

2.2. "Authorized officer" means the
elected or appointed official, or a designee,
who has authority to act on behalf of the
agency.

2.3. "Electronic signature" means any
identifier or authentication technique attached
to or logically associated with an electronic
record that is intended by the person using it
to have the same force and effect as a manual
signature.

2.4. "Digital signature" means an
electronic signature consisting of a message
transformed using an asymmetric
cryptosystem so that a person having the
initial message and the signer's public key can
accurately determine whether the message
was created using the corresponding private
key, and whether the initial message has been
altered since the message was transformed.

2.5. "Certificate" or "digital signature
certificate” means a computer-based record
that:

2.5.1. Identifies the certification
authority issuing it;

2.5.2. Names or identifies its
subscriber;

2.5.3. Contains the subscriber's
public key; and

2.5.4. Is digitally signed by the
certification authority issuing it.

2.6. "State certification authority" means
an entity with which the State of West
Virginia contracts to issue certificates on
behalf of the State.

2.7. "Key pair" means two corresponding
keys, referred to as a private key and a public
key, which are mathematically related in an
asymmetric cryptosystem, where:



2.7.1. "Private key" means the key
of a key pair used to create a digital
signature;

2.7.2. "Public key" means the key
of a key pair used to verify a digital signature;
and

2.7.3. The corresponding keys have
the properties that:

2.7.3.a. The private key can encrypt
a message which only the public key can
decrypt; and

2.73.b. Evenifthe public key is
known, it is computationally infeasible to
discover the private key.

2.8. "Corresponding," with reference to
keys, means to belong to the same key pair.

2.9. "Certification practice statement"
means a declaration of the practices that a
certification authority employs in issuing,
managing, suspending, and revoking
certificates and providing access to them.

2.10. "Repository” means a system for
storing and retrieving certificates and other
information relevant to certificates, including
information relating to the status of a
certificate.

2.11. "Subscriber" means a person who:

2.11.1. Is the subject named or
otherwise identified in a certificate;

2.11.2. Controls the private key
that corresponds to the public key listed in
that certificate; and

2.11.3. Is the person to whom
digitally signed messages verified by reference

to the certificate are to be attributed.

2.12. "Electronic" means electrical,
digital, magnetic, optical, electromagnetic, or
any other technology that is similar to these
technologies.

2.13. "Electronic record” means a record
generated, communicated, received, or stored
by electronic means.

2.14. "Record" means information that is
inscribed on a tangible medium or that is
stored in an electronic or other medium and is
retrievable in perceivable form.

2.15 "Trustworthy system" means
computer hardware, software, and procedures
that:

2.15.1. Are reasonably secure from
intrusion and misuse;

2.15.2. Provide a reasonably
reliable level of availability, reliability, and
correct operation;

2.15.3. Are reasonably suited to
performing their intended functions; and

2.15.4. Adhere to generally
accepted security principles.

2.16 "Operational period" of a certificate
begins on the date and time the certificate is
issued by the certification authority (or on a
later date and time certain if stated in the
certificate) and ends on the date and time it
expires as noted in the certificate, or is earlier
revoked, but does not include any period
during which a certificate is suspended.

§153-31-3. Selection of State Certification
Authority; Eligibility Requirements for
Certification Authority

3.1. The Secretary of State shall initiate a



procurement process to obtain the services of
one or more private vendors, at the discretion
of the state, to serve as a state certification
authority.

3.2. The Secretary of State shall initiate a
procurement process to obtain the services of
one or more private vendors, at the
discretion of the state, to serve as a state
repository.

3.3. The Secretary of State may contract
with a vendor for services as both state
certification authority and state repository.

3.4. The state certification authority may
issue a certificate that binds a public key to
any authorized person for the purpose of
verifying a digital signature created by that
person on an electronic record in his or her
capacity as an agent of the state or any
agency in West Virginia, as defined by
subsection 2.1. of this rule.

3.5. The state certification authority may
issue a certificate to any person for the
purpose of verifying a digital signature
created by that person on an electronic record
filed with any agency, as defined by
subsection 2.1. of this rule.

3.6. For the duration of the contract, the
state certification authority and/or state
repository shall comply with the provisions of
this rule.

3.7. To be qualified for selection as a
state certification authority and/or state
repository, a vendor shall:

3.7.1. Maintain a system of internal
security controls to restrict access to systems
and data only to authorized personnel, and

conduct appropriate clearances of those
personnel to ensure that they have
demonstrated knowledge and proficiency in
following the requirements of this chapter,
and have never been convicted of a felony or
of any other crime involving fraud or
misrepresentation;

3.7.2. File with the secretary of
state a corporate surety bond or letter of
credit for a term of at least five years, in the
amount of fifty thousand dollars ($50,000);

3.7.3. Use a trustworthy system,
including a secure means for limiting access
to its private key;

3.7.4. Be licensed to do business in
the state and registered as a vendor for the
state;

3.7.5. Provide the Secretary of
State with a copy of an unqualified
performance audit performed in accordance
with standards set in the American Institute of
Certified Public Accountants (AICPA)
Statement on Auditing Standards No. 70
(S.A.S. 70) "Reports on the Processing of
Service Transactions by Service
Organizations" (1992) to ensure that the
certification authority's practices and policies
are consistent with the certification authority's
stated control objectives. The audit shall
include a SAS 70 Type Two audit - A
Report of Policies and Procedures Placed in
Operation and Test of Operating
Effectiveness-- receiving an unqualified
opinion; and

3.7.6. Meet any other requirements
specified in the request for proposal and
contract.



§153-31-4. Requirements for State
Certification Authority Practice

4.1. The state certification authority shall
provide the Secretary of State at least
annually, or upon any significant change in
procedures, a certification practice statement
detailing the security and procedural steps
utilized in the issuance, management,
suspension, and revocation of certificates and
authentication of the identity of persons
named in certificates.

4.2. The Secretary of State shall publish
electronically the certification practice
statement within thirty (30) days after it is
filed.

4.3. The state certification authority shall
use only a trustworthy system to:

4.3.1. Issue, suspend, or revoke a
certificate;

4.3.2. Publish or give notice of the
issuance, suspension, or revocation of a
certificate; or

4.3.3. Create and protect private
keys.

4.4. Upon a written, signed and
reasonably specific inquiry from an identified
person, the state certification authority shall
disclose any fact material to the reliability of a
certificate that it has issued. The certification
authority may require payment of reasonable
compensation before making this disclosure.

§183-31-5. Requirements for State
Repository Practice

5.1 The state repository shall provide

the Secretary of State at least annually, or
upon any significant change in procedures, a
practice statement detailing the operation of
the repository, the conduct of its repository
services, the processes for publishing
certificates and notices of revocation into the
repository, the processes for obtaining copies
of certificates and checking certificate status,
and all security and procedural steps related
thereto.

5.2. The Secretary of State shall publish
electronically the practice statement within
thirty (30) days after it is filed.

5.3. The state repository shall provide all
repository services by means of a trustworthy
system.

5.4. Upon a written, signed and
reasonably specific inquiry from an identified
person, the state repository shall disclose any
fact material to the reliability of a specific
verification transaction. The state repository
may require payment of reasonable
compensation before making this disclosure.

5.5. The state repository shall provide an
online database containing at least:

5.5.1. All valid certificates
published into the database by state
certification authorities; and

5.5.2. All notices of revocation of
the certificates published into the directory by
state certification authorities.

5.6. The state repository shall enable
state certification authorities to add
information, including certificates and notices
of certificate revocation, to the database in a
prompt, reasonable, and secure manner.



5.7. The state repository shall store
certificates issued by state certification
authorities that are no longer valid and
provide copies of them on request. The state
repository shall also store other information
regarding certificates, notices of revocation,
certification practice statements, and other
matters relating to the services provided by
state certification authorities, and shall make
copies of the information available on
request.

5.8. The state repository shall provide
any additional information and services
specified in its contract with the state.

5.9. The state repository shall make the
required Repository Services available via the
protocols and methods specified by the state
or mutually agreed to by the state and the
state repository.

5.10. The state repository shall be
available for use online at least 95 percent of
the time during business hours. When down
time is planned, the state repository shall give
reasonable notice before the down time.

5.11.

On receipt of a message from a state
certification authority requesting publication
of a certificate or notice of revocation of a
certificate, the state repository shall promptly
place the certificate or notice of revocation
online in the repository within 24 hours from
the time of receipt of the request, if the
message is demonstrably authentic, in the
required form, and otherwise complies with
the applicable specifications for publication
into the repository.

5.12. The repository that the state
repository provides for the state shall be

operationally distinct and separate from any
other repository and directory system that the
state repository operates.

§153-31-6. Requirements for Issuance of
Certificates

6.1. The state certification authority may
issue a certificate to a subscriber only after all
of the following conditions are satisfied:

6.1.1. The certification authority
has received a request for issuance signed by
the prospective subscriber, and if the
subscriber is acting in an official capacity,
signed by the appropriate officer; and

6.1.2. The certification authority
has received sufficient evidence to reasonably
determine that:

6.1.2.a. The prospective
subscriber is the person to be listed in the
certificate to be issued,;

6.1.2.b. The information in
the certificate to be issued is accurate;

6.1.2.c. The prospective
subscriber rightfully holds the private key
corresponding to the public key to be listed in
the certificate; and

6.1.3. The certification authority
has confirmed that:

6.1.3.a. The public key to be
listed in the certificate can be used to verify a
digital signature affixed by the private key
held by the prospective subscriber; and

6.1.3.b. The certificate
provides information sufficient to locate or



identify the repository in which notification of
the revocation or suspension of the certificate
will be listed if the certificate is suspended or
revoked.

6.2. The state certification authority may
issue a separate certificate to a subscriber as
the agent for another officer or authorized
person.

6.2.1. The certificate may be issued
only upon evidence that:

6.2.1.a. The officer or other
authorized person has the authority to
designate the prospective subscriber as an
agent to act on his or her behalf:

6.2.1.b. The officer or other
authorized person files with the state
certification authority a statement appointing
the prospective subscriber as agent,
designating any limitations on his or her
authority to act in the official capacity of the
officer or appointing person, and requesting
issuance of the certificate listing the
corresponding public key; and

6.2.1.c. The subscriber agrees
in writing to use the certificate only when
acting as agent for the officer or other
authorized person.

6.2.2. The state certification
authority shall clearly identify the subscriber
as the holder of the private key corresponding
to the public key to be listed in the certificate
for the specific purpose of acting on behalf of
the officer or authorized person.

6.3. The requirements of subsection 6.1.
of this rule may not be waived or disclaimed
by either the certification authority, the

subscriber, or both.

6.4. In obtaining information of the
subscriber material to issuance of a
certificate, the certification authority may
require the subscriber to certify the accuracy
of relevant information under oath or
affirmation of truthfulness and under penalty

of perjury.

6.5. If'the subscriber accepts the issued
certificate, the state certification authority
shall publish a signed copy of the certificate in
the state repository.

6.6. If the subscriber does not accept the
certificate, the state certification authority
may not publish it, or shall cancel its
publication if the certificate has already been
published.

§133-31-7. Subscribers; duties upon
acceptance of certificate

7.1. By accepting a certificate issued by
the state certification authority, the subscriber
listed in the certificate certifies to all who -
reasonably rely on the information contained
in the certificate during its operational period
that:

7.1.1. The subscriber legally holds
the private key corresponding to the public
key listed in the certificate; and

7.1.2. All representations made by
the subscriber to the state certification
authority and included in the information
listed in the certificate are true.

7.2. By accepting a certificate, a
subscriber recognizes that the provisions of
West Virginia Code §61-3C-10 prescribe the



penalties for the unauthorized disclosure of
confidential security information, including
the private key.

7.3. A subscriber to whom a certificate is
issued in his or her capacity to act on behalf
of an agency shall request the revocation of
the certificate immediately upon separation
from the agency.

7.4. An agency employing a person to
whom a certificate is issued to act on behaif
of that agency may request the revocation of
the certificate upon separation of the
employee or disqualification of the employee
to act.

§153-31-8. Suspension of Certificate

8.1. The state certification authority
issuing a certificate shall suspend the
certificate for a period not to exceed ninety-
six hours:

8.1.1. Upon request by a person
whom the certification authority reasonably
believes to be:

8.1.1.a. The subscriber named
in the certificate, or the officer or other
authorized person who originally appointed
the subscriber to act as agent;

8.1.1.b. a person duly
authorized to act for that subscriber;

8.1.1.c. a person acting on
behalf of the unavailable subscriber; or

8.1.2. By order of the Secretary of
State.

8.2. The certification authority shall

require the name, address, and telephone
number, of the person requesting suspension,
and other evidence of his or her identity.

8.3. Immediately upon suspension of a
certificate by the state certification authority,
the authority shall give notice of the
suspension to the state repository.

8.4. The state certification authority may
remove the suspension upon reasonable
determination that the suspension was not
warranted.

§153-31-9. Revocation of Certificate

9.1. The state certification authority shall
revoke a certificate it has issued within
twenty-four hours after receiving:

9.1.1. Confirmation that it was not
issued as required by this rule;

9.1.2. A written request for
revocation by the subscriber of that certificate
or the officer or authorized person originally
appointing the subscriber as agent, subject to
confirmation of the identity and authority of
the person making the request; or

9.1.3. A certified copy of the
subscriber's death certificate, or upon
confirming the subscriber's death by other
evidence,

9.2. The certification authority shall
revoke a certificate it has issued upon
presentation of documents effecting a
dissolution, termination or revocation of the
subscriber, or upon other reliable evidence
that the subscriber has ceased to exist.

9.3. The certification authority may



revoke a certificate that it issued upon
evidence that the certificate has become
unreliable, regardless of whether the
subscriber consents to the revocation.

9.4. Immediately upon revocation of a
certificate by the certification authority, the
authority shall give notice of the revocation
and shall publish the notice in the state
repository.

§153-31-10. Expiration of Certificate

10.1. The term of the certificate is
subject to the contract with the state
certification authority.

10.2. The certificate is valid for the
duration of the term, unless sooner revoked,
beginning on the date of issuance.

10.3. A certificate shall indicate the date
on which 1t was issued and on which it
expires.

10.4. Upon expiration of a certificate, the
certification authority is discharged of its
duties with respect to that certificate, except
those duties related to the retention of
records relating to the certificate.

§153-31-11. Form of Certificates

11.1. Certificates issued by the state
certification authority shall follow the Basic
Certificate Field Standards specified in
standard ITV-TX.509, Ver. 3, in accordance
with certificate profiles issued by the state.

11.2. If certificate extension fields are
used, their use shall conform to the required
guidelines referenced in X.509 Section 12,
and may be displayed on the certificate.

§153-31-12. Record keeping and
Retention

12.1. The state certification authority
shall maintain a data file containing the record
of each subscriber, including at least:

12.1.1. The name, address, and
social security number or other national
identification number of the subscriber, and
the name of the agency, if the subscriber
holds the digital signature certificate as an
agency representative;

12.1.2. The name, address, and title
of the officer or authorized person on whose
behalf the subscriber will act, if the certificate
is issued to the subscriber as an agent; and

12.1.3. The date of the issuance
and the expiration of the certificate, and
certificate number.

12.2. The state repository shall maintain
a data file containing every time-stamp issued
by the certification authority, with sufficient
information to identify the subscriber and the
document.

12.3. The state certification authority
shall maintain the records necessary to assure
compliance with the provisions of West
Virginia Code §39-5-1 et seq. and this rule,
as they pertain to digital signatures and the
certificate authority.

12.4. Except for the names and address
of subscribers, and the dates of issuance and
expiration of their respective certificates, the
records of the state certification authority
pertaining to subscribers are not subject to
public inspection. All records shall be
indexed, stored, preserved and reproduced so



as to be accurate, complete and accessible to
an auditor.

§153-31-13. Compliance Audit

13.1. The state certification authority
may be subject to an annual compliance audit
conducted by a reliable certified public
accountant in conjunction with a reliable
authority on computer security. The audit
shall include a SAS 70 Type Two audit as
specified in subdivision 3.7.5 of this rule.

13.2. Following an audit, the Secretary of
State may require reports as needed to assure
problems identified in the audit are corrected.

§153-31-14. Procedure on Discontinuance
of Business of State Certification
Authority or State Repository

14.1. If a state certification authority or
state repository goes out of business or
otherwise discontinues providing the services
specified in the contract prior to expiration of
the contract, the certification authority or
repository shall:

14.1.1. Notify the Secretary of
State at least one hundred twenty days before
discontinuing services;

14.1.2. Notify all subscribers listed
in valid certificates issued by the certification
authority at least thirty days before
discontinuing services;

14.1.3. Minimize disruption to the
subscribers of valid certificates and relying
parties;

14.1.4. Refund, on a pro rata basis,
fees paid in advance by subscribers for any

certificate period in excess of one month from
the date of discontinuation; and

14.1.5. Make reasonable
arrangements for the preservation of the state
certification authority's records.

14.2. The party issuing the corporate
surety bond or letter of credit filed with the
application shall continue the bond or letter of
credit in effect until the expiration of the term
specified in the bond or letter of credit.

14.3. The Secretary of State may specify
a process by which he or she may, in any
combination, receive, administer, or disburse
the records of a state certification authority
or state repository that discontinues
providing services, for the purpose of
maintaining access to the records and
revoking any previously issued valid
certificates in a manner that minimizes
disruption to subscribers and relying parties.

14.4. The state may recover the costs of
the state incurred in conjunction with the
early termination of the contract and the
process of obtaining alternative services.

§153-31-15. Fees for Issnance of
Certificates

15.1. The state certification authority
may charge the fee for issuance of a
certificate which is set by the terms of the
state contract in effect at the time of the
application by the subscriber.

15.2. The fee for a certificate shall be
paid by the subscriber, or in the case of an
agency employee, by the agency on whose
behalf the subscriber will use the digital
signature certificate.



=

ot
Loy

Fii

Sep 23 1023 AL'OR

Carg

WEST VIRGINIA LEGISLATURE OFFIGE i 1.

Legislative Rule-Making Review Commiftee '~ SEGRET:Y 0F STATE

State Capitol - Room MB-49
Charleston, West Virginia 25305
(304) 3474840

Senator Mike Ross, Co-Chairman Joseph A. Altizer, Associate Counsel
Delegate Mark Hunt, Co-Chairman Rita Pauley, Associate Counsel
Debra A. Graham, Counsel September 23, 1998 Teri Anderson, Administrative Assistant

NOTICE OF ACTION TAKEN BY LEGISLATIVE RULE-MAKING REVIEW COMMITTEE

TO: Ken Hechler, Secretary of State, State Register
TO: Mary Ratliff
Office of the Secretary of State
Capitol Complex
Building 1, Suite 157-K
FROM: Legislative Rule-Making Review Committee
Proposed Rule: Use of Digital Signatures, State Certification Authority and State

Repository, 153CSR31

The Legislative Rule-Making Review Committee recommends that the West Virginia Legislature:

1. Authorize the agency to promulgate the Legislative Rule

(a) as originally filed

(b) as modified by the agency o
2. Authorize the agency to promulgate part of the Legislative rule;

a statement of reasons for such recommendation is attached.

3. Authorize the agency to promulgate the Legislative rule with
certain amendments; amendments and a statement of reasons
for such recommendation is attached.

4. Authorize the agency to promulgate the Legislative rule as
modified with certain amendments; amendments and a
statement of reasons for such recommendation is attached.
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Fiscal Impact: $30,000 increase

ABSTRACT

The proposed rule is new. The following is a section by
section synopsis of the proposed rule.

Section 1 is the standard general section, setting forth the
scope, authority, filing date and effective date of the proposed
rule.

Section 2 defines terms.

Section 3 requires the Secretary of State to initiate a
procurement process to obtain a private vendor or private vendors
to serve as a state certification authority and as a state
repository. It also sets forth requirements which a vendor must
meet in order to qualify as a state certification authority or as
a state repository

Section 4 requires the state certification authority to
provide the Secretary of State with a certification practice
statement which the Secretary of State 1is to publish
electronically. It also requires the state certification authority
to use only a trustworthy system regarding certificates and private
keys.

Section 5 requires the state repository to file a practice

IR



statement with the Secretary of State detailing specified
information, such as the operation of the repository, which the
Secretary of State is to publish electronically. It also requires
the state repository to provide an online data base specifying
certain information.

Section 6 sets forth certain conditions which must be met
before the state certification authority may issue a certificate to
a subscriber. It also provides for the issuance of a separate
certificate to a subscriber as the agent for another officer or
other authorized person and set forth the requirements relating
thereto.

Section 7 sets forth the duties of a subscriber who has
accepted a certificate issued by the state certification authority.
It also contains provisions regarding the revocation of a
certificate.

Section 8 allows the state certification authority to suspend
a certificate when requested by certain specified persons for a
period of time not exceeding 96 hours.

Section 9 requires the state certification authority to revoke
a certificate within 24 hours when one of the specified
circumstances occurs.

Section 10 states that the term of the certificate is subject
to the contract of the state certification authority.

Section 11 requires that certificates issued by the state
certification authority follow the Basic Certificate Field
Standards.

Section 12 requires the state certification authority to
maintain a data file containing a record of each subscriber and
specifies what information the records are to contain.

Section 13 states that the state certification authority may
be subject to an annual compliance audit.

Section 14 sets forth the procedures to be followed when a
state certification authority or state repository go out of
business or discontinue providing services specified in the
contract prior to expiration of the contract.

Section 15 allows the state certification authority to charge
a fee for issuance of a certificate under the terms of the state
contract.




AUTHORITY

Statutory authority: W.Va., Code, §39-5-4, which provides, in
part, as follows:

... (a) The secretary of state and state
auditor shall propose joint legislative
rules for promulgation in accordance with
the provisions of article three, chapter
twenty-nine-a of this code to establish
standards and processes to facilitate the
use of electronic signatures in all
governmental transactions by state
agencies subject to chapter twenty-nine-a
of this code...

(b) The secretary of state is also
designated the certification authority and
repository for all governmental agencies
which are subject to chapter twenty-nine-a
of this code, and shall regulate
transactions and digital signature
verifications. The secretary may enter
+nto reciprocity agreements with all state
and federal governmental entities to
promote the efficient governmental use of
electronic transactions. The secretary of
state may also propose legislative rules
for issuing certificates that bind public
keys to individuals, and other electronic
transaction authentication devices as
provided for in section three. The
secretary of state is further authorized
to contract with a private entity to serve
as certification authority for the state
of West Virginia. This private
certification authority may contract with
persons to provide certification service.
Any contract entered into must assure the
certification authority will meet the
requirements of this Act and any rules
promulgated pursuant to this subsection.




ANATYSTS

I. HE AGEN EXCEED HE PE F_IT TATUTQORY
AUTHORITY IN APPROVING THE PROPOSED LEGISLATIVE RULE?

No.

II. IS THE PR ED _IEGISLATIVE Rl IN NFORMITY WITH THE
INTENT OF THE STATUTE WHICH THE RULE IS INTENDED TO IMPLEMENT,
EXTEND, APPLY, INTERPRET OR MAKE SPECIFIC?

Yes.

IIT. DOES THE PROPOSED ILEGISLATIVE RULE CONFLICT WITH OTHER

CODE PROVISIONS OR WITH ANY OTHER RULE ADQOPTED BY THE SAME OR A
DIFFERENT AGENCY?

No.

Iv. I E PR ED LEGT VE NECESSARY T LLY

ACCOMPLISH THE OBJECTIVES QF THE STATUTE UNDER WHICH THE PROPOSED

RULE W TED?

Yes.

V. 1S THE ED ISLATIVE R E

1S THE PROPOSED LEGISLATIVE RULE REASONABLE, ESPECIALLY AS
IT AFFECTS THE CONVENIENCE QF THE GENERAL PUBLIC OR OF PERSONS

AFFECTED BY TIT?

Yes.

VI. THE PR ED LEGISLATIVE R BE MADE IE LEX OR

MORE READILY UNDERSTANDABLE BY THE GENERAL PUBILIC?
No.

VII. WAS THE PROPQSED LEGISLATIVE RULE PROMULGATED 1IN
COMPLIANCE WITH THE REQUIREMENTS OF CHAPTER 293, ARTICLE 3 AND WITH
ANY REQUIREMENTS IMPOSED BY ANY OTHER PROVISION QF THE CODE?

Yes.

VIII. QTHER.

Counsel has minor technical modifications to suggest.




