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QUESTIONNAIRE

(Please include a copy of this form with each filing of your rule: Notice of Public Hearing or Comment Period; Proposed
Rule, and if needed, Emergency and Modified Rule.)

DATE: JULY 31, 1998

TO: LEGISLATIVE RULE-MAKING REVIEW COMMITTEE

FROM: (Agency Name, Address & Phone No.) SECRETARY OF STATE

BIDG. 1, SUTTE 157-K

CHARLESTON, WV 25305

LEGISLATIVE RULE TITLE: USE. OF ELECTRONIC SIGNATURES BY STATE AGENCIES

1. Authorizing statute(s) citation — W.VA. CDDE §39-5-4

2. a.  Date filed in State Register with Notice of Hearing or Public Comment Period:

JULY 1, 1998

b.  What other notice, including advertising, did you give of the hearing?

MEMBERS OF INTERGOVERNMENTAL. TECHNOLOGY COUNCII., CONSISTING OF

REPRESENTATTIVES OF EACH STATE. OFFICE OR AGENCY.

c.  Date of Public Hearing(s) or Public Comment Period ended:

JULY 31, 1998

d.  Attach list of persons who appeared at hearing, comments received, amendments,
reasons for amendments.

Attached X No comments received




e. Date you filed in State Register the agency approved proposed Legislative Rule
following public hearing: (be exact)

JULY 31, 1998

f. Name, title, address and phone/fax/e-mail numbers of agency person(s) to
recetve all written correspondence regarding this rule: (Please type)

MARY RATLIFF PHONE:  558-6000
SECRETARY OF STATE FAX: 558-0900
BIDG. 1, SUITE 157-K E-MATL: MRATLIFF@SECRETARY.STATE.WV.US

CHARLESTON, WV 25305

g.  IF DIFFERENT FROM ITEM *‘f, please give Name, title, address and phone

number(s) of agency person(s) who wrote and/or has responsibility for the contents -
of this rule: (Please type)

SAME

3. If the statute under which you promulgated the submitted rules requires certain findings and
determinations to be made as a condition precedent to their promulgation:

a.  Give the date upon which you filed in the State Register a notice of the time and
place of a hearing for the taking of evidence and a general description of the

issues to be decided.

N/A




Date of hearing or comment period:

N/A

On what date did you file in the State Register the findings and determinations
required together with the reasons therefor?

N/A

Attach findings and determinations and reasons:

Attached N/A




Office of the State Auditor

Building 1, Room W-100 Telephone: (304) 558-2251
Glen B. Gainer 11l Charleston, West Virginia 25305 FAX: (304) 558-5200
State Auditor Internet: hitp:// www.wvauditor.com

August 3, 1998

The Honorable Ken Hechler
Secretary of State

Building 1, Room 157K
Charleston, WV 25305

Dear Mr. Hechler:

This letter is to memorialize my approval of the filing of Rules 153-30 and 153-
31. [ give my approval, however, with reservation to approacll the Legislative Rule
Making Review Committee should any matters relating to this rule come to my aftention
after my approval has been given. [ take this step because these rules cover matters of
national importance and are of great consequence to our state. We must endeavor to

incorporate the views of citizens, experts, vendors and others affected thereby.

Thank you for your assistance and direction in this matter. If you have any
questions regarcling this or any other matters, please do not hesitate to contact me at the

ab ove-referenced aclclress .

Sincerely,

[ K2,

GBGII/lg



Statement of Purpose
4

The purpose of this rule is to allow state. county and municipal agencies to use electronic
signature technology with sound security controls to replace manual signatures on documents.
This technology will encourage electronic transactions within and among agencies and between
the general public and governmental agencies and reduce cost and delays. The rule establishes
procedures, notice and security requirements for agencies desiring to accept various types of
electronic signatures. It also provides for the method for selection of a uniform digitized

signature application to prevent the acquisition of incompatible software by different agencies.



Statement of Circumstances

Efficient governmental action is essential to a strong economy and effective service to
citizens. Electronic signatures. with proper security controls, can allow for electronic
commerce, speed interactions between agencies, reduce expensive paper transfers of information.
and improve service to citizens. Procedures for agencies to identify appropriate transactions for
electronic filing, give notice to citizens, and implement the necessary security controls will allow

this technology to be implemented effectively.



APPENDIX B

FISCAL NOTE FOR PROPOSED RULES

Rule Title: USE OF ELECTRONIC SIGNATURES BY STATE AGENCIES
Type of Rule: _X Legislative __ Interpretive ___ Procedural
Agency SECRETARY OF STATE/AUDITOR

Address . BLDG. 1, ROOM 157-K

CHARLESTON, WV__ 25305

1. Effect of Proposed Rule

ANNUAL FISCAL YEAR
INCREASR DECREASK CURFRENT IxxTr THEREAFTER
—
ESTIMATED TOTAL $ 0 $0 $ 0 $0 $0

COST
PERSONAL SERVICES
CURRENT EXPENSE

REPAIRS &
ALTERATIONS

EQUIPMENT
OTHER

2. Explanation of above estimates:

The use of electronic signatures is anticipated to result in
savings at least as great as amy costs of programming of
software and should not result in overall budgetary changes.

3. Objectives of these rules:

Objectives include: elimination of paper generating processes,
reduction of time and processing expense, and maintenance of high
security fo transactions



Rule Title: USE OF ELECTRONIC SIGNATURES BY STATE AGENCIES

i. Explanation of Overall Economic Impact of Proposed Rule.
A. Economic Impact on State Government.
Long term savings from increased efficiency.
B. Economic Impact on Political Subdivisions; Specific
Industries; Specific groups of Citizens.

Beneficial economic impact resulting from enmhanced business

climate.
c. Economic Impact on Citizens/Public at Large.
Date: June 30, 1998

Signature of Agency Head or Authorized Representative

o ekl
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Use of Electronic Signatures by State Agencies

§153-30-1. General

1.1. Scope. -- This legislative rule
establishes the requirements for state agencies
intending to use or accept electronic
signatures on filings and other messages in
electronic form which require the signature of
an authorized person.

1.2. Authority. -~ W. Va. Code §§ 39-5-4.
1.3. Filing Date. --
1.4. Effective Date. -~

§153-30-2. Definitions

2.1. "Agency" includes any state, county
or municipal office, department, division,
bureau, board, commission, public
corporation or other governmental entity
created by the State Constitution, statute, rule
or executive order.

2.2. "Authorized officer" means the
elected or appointed official, or a designee,
who has authority to act on behalf of the
agency.

2.3. "Electronic signature” means any
identifier or authentication technique attached
to or logically associated with an electronic
record that is intended by the person using it
to have the same force and effect as a manual

signature. Electronic signatures include, but
are not limited to:

2.3.a. A "digitized signature" which
consists of a handwritten signature entered on
a recording device utilizing electronic
recording software which simultaneously
converts the image created to a digital record
and attaches it to the electronic document to
which it relates;

2.3.b. A "digital mark" which consists
of an electronic code indicating approval or
confirmation which is entered into a protected
digital record following access protocols
which identify the user and require a
password, personal identification number,
encrypted card or other security device which
restricts access to one or more authorized
individuals; and

2.3.c. A "digital signature” which
consists of a message transformed using an
asymmetric cryptosystem so that a person
having the initial message and the signer's
public key can accurately determine whether
the message was created using the
corresponding private key, and whether the
message has been altered since the message
was transformed.

2.4. "Accept an electronic signature”
means to accept an electronic record which
requires the signature of an authorized person
when that electronic record contains an



electronic signature in lieu of an original
signature.

2.5. "Electronic" means electrical, digital,
magnetic, optical, electromagnetic, or any
other technology that is similar to these
technologies.

2.6. "Electronic record" means a record
generated, communicated, received, or stored
by electronic means.

2.7. "Record" means information that is
inscribed on a tangible medium or that is
stored in an electronic or other medium and is
retrievable in perceivable form, which
includes an official record, including but not
limited to a message, document, form, return
or other instrument which is transmitted
electronically from an authorized officer or
other person to an agency to meet the
requirements of law or to execute an essential
transaction. An informal communication will
not be considered an electronic record for
purposes of this rule.

§153-30-3. Agency Use of Electronic
Records and Electronic Signatures
Generally.

3.1. Each agency shall determine if, and
the extent to which, it will send and receive
electronic records and electronic signatures to
and from other persons and otherwise create,
use, store, and rely upon electronic records
and electronic signatures.

3.2. In any case where an agency decides
to send or receive electronic records, or to
accept document filings by electronic records,
the agency may, giving due consideration to
security, specify:

3.2.a. The manner and format in
which such electronic records must be
created, sent, received, and stored;

3.2.b. If such electronic records must
be signed, the type of electronic signature that
is required or acceptable, the manner and
format in which such signature must be
affixed to the electronic record, and the
identity of, or criteria that must be met by,
any third party used by the sender of the
electronic record to facilitate the process;

3.2.c. Control processes and
procedures as appropriate to ensure adequate
integrity, security, confidentiality, and
auditability of such electronic records; and

3.2.d. Any other required attributes
for such electronic records that are currently
specified for corresponding paper documents,
or reasonably necessary under the
clrcumstances.

3.3. Whenever any rule of law requires or
authorizes the filing of any information,
notice, lien, or other document or record with
any agency, a filing made by an electronic
record shall have the same force and effect as
a filing made on paper in all cases where the
agency has authorized or agreed to such
electronic filing and the filing is made in
accordance with applicable rules or
agreement.

3.4. Subject to prior notice by the
receiving agency, submission of an electronic
record containing an electronic signature
record constitutes an agreement by the sender
to accept equivalent electronic signature types
on return or corresponding electronic records
related thereto.



§153-30-4. Agency Procedures for
Adoption, Modification or Revocation of
Electronic Signature Acceptance

4.1. Each agency shall evaluate the types
of records received to determine which
records can be accepted with electronic
signatures, and which form of electronic
signature meets the security requirements of
the specific transaction.

4.1.a. An electronic record which
requires the signature of a person under oath
before an authorized official or with the
acknowledgment of a notary public may not
be accepted with an electronic signature prior
to the authorization in law of an electronic
attestation.

4.1.b. An electronic record which
requires the signature of a person under a self-
executing oath may be accepted with a digital
signature or other electronic signature which
is encrypted, capable of verifying the identity
of the signer and discerning any alteration of
the message since transformation.

4.2. An agency may accept an electronic
record containing an electronic signature only
after complying with the procedural
requirements of this rule.

4.3. For each type of electronic record on
which an agency is willing to accept an
electronic signature in satisfaction of a legal
signature requirement, the agency shall
publish a notice which shall specify:

4.3.a. the name of the agency
authorizing use of the electronic record,

4.3.b. adescription of the type of
electronic record;

4.3.c. the type or types of electronic
signature which will be accepted on the
record;

4.3.d. a description of any restrictions
on who may electronically sign the record;

4.3.e. the date that the electronic
record with an electronic signature will first
be accepted;

4.3 f. specifications for any
procedures or technology that must be used to
create, communicate, or store the electronic
signature; and

4.3.g. the name of one or more
contacts within the agency who can provide
additional information, along with the
address, telephone and/or e-mail address of
the contact person.

4.4. An agency subject to the
Administrative Procedures Act, West Virginia
Code Chapter 29A-1-1 et seq., shall comply
with the notice requirements of section 4.3
prior to acceptance of electronic signatures
on electronic records, as follows:

4.4.a. When an agency intends to
accept electronic signatures on electronic
records sent to or received from employees
within the agency or within the department of
which the agency is a subdivision, the
authorized officer shall give notice as required
by section 4.3 to the appropriate personnel.

4.4b. When an agency intends to
accept electronic signatures on electronic
records received from other agencies outside
the receiving agency's department, the agency
shall give notice as required by section 4.3, at
least thirty (30) days before first acceptance,
to the Information Services and
Communications Division of the Department
of Administration (IS&C). The IS&C shall



maintain a database of the agencies and the
specific information provided for each type of
record.

4.4.c. When an agency intends to use
or accept electronic signatures on electronic
records received from a person acting on his
or her own behalf, or from a person acting on
behalf of an entity not subject to the
Administrative Procedures Act, the agency
shall give notice as required by section 4.3, at
least thirty (30) days prior to first acceptance,
by publication in the State Register.

4.4.d. The agency shall make
available a summary of technical or
procedural information to assist persons
desiring to file electronically and utilize
electronic signatures.

4.5. An agency not subject to the
Administrative Procedures Act, including
county and municipal agencies, shall comply
with the notice requirements of section 4.3
prior to its use or acceptance of electronic
signatures on electronic records as follows:

4.5.a. When an agency intends to use
or accept electronic signatures on electronic
records received from employees within the
agency or within the governmental entity of
which the agency is a subdivision, the
authorized officer shall give notice as required
by section 4.3 to the appropriate personnel.

4.5.b. When an agency intends to use
or accept electronic signatures on electronic
records received from a person acting on his
or her own behalf, or from a person acting on
behalf of an entity other than the
governmental entity of which the agency is a
subdivision, the agency shall give notice as

required by section 4.3 , at least thirty (30)
days prior to first acceptance, by publication
as a Class I legal advertisement in a qualified
newspaper published in the municipality or
county where the principal office of the
agency is located.

4.6 An agency may modify, suspend, or
terminate the acceptance of the electronic
signatures following the same procedures as
required in this section for adoption, provided,
that:

4.6.a. Notice must be given as
required at least on hundred twenty (120) days
prior to the termination of acceptance of a
type of electronic signature; and

4.6.b. In an emergency which
prevents the acceptance of the electronic
signature, an agency may suspend acceptance
of electronic signatures and require filings and
signatures be provided on paper. Reasonable
notice shall be provided.

4.7. Nothing in this rule shall be
construed to require an agency to accept
electronic signatures in lieu of written
signatures.

4.8. Nothing in this rule shall be
construed to allow an agency, without the
specific authority of statute, to require a
person acting on his or her own behalf, or a
person acting on behalf of an entity other than
a governmental entity to use an electronic
signature in order to complete an essential
filing.

4.9. All agencies shall have authority to
enter into agreements with other agencies
relating to the use and acceptance of



electronic signatures on electronic records
communicated between those agencies.

§153-30-5. Requirements for Acceptance
of Digital Marks

5.1. An agency which intends to accept
digital marks shall establish, at a minimum,
the security measures and procedural
requirements as provided in this section.

5.2. The agency shall establish a secure
registry of persons authorized to sign filings
and records, or shall utilize a secure registry
for verification of the identity of the signer.

5.2.a. A person who desires to
become authorized to file with the agency
using a digital mark shall file with the secure
registry a signed statement verifying that he
or she:

5.2.a.1. Will not share with any
other person the password, code or other
security key required for use of the mark;

5.2.a.2. Agrees that the use of the
mark represents confirmation of a record;

5.2.a.3. Agrees to notify the
agency immediately once he or she becomes
aware that the security key is compromised;
and

5.2.a.4. Understands that the
provisions of West Virginia Code §61-3C-10
prescribes the penalties for the unauthorized
disclosure of a password, identifying code,
personal identification number or other
confidential security information.

5.2.b. An authorized person shall be
issued an identifying number which shall be
entered into the registry, along with the date
of authorization.

5.2.c. The appropriate administrator
shall revoke the access privileges of the
authorized person upon termination of
authority.

5.3. Each authorized person shall utilize a
unique number, password or other personal
authorization which shall be encrypted and
which shall indicate the approval of the
person.

5.4. The size, frequency of required
changes and other elements of the security
code shall meet state or agency security
policies, if any are in effect. If no policy has
been adopted, the elements of the security
code shall meet generally acceptable
standards for password security.

5.5 The agency shall establish the
necessary computer hardware and software
security, consistent with current generally
acceptable standards for secure transactions,
to prevent alteration of the electronic filing
and to assure protection of the security key,
and shall document those features and
measures in place.

5.5.a. Information resources shall be
protected by use of access control systems.
Access control systems can be either internal
(passwords, encryption, access control lists,
constrained user interfaces) or external (port
protection devices, firewalls, host-based
authentication).



5.5.b. Rules for access to resources
(including internal and external
telecommunications and networks) shall be
established by the information/application
owner or manager who is responsible for the
resources.

5.5.c. When confidential or sensitive
information from one agency is received by
another agency in connection with the
transaction of official business, the receiving
agency shall maintain the confidentiality or
sensitivity of the information in accordance
with the conditions imposed by the providing
agency.

5.5.d. Pursuant to state security
policy, information security and audit controls
shall be incorporated into new systems.

5.5.e. Online banner screens, if used,
shall contain statements to the effect that
unauthorized use of the system is prohibited,
and that violators will be subject to criminal
prosecution.

5.6. For filings involving financial
transmissions or financial liability, an agency
may establish dollar limitations on the amount
of a transaction for which a digital mark will
be accepted.

§153-30-6. Requirements for Acceptance
of Digitized Signatures

6.1. In order to assure the ease of use of
digitized signatures between agencies, and
between other persons and agencies, the state
shall adopt a uniform system for digitized
signature acceptance using software which
meets interoperability standards, as defined by

the Information Services & Communications
Division of the Department of Administration.

6.2. The Information Services &
Communications Division shall initiate a
procurement process to identify and obtain the
appropriate software. User agencies shall be
responsible for the costs of software.

6.3. The agency shall establish security
procedures as provided in subsection 5.5. of
this rule.

§153-30-7. Requirements for Acceptance
of Digital Signatures

7.1. The Secretary of State, pursuant to
legislative rule as required by West Virginia
Code §39-5-4, shall establish a certification
authority for the registration and issuance of
certificates to subscribers for the use of digital
signatures, as provided in CSR 153-31.

7.2. An agency which agrees to accept a
digital signature in connection with an
electronic filing shall obtain, install and test
the essential software prior to giving notice of
the intent to accept digital signatures.

7.3. Any authorized officer or other
authorized person who becomes a subscriber
to the certification authority maintained by the
Secretary of State and who maintains an
authorized key pair shall be permitted to use a
digital signature on any electronic document
which the agency agrees to accept.

§153-30-8. Requirements for Acceptance
of Other Forms of Electronic Signatures

8.1. When an agency desires to accept a
newly developed form of electronic signature



not specifically listed in the definition of
electronic signature contained in this rule, the
agency shall apply to the Secretary of State
for authority to accept the electronic
signature.

8.2. To be acceptable as an electronic
signature, the technology shall:

8.2.1. Allow the receiving agency to
verify the identity of the sender.

8.2.2. Allow the receiving agency to
determine whether the message received has
been altered en route.

8.3. The agency shall be responsible for
assuring the security of the record following
its acceptance.
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Thomas Smedinghdf, McBride Baoker & Coles

TITLE 153
LEGISLATIVE RULES
JOINT RULE OF THE SECRETARY OF STATE AND STATE AUDITOR

SERIES 30
Use of Electronic Signatures by State Agencies

§153-30-1. General

1.1. Scope. -- This legislative rule
establishes the requirements for state agencies
intending to use or accept electronic
signatures on filings and other messages
electronic form which require the signature of
an authorized person.

1.2. Authority. - W. Va. Code §§ 39-5-4.
1.3. Filing Date. -
14. Effective Date. -~

§153-30-2. Definitions

2.1. "Agency" includes any state, county
or municipal office, department, division,
bureau, board, commission, public
corporation or other governmental entity
created by the State Constitution, statute, rule
or executive order.

2.2. "Authorized officer” means the
elected or appointed official, or a designee,
who has authority to act on behalf of the
agency.

2.3. "Electronic signature" means any
identifier or authentication technique attached
to or logically associated with an electronic
record that is intended by the person using it
to have the same force and effect as a manual

24487%-1

signature. Electronic signatures include, but
are not limited to:

2.3.a. A "digitized signature" which
consists of a handwritten signature entered on
a recording device utilizing electronic
recording software which simultaneously
converts the image created to a digital record
and attaches it to the electronic document to
which it relates;

2.3Db. A "digital mark" which
consists of an electronic code indicating
approval or confirmation which is entered
into a protected digital record following
access protocols which identify the user and
require a password, personal identification
number, encrypted card or other security
device which restricts access to one or more
authorized individuals; and

2.3.c. A "digital signature" which
consists of a message transformed using an
asymmetric crypto-system so that a person
having the initial message and the signer's
public key can accurately determine
{4} whether the message was created using
the corresponding private key, and
(B) whether the message has been altered
since the message was transformed.

24. "Electronic filing" means an official
record, including but not limited to a
message, document, form, retumn or other
instrument which is transmitted electronically



from an authorized officer or other person to
an agency to meet the requirements of law or
to execute an essential transaction. An
informal communication will not be
considered an electronic filing for purposes of
this rule.

2.5. "Accept an electronic signature”
means to accept an filing— electronic record’
which requires the signature of an authorized
person when that filing electronic record
contains an electronic signature in lieu of an
original signature.

2% "Electronic” means eiecirical, digitai,
magnetic, optical, electromagnetic, or any
other technology that is similar to these
tc::c]mologies_2

2.7 "Electronic record” means a record
generated, communicated. received, or stored
by clectronic means.

2.8 "Record” migdns trformguion thar 15
inscribed on a tangible medium or that is
stored in an electronic or other medium and is
tetrievable in perceivable form.*

' Section 39-5-4{a} of the statute mthorizes
governmental entities to accept electronic sigpatures on
*messagesor filings™ neither of which is a defined

term. Accordingly, wherever these muiles refer to
"Hlings " they have heen modified to refar to “electronic

records” since that tern appears to ¢over both

"messages.and filings" so as to be consistent with the

statute. Presumably, filings and messages are a subset
of messages records, and thus, the broader term should

alse be included (although this relationship is not

necessarily clear from the statute).

? This definition is taken from the siatute at Section 39-
5-2(c).
3 This definition is taken from the gtatute at Section 39-
5-2(d).
* This definition i Section 39-
5-2(f),
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§153-30-2A, Agency Vse of Eleetronic
Records and Electronic Signatures
Generally,

ZA.1_Each agency shail determine
if, and the extent to which. it will send and
receive electronic records and electronic

otherwise create. use, store, and rely upon
electronic records and elecironie s

242  In awy case where an agency
decides to send or receive electronic records,
or to accepr document filings by electronic
records, the agency may, by appropriate
agency rule. giving due consideration to
security., specify;

2A 2 a the manner and format
in which such electronic records must be
created, sont. reoctved, and storcd:;

2A.2.b if such electronic
records must be signed, the type of electronic
signature that is required or acceptable, the
manner and format in which such signature
must be affixed to the electronic record, and
the identitv of or criteria that must be met hy
any third party used by the sender of -the
electronic record to facilitate the process:

ZA .2 ¢ comtrol processes and
procedures as appropriate to ensure adequate
integrity. security, confidentiality, and
auditability of such electronic records; and

® Section 39-5-4(a) of the statute requires the Secretary
ate State Auditor t se rides to facilitate

the use of “electronic si res” T ing about

rules relating to the use of electronic records, although
th issnes appear to go hand in hand

Accordingly, this new section is proposed as a general
overview section that covers both the use of electronic

records and the f rOnic sl res,




2A 2 dany other required
gtiributes for such electronic records that are
currently specified for corresponding paper
documents, of reasonably necessary under the
clrcumstances,

2A.3  Whenever any rule of law
requires or authorizes the filing of any
information. notice. lien, or other document
or record with any agency. a filing made by
an electronic record shall have the same foree
and effect as a filing made on paper in ali
cascs whore the agency has authorized of
agreed to such electronic filing and the filing
1s made in accordance with appiicabie ruies
or agreement.

2A 4 To the extent reasonable under
the circumstances, rules adopted by any
asency relating fo the use of electronic
records or electronic signatures shall be
drafled i a manner designed to encousage
and promote consistency and interoperability
with st requiremernts adopied by
government agencies of other states and the
federal government.

2A.5 In all cases. the act of
communicating an electronic record to an
agency with the type of electronic signature
spectfied by the agency for that type of
electronic record constitutes an agreement by
the sender to accept equivalent electronic
signature types on return or corresponding
electronic records related thereto.®

§ A provision of this type requires more discussion and

may be somewhat controversial. However, it is

intended to address the pr that a be
created b ¢ section 39-5-6(b). which appears to
authorize the receiving party to determine the types of
electronic signatures that will be accepted by it. It
resolves this problem simpl rovidin: i

uses a certain type of electronic signature on 4
communication with a government agency, it is deemed

to hav € 1V, of signature
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2A 56 Nothing in this Act shall be
construed to Tequire any. agency to use orto
permi the use of elecironic records of
electronic signatures.

§153-30-3. Agency Procedures for
Adoption, Modification or Revocation of
FElectronic Signature Acceptance

3.1. Each agency shall evaluate the types
of clcetronic fitings records it anticipatcs
using or accepting reeetved to determine
which eiectronic records filings can be used
or accepted with electronic signatures, and
which form of electronic signature meets the
security requirements of the specific
transaction.

3.1l.a. An clectronic record filing
which requires the signature of a person under
oath before an authorized official or with the
acknowledgment of a notary public may not
be accepted with an electronic signature prior
to the authorization in law of an electronic
attestation.

3.1b. An electronic recordfiling
which requires the signature of a person under
a self-executing oath may be accepted with an
electronic signature [only if a digital signature
18 usedl]'

on any returmn communication or other communications
relating to the e suly €r.

7 The issue here is ity. not wh e Si e
used is a digital signature. That is, where a document
requires the signature of a person under a self-executing
oath, the State js presumably requiring a higher level of

sttestation by the signer, and increased penalties for
false or lent representations. Accomplishing thi

oal electronically ot n follow as a
function of the type of signature used. Rather, it would
m $0- Tequis mething within the ment
sure th I d s the seriousness of the

statement being made. as well as a somewhat higher




3.2. An agency may accept an alectronic

record a—ﬁlmg contamlng an a—ehgﬁal

eﬂ&er—electronic signature only after
complying with the procedural requirements
of this rule.

3.3. For each type of electronic record on
which an agency is willing to accept an
electronic signature in satisfaction of a legal
signature requirement, the agency shail
publish a netice which shall specify: (1) the
name of'the agency authorizing use of the
electronic record , (2) a description of the

e of electronic record. (3) the tvpe or tvpes

of electronic signature which will be accepted
on such record, (4) a description of any

restrictions on who may electronically sign
such record. (5) the date that such electronic
record with an electronic signature will first

be accepted. (6) specifications for any
procedures or technology that must be used to

create, communicate, or store such electronic
signature. and (7) the name of one or more
contacts within the agency who can provide
additional information, along with the

degree of security with respect to the signature in order
that the receiving agency can determine with a relatively
high degree of certainty that the signature was made by
a particular person and, perhaps, that the integrity of the
document is intact. These attributes can be satisfied by
a digital signature, but not all implementations of a
digital signature will satisfy themy. Moreover, there may

be other technolgg;es thﬂ win aIso sati s_f’y these

be used and ement '

meets the ﬁorggomg re_ql_nremen:s Acggrdl_ggly, ;hig
section appears to require a great degl more work and

licy an efore going forw.
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address, telephone and/or e-mail address of
the contact person.

24. An agency subject to the
Administrative Procedures Act, West Virginia
Code Chapter 29A-1-1 et seq., shall comply
with the feHewing notice requirements of
section 3.3 prior to its use® or acceptance of
electronic signatures_on electronic records, as
follows:

3.43.a. When an agency intends to
fusc or] accept electronic signatures on
electronic recordss sent to or received from
employees within the agency or within the
department of which the agency is a
subdivision, the authorized officer shall give
notice as required by section 3.3 to the

lappropriate personnel], of the-types-ef filings
i hich-weilld ired

3.43b. When an agency intends to
use or accept electronic signatures on
clectronic records exfimgs recetved from
other agencies outside the receiving agency's
department, the agency shall give notice i
writing-efits-intent as required by section 3.3,
at least thirty (30) days before first
acceptance, to the Information Services and
Communications Division of the Department
of Admuinistration (IS&C). The IS&C shall
maintain a database of the agencies and the
specific information provided for each type of
filing.

* As originafly written, this Section assumes a one-way
communication - i.e . it is concermed with electronic

sigiatuies on ings sabmitied to Uie ageicy. T says
pothing abour electronic signatures on messages sent by

e

tho aouney £ others. Sines Section 30-S5-4n)Y repmirey
the Secretary of State and the state auditor to propose
mtes "o facilitate the wse of eectronic sionatures”
This presumably implies both sending and receivin
electronically signed documents.




3.43.c. When an agency intends to
1se of accept electronic signatures on
electronic fkngs records received from a
person acting on his or her own behalf, or
from a person acting on behalf of an entity
not subj ect to the Administrative Procedures
Act, the agency shall give notice efits-intent
as requested by section 3.3, at least thirty (30)

days prior to first acceptance, by publication
in the State Register.

3.43.ed. The agency shall make
available a summary of technical or
procedural information to assist persons
desiring to file electronically and utilize
electronic signatures.

3.54. An agency not subject to the
Administrative Procedures Act, including
county and municipal agencies, shall comply
with the fellewing notice requirements of
section 3.3 prior to its #se of acceptance of
electronic signatures_on electrome records as
follows:

3.54.a. When an agency intends to
use or accept electronic signatures on
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electronic filings records received from
employees within the agency or within the
governmental entity of which the agency isa
subdivision, the authorized officer shall give
notice as required by section 3.3 to the

[appropriate personnel.] of the-types-of filings
L4 i Lok willd crod

3.54b. When an agency intends to
use or accept electronic signatures on
electronic records received from a person
acting on his or her own behalf, or from a
person acting on behalf of an entity other than
the governmental entity of which the agency
is a subdivision, the agency shall give notice
as required by section_3.3 efits-intent, at least
thirty (30) days prior to first acceptance, by
publication as a Class I legal advertisement in
a qualified newspaper published in the
municipality or county where the principal
office of the agency is located.

3.65 An agency may modify, suspend. or
terminate the acceptance of the electronic
signatures following the same procedures as
required in this section for adoption,
provided, that:

3.65.a. Except in the case of an
emergency caused by the failure of computer
hardware. software, or communication
svstems, Notice must be given as required at
least on hundred twenty (120) days prior to
the termination of acceptance of a type of
electronic signature; and

3.65b. In an emergency caused by
the failure of the computer hardware,
software, or communication systems required
for the acceptance of the electronic signature,
an agency may require filings and signatures




be provided on paper without prior notice
2223

3.76. Nothing in this rule shall be
construed to require an agency to accept
electronic signatures in lieu of written
signatures.

3.87. Nothing in this rule shall be
construed to allow an agency, without the
specific authority of statute, to require the use
of electronic records and electronic signatures
in lien of paper a-person-setingon-his-or-her

ErcOn--Aeanee-cn-babhe oo
. v 25 =0 v, 2

3 W -

use-a-digital-signatare-in order to complete an

essential filing.

3.93. All agencies shall have authority to
enter into agreements with other agencies
relating to the use and acceptance of
electronic signatures on electronic

recordsmessapes-or-filines communicated

between those agencies.

§153-30-4. Requirements for Acceptance of
Digital Marks

4.1. An agency which intends to accept
digital marks shall establish, at a minimum,
the security measures and procedural
requirements as provided in this section.

42. The agency shall establish a secure
registry of persons authorized to sign filings
and records, or shall utilize a secure registry
for verification of the identity of the signer.g

? This section appears to contemplate two radically
ifferent conc: - a registry of persons “authorized”
to sen filings versus a registry for “verification of
identity” of the signer. I am not sure what is intended
here. Also. who maintains this registry, and what are
the rales governing their performance? See, for
o the nules in the Series 31 regulations
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4.2.a. When an agency maintains its
own registry, a person who desires to become
authorized to file with the agency using a
digital mark shall file a signed statement
verifying that he or she:

4.2.a.1. Will not share with
any other person the password, code or other |
security key required for use of the mark;

42.a2. Agreesthat the use of
the mark represents approval and agreement
to the contents of a filing™;

42.a.3. Agreesto notify the
agency immediately if he or she becomes
aware that the security key is compromised™;
and

42 a4. Understands that the
provisions of West Virginia Code §61-3C-10

10

It canuot he said that the use of a signature always
represents "approval and agreements to the contents" of

a filing. Tt may, for example, indicate simply that the
information contained in the document has been

disciosed to the person signing the document (e.g.. a

notice function). or that the contents of the document
are being provided by the signer (e, an ndicarion of
sourcey, but without any evidence of approval or
2oreement to the contents  Accordinely, the terms of
this section appearto po much farther than 1s
appropriste for all creumstances,

' This section raises a controversial issue with respect
to the obitgarions of an individwal {panticutacy a
consumer} to provide notice that a security key, private
key, PIMN number, or other signawice device hasbheen
compromsed, aswelt as such person's habitity for the
unguthorized use of that sequrity device followine
compromise. As currently writien, this section could
terms (ie_to notify the agency immediately upon
becoming aware of a compromise) exposes the
individual to lability for unauthorized use of the
security key.




prescribes the penalties for the unauthorized
disclosure of a password, identifying code,
personal identification number orf other
confidential security information.

42b. An authorized person shall be
issued an identifying number which shall be
entered into the registry, along with the date
of authorization.

4.2 .c. The appropriate administrator
shall revoke the access privileges of the
authorized person upon termination of
authority.

4.3. Each authorized person shall utilize a
unique number, password or other personal
authorization which shall be encrypted and
which shall indicate the approval of the
person.

4 4. The size, frequency of required
changes and other elements of the security
code shall meet state or agency security
policies, if any are in effect. If no policy has
been adopted, the elements of the security
code shall meet generally acceptable
standards® for password security.

4.5 The agency shall establish the
necessary computer hardware and software
security, consistent with current generally
acceptable standards for secure transactions,
to prevent alteration of the electronic filing
and to assure protection of the security key,
and shall document those features and
measures in place. 2

2 Do such standards exist?

B This provision appears to be generally applicable to
all electronic transactions in which the state is involved.

Perhaps it should be moved in order to make this clear,
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4.5.a. Information resources shall
be protected by use of access control systems.
Access control systems can be either internal |
(passwords, encryption, access control lists,
constrained user interfaces) or external (port
protection devices, firewalls, host-based
authentication) 2 |

4.5b. Rules for access to resources
(including internal and external
telecommunications and networks) shall be
established by the information/application
owner or manager who is responsible for the
resources 2 |

4.5.c. When confidential or
sensitive information from one agency is
received by another agency in connection
with the transaction of official business, the
receiving agency shall maintain the
confidentiality or sensitivity of the
information in accordance with the conditions
imposed by the providing agency |

 This provision appears to be generally applicable to
all electronic transactions in which the state is involved.
Perhaps it should be moved to reflect this,

* This section also appears to be generally applicable. ‘

18 This Section governs the confidentiality of sensitive
information sent from one government agency to
another. While this is an important issue, it seems like
an inappropriate suby ect for these rules governing the
use and acceptrance of eiectronic records and electronic
signatures -- i.e, I presume that the obligation of the
TECRIVITY agency 1o keep sensiive Information
confidertial applies equally to paper asto electronic
records. The only issue, it would appear, is what
provedures must be put In place to keep electronic
regords {as opposed o paper records) secure and
confidential,. While the procedures may differ between
paper and electronic records, it may not be necessary
for those issues to be addressed in these myles..
Alternatively, such issues relating to confidentiality of
sensitive information are generally applicable to all
electronic communications in which the state is
involved, and should not be limited to electronic
communications involving digital marks,




4.5.d. Information security and
audit controls shall be incorporated into new
systems. 2

4 5.e. Online banner screens, if
used, shall contain statements to the effect
that unauthorized use of the system is
prohibited, and that violators will be subj ect

. . I
to criminal prosecution

4 .6. For filings involving financial
transmissions or financial liability, an agency
may establish dollar limitations on the
amount of a transaction for which a digital
mark will be accepted.

§153-30-5. Requirements for Acceptance of
Digitized Signatures

5.1. In order to assure the ease of use of
digitized signatures between agencies, and
between other persons and agencies, the state
shall adopt a uniform system for digitized
signature acceptance using a single software
provider™.

"7 This section is also generally applicable to all state

electronic communications. Moreover, the provision is
50 general and broad as to appear to be of little value.

*® This provision also appears to be one of general

1gnature apceptance using a smgle software provider

appears te be relevant only for those instances in which
something more than a digitized image of a signature 1
required - e.g . applications whereip a digitized
signature is automatically compared to a database of

digitized signatures or signature dynamics elements for
verification of identity purposes. or applications
wherein the digitized signature is linked to the message
i g rovivier sech that i the messdage or Sigreture is
altered the signature will be invalidated. There are,
howsver, presamabiy Pamerons siiations whersis
digitized sipnatures woutd be am dbbwtabie substitute
for a bandwritten sgpature, but which doooet othernise
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5.2. The Information Services &
Communications Division of the Department
of Administration shall initiate a procurement |
process to identify and obtain the appropriate
software.

5.3. The agency shall establish security
procedures as provided in subsection 4.5. of
this rule. |

§153-30-6. Requirements for Acceptance of
Digital Signaturesm

6.1. The Secretary of State, pursuant to
legislative rule as required by West Virginia
Code §39-5-4, shall establish a certification
authority for the registration and issuance of

reguu’e the hlgher level of securlty aﬁorded by the

numerous state transacnons ( such as aDDlvmfz fora
Festriomer o ot Boerrsed wheee o stormabane is regoingd
but there is normally no need for firrther verifteation of
identify. In such cases presumably any svstem that
would attach a digitized signature is sufficient. Or
putting it another way, requiring a single unified

digitized signature sofiware product assumes a level of
security that may not be required in all cases.

Requiring a single source of digitized signature

sofiware aiso, presumabiy, requires persons signing
such electronic records to make an investment in the
e o thetr end, which presumably males # mweh

20 This section ignores numerous issues that should be
addressed before the state is going to accept digital
signatures. Addressing those issues requires a
fundamental determination as to whether the intent of
the section is only to t digi i ments
that can be verified by a certificate issued by the state

ification authority, or whether the state is willing to
accept digitally signed documents verified by
certificates issued by private certification authorities so
long as they meet certain requirements or are otherwise
authorized or certi the .




certificates to subscribers for the use of digital

signatures

6.2. An agency which agrees to accept a
digital signature in connection with an
electronic filing shall obtain, install and test
the essential software prior to giving notice of
the intent to accept digital signatures.

6.3. Any person who becomes a
subscriber to the certification authority
maintained by the Secretary of State and who
maintains an authorized key pair shall be
authorized to use a digital signature on any
electronic document which the agency agrees
to accept. 2

§153-30-7. Requirements for Acceptance of
Other Forms of Electronic Signatures

7.1. When an agency desires to accept a
newly developed form of electronic signature
not specifically listed in the definition of
electronic signature contained in this rule, the
agency shall apply to the Chief Technology
Officer for authority to accept the electronic
signature.

7.2. To be acceptable as an electronic
signature, the technology shall:

Nyisn intent of thi iof,
his e that the igital
i it canbe reference to a
cemﬁcgﬂgsxed by the certification authority
establi ate? Alternatively. is this section
m ire th li of a stat

certification authority only for purposes of issuing

ertificates to state emplovees and state agents to veri

signatures they create when communicating to others?

% 1 am not_sure that this section is appropriate. Just
becmse I have obtgmed cemﬁcate from the state

document Ihe ;a,gengz agreesto accept.
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72.1. Allow the receiving agency to
determine the identity of the sender 2

7.2.2. Allow the receiving agency to
determine whether the message received has
been altered en route or is incomplete #

7.2.3. Ensure that the sender cannot
falsely deny sending the message nor falsely
deny 1ts content.

7.3. The agency shall be responsible for
assuring the security of the filing following its
acceptance.

B gome of the currently existing and authorized forms
of elecironic signature do not necessarily aliow the

1eceiving agency to determine the identity of the sender
MQEMWM ook lﬂre an

un le seribble, and i
determine the identity of the signer. Thus, imposing
this requir new forms of FONnic s I

ay not be appropriate. This d be discus
further,
24 A5 with the issue raised in the prior footnote, there is
no currently existing requirement that acc e

electronic signatures alfow the receiving agency to

determine whether the mess_age received has been
alt in ig ’ definition of a
ipient ine

ature does all

about whether the mesgg - € is :mlge gz long as “

what ig F isthe as what was digitall
Si Other forms of electr ic si ch
igitized si es and digital marks do not, b

definition. provide information regarding alteration
or completeness. Thus, it appears inapptopriate to
impose this requirement on new forms of electronic
signature.

25 As with the prior two footnotes, this requirement
does not appear with respect to other forms of
; i

|




