Do not mark in this box

Filing Date
WEST VIRGINIA FilEn
SECRETARY OF STATE |

KEN HECHLER “iP3 Zug 1 9g

ADMINISTRATIVE LAW DIVISION OrFi o e s
Form #1 SECRETALY UF STATE

—— A E— — — — — — — —r . P et SNy e — — — — — — — — —— —— A a—

Effective Date

Septembe 14,1795

NOTICE OF AN EMERGENCY RULE

AGENCY:  Secretary of -State TITLE NUMBER: 153

CITE AUTHORITY ;__ W- Va. Code §39-5-4

EMERGENCY AMENDMENT TO AN EXISTING RULE: YES O NO &

IF YES, SERIES NUMBER OF RULE BEING AMENDED:

TITLE OF RULE BEING AMENDED: _

IF NO, SERIES NUMBER OF RULE BEING FILED AS AN EMERGENCY: 30

TITLE OF RULE BEING FILED AS AN EMERGENCY:__ Use of Electronic

Signatures by State Agencies

THE ABOVE RULE IS BEING FILED AS AN EMERGENCY RULE TO BECOME
EFFECTIVE AFTER APPROVAL BY SECRETARY OF STATE OR 42ND DAY
AFTER FILING, WHICHEVER OCCURS FIRST.

THE FACTS AND CIRCUMSTANCES CONSTITUTING THE EMERGENCY ARE

AS FOLLOWS:
Use additional sheets if necessary /?j% 3592 ?: |:9
- / % .

$(,.80




The facts and circumstances requiring promulgation of an emergency rule are as follows:

The Legislature indicated its mandate for early implementation of the agency use of electronic
signatures through its delegation of authority to promulgate emergency rules. Several state
agencies are now poised to begin implementation of agency use of electronic signatures, with
significant immediate cost savings to the state. However, without the emergency rule,
development cannot begin before April, 1999.



DATE: September 3, 1998

TO:

LEGISLATIVE RULE-MAKING REVIEW COMMITTEE

FROM: Secretary of State

EMERGENCY RULE TITLE:

1.

2.

Date of Filing September 3, 1998

Statutory authority for promulgating emergency rule:

§39-5-4

Date of filing of proposed legislative rule: August 3, 1998

Does the emergency rule adopt new language or does it
amend or appeal a current legislative rule?

—Same as proposed legislative rule

Has the same or similar emergency rule previously been
filed and expired?

No

State, with particularity, those facts and circumstances
which make the emergency rule necessary for the immediate
preservation of public peace, health, safety or welfare.

N/A

Use of Electronic Signatures by State Agencies



If the emergency rule was promulgated in order to comply
with a time 1limit established by the Code or federal
statute or regulation, cite the Code provision, federal
statute or requlation and time limit established therein.

The Legislature specifical i ion
- signatures as soon_as possible.

State, with particularity, those facts and circumstances
which make the emergency rule necessary to prevent sub-
stantial harm to the public interest.

N/A




Statement of Purpose

A

The purpose of this rule is to allow state. county and municipal agencies to use electronic
signature technology with sound security controls to replace manual signatures on documents.
This technology will encourage electronic transactions within and among agencies and between
the general public and governmental agencies and reduce cost and delays. The rule establishes
procedures. notice and security requirements for agencies desiring to accept various types of
electronic signatures. It also provides for the method for selection of a uniform digitized

signature application to prevent the acquisition of incompatible sottware by different agencies.



Statement of Circumstances

Efficient governmental action is essential to a strong economy and effective service o
citizens. Electronic signatures. with proper security controls. can allow for electronic
commerce. speed interactions between agencies. reduce expensive paper transfers of information.
and improve service to citizens. Procedures for agencies to identify appropriate transactions for
electronic filing. give notice to citizens. and implement the necessary security controls will allow

this technology to be implemented effectively.



APPENDIX B

FISCAL NOTE FOR PROPOSED RULES
Rule Title: U

SE oF ELECTRONIC SIGNATURES BY STATE AGENCTIES
Type of Rule:; x Legislatyiye Interpretive Procedura)
Agency ECRETARY OF STATE/AUDITOR
Addresgg . BLDG. , -

3. objectives Of these Tules;
Objectives include; imi
reductjop i



Rule Title: USE OF ELECTRONIC SIGNATURES BY STATE AGENCIES

. Explanation of Overall Economic Impact of Proposed Rule.
A, Economic Impact on State Government.
Long term savings from increased efficiency.
B. Economic Impact on Political Subdivisions; Specific
Industries; Specific groups of Citizens.

Bfneficial economic impact resulting from enhanced business
climate.

c. Economic Impact on Citizens/Public at Large.

Date: June 30, 1998

Signature of Agency Head or Authorized Representative
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Use of Electronic Signatures by State Agencies

§153-30-1. General

1.1. Scope. -- This legislative rule
establishes the requirements for state agencies
intending to use or accept electronic
signatures on filings and other messages in
electronic form which require the signature of
an authorized person.

1.2, Authority. -- W. Va. Code §§ 39-5-4.
1.5. Filing Date. --
1.4. Effective Date. --

§153-30-2. Definitions

2.1. "Agency” includes any state. county
or municipal office, department. division.
bureau. board. commission, public
corporation or other governmental entity
created by the State Constitution. statute. rule
or execurive order.

2.2, "Authorized officer" means the
elected or appointed official, or a designee,
who has authority to act on behalf of the
agency.

2.3. "Electronic signature" means any
identifier or authentication technique attached
to or logically associated with an electronic
record that is intended by the person using it
to have the same force and effect as a manual

signature. Electronic signatures include. but
are not limited to:

2.3.a. A "digitized signature" which
consists of a handwritten signature entered on
a recording device utilizing electronic
recording software which simuitaneously
converts the image created to a digital record
and attaches it to the electronic document to
which it relates:

2.3.b. A "digital mark" which consists
of an electronic code indicating approval or
confirmation which is entered into a protected
digital record following access protocols
which identify the user and require a
password, personal identification number.
encrypted card or other security device which
restricts access to one or more authorized
individuals: and

2.3.c. A "digital signature” which
consists of a message transformed using an
asymmetric cryptosystem so that a person
having the initial message and the signer's
public key can accurately determine whether
the message was created using the
corresponding private key, and whether the
message has been altered since the message
was transformed.

2.4. "Accept an electronic signature"
means to accept an electronic record which
requires the signature of an authorized person
when that electronic record contains an



electronic signature in lieu of an original
signature.

2.5. "Electronic" means electrical. digital.
magnetic. optical. electromagnetic. or any
other technology that is similar to these
technologies.

2.6. "Electronic record" means a record
generated. communicated, received. or stored
by electronic means.

2.7. "Record" means information that is
inscribed on a tangible medium or that is
stored in an electronic or other medium and is
retrievable in perceivable form, which
includes an official record. including but not
limited to a message, document, form. return
or other instrument which is transmitted
electronically from an authorized officer or
other person to an agency to meet the
requirements of law or to execute an essential
transaction. An informal communication will
not be considered an electronic record for
purposes of this rule.

§153-30-3. Agency Use of Electronic
Records and Electronic Signatures
Generally.

3.1. Each agency shall determine if, and
the extent to which. it will send and receive
electronic records and electronic signatures to
and from other persons and otherwise create,
use, store, and rely upon electronic records
and electronic signatures.

3.2. In any case where an agency decides
to send or receive electronic records, or to
accept document filings by electronic records,
the agency may, giving due consideration to
security, specify:

3.2.a. The manner and format in
which such electronic records must be
created. sent. received. and stored:

3.2.b. If such electronic records must
be signed. the type of electronic signature that
is required or acceptable, the manner and
format in which such signature must be
affixed to the electronic record, and the
identity of. or criteria that must be met by,
any third party used by the sender of the
electronic record to facilitate the process;

3.2.c. Control processes and
procedures as appropriate to ensure adequate
integrity. security, confidentiality, and
auditability of such electronic records: and

3.2.d. Any other required attributes
for such electronic records that are currently
specified for corresponding paper documents,
or reasonably necessary under the
circumstances.

3.3. Whenever any rule of law requires or
authorizes the filing of any information.
notice. lien. or other document or record with
any agency. a filing made by an electronic
record shall have the same force and effect as
a filing made on paper in all cases where the
agency has authorized or agreed to such
electronic filing and the filing is made in
accordance with applicable rules or
agreement.

3.4. Subject to prior notice by the
receiving agency, submission of an electronic
record containing an electronic signature
record constitutes an agreement by the sender
to accept equivalent electronic signature types
on return or corresponding electronic records
related thereto.



§153-30-4. Agency Procedures for
Adoption, Modification or Revocation of
Electronic Signature Acceptance

4.1. Each agency shall evaluate the types
of records received to determine which
records can be accepted with electronic
signatures, and which form of electronic
signature meets the security requirements of
the specific transaction.

4.1.a. Anelectronic record which
requires the signature of a person under oath
before an authorized official or with the
acknowledgment of a notary public may not
be accepted with an electronic signature prior
to the authorization in law of an electronic
attestation.

4.1.b. An electronic record which
requires the signature of a person under a self-
executing oath may be accepted with a digital
signature or other electronic signature which
is encrypted, capable of verifying the identity
of the signer and discerning any alteration of
the message since transformation.

4.2. An agency may accept an electronic
record containing an electronic signature only
after complying with the procedural
requirements of this rule.

4.3. For each type of electronic record on
which an agency is willing to accept an
electronic signature in satisfaction of a legal
signature requirement, the agency shall
publish a notice which shall specify:

4.3.a. the name of the agency
authorizing use of the electronic record;

4.3.b. a description of the type of
electronic record;

4.3.c. the type or types of electronic
signature which will be accepted on the
record;

4.3.d. adescription of any restrictions
on who may electronically sign the record:

4.3.e. the date that the electronic
record with an electronic signature will first
be accepted;

4.3.f. specifications for any
procedures or technology that must be used to
create. communicate. or store the electronic
signature; and

4.3.g. the name of one or more
contacts within the agency who can provide
additional information. along with the
address. telephone and/or e-mail address of
the contact person.

4.4. An agency subject to the
Administrative Procedures Act, West Virginia
Code Chapter 29A-1-1 et seq., shall comply
with the notice requirements of section 4.3
prior to acceptance of electronic signatures
on electronic records, as follows:

4.4.a. When an agency intends to
accept electronic signatures on electronic
records sent to or received from employees
within the agency or within the department of
which the agency is a subdivision. the
authorized officer shall give notice as required
by section 4.3 to the appropriate personnel.

4.4.b. When an agency intends to
accept electronic signatures on electronic
records received from other agencies outside
the receiving agency's department, the agency
shall give notice as required by section 4.3, at
least thirty (30) days before first acceptance,
to the Information Services and
Communications Division of the Department
of Administration (IS&C). The IS&C shall



maintain a database of the agencies and the
specific information provided for each type of
record.

4.4.c. When an agency intends to use
or accept electronic signatures on electronic
records received from a person acting on his
or her own behalf, or from a person acting on
behalf of an entity not subject to the
Administrative Procedures Act, the agency
shall give notice as required by section 4.3, at
least thirty (30) days prior to first acceptance,
by publication in the State Register.

4.4.d. The agency shall make
available a summary of technical or
procedural information to assist persons
desiring to file electronically and utilize
electronic signatures.

4.5. An agency not subject to the
Administrative Procedures Act, including
county and municipal agencies, shall comply
with the notice requirements of section 4.3
prior to its use or acceptance of electronic
signatures on electronic records as follows:

4.5.a. When an agency intends to use
or accept electronic signatures on electronic
records received from employees within the
agency or within the governmental entity of
which the agency is a subdivision, the
authorized officer shall give notice as required
by section 4.3 to the appropriate personnel.

4.5.b. When an agency intends to use
or accept electronic signatures on electronic
records received from a person acting on his
or her own behalf, or from a person acting on
behalf of an entity other than the
governmental entity of which the agency is a
subdivision, the agency shall give notice as

required by section 4.3 . at least thirty (30)
days prior to first acceptance. by publication
as a Class I legal advertisement in a qualified
newspaper published in the municipality or
county where the principal office of the
agency is located.

4.6 Anagency may modify, suspend, or
terminate the acceptance of the electronic
signatures following the same procedures as
required in this section for adoption, provided,
that:

4.6.a. Notice must be given as
required at least on hundred twenty (120) days
prior to the termination of acceptance of a
type of electronic signature: and

4.6.b. In an emergency which
prevents the acceptance of the electronic
signature, an agency may suspend acceptance
of electronic signatures and require filings and
signatures be provided on paper. Reasonable
notice shall be provided.

4.7. Nothing in this rule shall be
construed to require an agency to accept
electronic signatures in lieu of written
signatures.

4.8. Nothing in this rule shall be
construed to allow an agency, without the
specific authority of statute. to require a
person acting on his or her own behalf, or a
person acting on behalf of an entity other than
a governmental entity to use an electronic
signature in order to complete an essential
filing.

4.9. All agencies shall have authority to
enter into agreements with other agencies
relating to the use and acceptance of



electronic signatures on electronic records
communicated between those agencies.

§153-30-5. Requirements for Acceptance
of Digital Marks

5.1. An agency which intends to accept
digital marks shall establish, at a minimum.
the security measures and procedural
requirements as provided in this section.

5.2. The agency shall establish a secure
registry of persons authorized to sign filings
and records, or shall utilize a secure registry
for verification of the identity of the signer.

5.2.a. A person who desires to
become authorized to file with the agency
using a digital mark shall file with the secure
registry a signed statement verifying that he
or she:

5.2.a.1. Will not share with any
other person the password, code or other
security key required for use of the mark:

5.2.a.2. Agrees that the use of the
mark represents confirmation of a record:

5.2.a.3. Agrees to notify the
agency immediately once he or she becomes
aware that the security key is compromised:
and

5.2.a.4. Understands that the
provisions of West Virginia Code §61-3C-10
prescribes the penalties for the unauthorized
disclosure of a password, identifying code,
personal identification number or other
confidential security information.

5.2.b. An authorized person shall be
issued an identifying number which shall be
entered into the registry, along with the date
of authorization.

5.2.c. The appropriate administrator
shall revoke the access privileges of the
authorized person upon termination of
authority.

5.3. Each authorized person shall utilize a
unique number, password or other personal
authorization which shall be encrypted and
which shall indicate the approval of the
person.

5.4. The size, frequency of required
changes and other elements of the security
code shall meet state or agency security
policies. if any are in effect. Ifno policy has
been adopted, the elements of the security
code shall meet generally acceptable
standards for password security.

5.5 The agency shall establish the
necessary computer hardware and software
security, consistent with current generally
acceptable standards for secure transactions.
to prevent alteration of the electronic filing
and to assure protection of the security key.,
and shall document those features and
measures in place.

5.5.a. Information resources shall be
protected by use of access control systems.
Access control systems can be either internal
(passwords, encryption, access control lists.
constrained user interfaces) or external (port
protection devices, firewalls, host-based
authentication).



5.5.b. Rules for access to resources
(including internal and external
telecommunications and networks) shall be
established by the information/application
owner or manager who is responsible for the
resources.

5.5.c. When confidential or sensitive
information from one agency is received by
another agency in connection with the
transaction of official business, the receiving
agency shall maintain the confidentiality or
sensitivity of the information in accordance
with the conditions imposed by the providing
agency.

5.5.d. Pursuant to state security
policy. information security and audit controls
shall be incorporated into new systems.

5.5.e. Online banner screens, if used,
shall contain statements to the effect that
unauthorized use of the system is prohibited.
and that violators will be subject to criminal
prosecution.

5.6. For filings involving financial
transmissions or financial liability, an agency
may establish dollar limitations on the amount
of a transaction for which a digital mark will
be accepted.

§153-30-6. Requirements for Acceptance
of Digitized Signatures

6.1. In order to assure the ease of use of
digitized signatures between agencies, and
between other persons and agencies, the state
shall adopt a uniform system for digitized
signature acceptance using software which
meets interoperability standards, as defined by

the Information Services & Communications
Division of the Department of Administration.

6.2. The Information Services &
Communications Division shall initiate a
procurement process to identify and obtain the
appropriate software. User agencies shall be
responsible for the costs of software.

6.3. The agency shall establish security
procedures as provided in subsection 5.5. of
this rule.

§153-30-7. Requirements for Acceptance
of Digital Signatures

7.1. The Secretary of State. pursuant to
legislative rule as required by West Virginia
Code §39-5-4, shall establish a certification
authority for the registration and issuance of
certificates to subscribers for the use of digital
signatures. as provided in CSR 153-31.

7.2. An agency which agrees to accept a
digital signature in connection with an
electronic filing shall obtain. install and test
the essential software prior to giving notice of
the intent to accept digital signatures.

7.3. Any authorized officer or other
authorized person who becomes a subscriber
to the certification authority maintained by the
Secretary of State and who maintains an
authorized key pair shall be permitted to use a
digital signature on any electronic document
which the agency agrees to accept.

§153-30-8. Requirements for Acceptance
of Other Forms of Electronic Signatures

8.1. When an agency desires to accept a
newly developed form of electronic signature



not specifically listed in the definition of
electronic signature contained in this rule, the
agency shall apply to the Secretary of State
for authority to accept the electronic
signature.

8.2. To be acceptable as an electronic
signature, the technology shall:

8.2.1. Allow the receiving agency to
verify the identity of the sender.

8.2.2. Allow the receiving agency to
determine whether the message received has
been altered en route.

8.3. The agency shall be responsible for
assuring the security of the record following
its acceptance.
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Use of Electronic Signatures by State Agencies

§153-30-1. General

1.1. Scope. -~ This legislative rule
establishes the requirements for state agencies
intending to use or accept electronic
signatures on filings and other messages -

~zoromie :orm which require the signature of
an authorized person.

L2, Authority. -- W. Va. Code §§ 39-5-4.
1.3. Filing Date. --
1.4. Effective Date. -

§153-30-2. Definitions

2.1. "Agency" includes any state, county
or municipal office, department, division,
bureau, board, commission, public
corporation or other governmental entity
created by the State Constitution, statute, rule
or executive order.

2.2. "Authorized officer" means the
elected or appointed official, or a designee,
who has authority to act on behalf of the

agency.

2.3. "Electronic signature” means any
identifier or authentication technique attached
to or logically associated with an electronic
record that is intended by the person using it
to have the same force and effect as a manual
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signature. Electronic signatures include, but
are not limited to:

2.3.a. A "digitized signature" which
consists of a handwritten signature entered on
arecording device utilizing electronic
recording software which simultancously
converts the image created to a digital record
and attaches it to the electronic document to
which it relates;

2.3Db. A "digital mark" which
consists of an electronic code indicating
approval or confirmation which is entered
into a protected digital record following
access protocols which identify the user and
require a password, personal identification
number, encrypted card or other security
device which restricts access to one or more
authorized individuals; and

2.3.c. A "digital signature" which
consists of a message transformed using an
asymmetric crypto-system so that a person |
having the initial message and the signer's
public key can accurately determine
(A} whether the message was created using l
the corresponding private key, and
(B) whether the message has been altered
since the message was transrormed.

2.4. "Electronic filing" means an official
record, including but not limited to a
message, document, form, return or other
instrument which is transmitted electronically



from an authorized officer or other person to
an agency to meet the requirements of law or
to execute an essential transaction. An
informal communication will not be
considered an electronic filing for purposes of
this rule.

2.5. "Accept an electronic signature"
means to accept an filing— - iactronic record!
which requires the signature of an authorized
person when that filiag- electronic record
contains an electronic signature in lieu of an
original signature.
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§153-30-3. Agency Procedures for
Adoption, Modification or Revocation of
Electronic Signature Acceptance

3.1. Each agency shall evaluate the types
of o..cirenic filings records i smicicares
4SING ¢r accesning reeerved to determine
which : crronic records filiags can be yseq
.t accepted with electronic signatures, and
which form of electronic sighature meets the
security requirements of the specific
transaction.

3.1la. Aa z:ectronic record filing
which requires the signature of a person under
oath before an authorized official or with the
acknowledgment of a notary public may not
be accepted with an electronic signature prior
to the authorization in law of an electronic
attestation.

3.1b. Az scrromie recordfiling
which requires the signature of a person under
a self-executing oath may be accepted with an
electronic signature [only if a digital signature
is used.]
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3.2. An agency may accept = : rrironen
record >filing containing - =—zawai
~sher-electronic signature only after
complying with the procedural requirements

of this rule.

2.3. For each type of electronic record on
which an agency is willing to accept an
electronic signature in satisfaction of a legal

signature requirement. the a shall

—L—Cl.%__ge_nj'_
publish a netice which shall specify: (1) the
name of the agency authorizing use of the

electronic record . (2) a description of the
type of electronic record. (3) the type or types
of electronic signature which will be accepted
M such record, (4) a description of any
restrictions on who may e!scrroniesiiv <ian
cn racord, (5) the date that - -h electronic

record with an electronic signature will first

be accepted, (6) specifications for any
procedures or technology that must be used to

create, communicate, or store such electronic

signature, and (7) the name of one or more

contacts within the agency who can provide
additional information, along with the
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address, telephone and/or e-mail address of
the contact person.

--4. An agency subject to the
Administrative Procedures Act, West Virginia
Code Chapter 29A-1-1 et seq., shall comply
with the fellewing notice requirements of
section ;.3 priorto s usa® or acceptance of
electronic signatures -~ 2iccrronie records, as
follows:

3.#=.a. When an agency intends to
1432 ori accept electronic signatures on
electronic recordss sent to or received from
employees within the agency or within the
department of which the agency is a
subdivision, the authorized officer shail give
notice as required by section : > to the

‘appropriate personnel . of-the-types-of filings

3.4#=b. When an agency intends to

use or accept electronic signatures on
clectronic records exfilines received from
other agencies outside the receiving agency's
department, the agency shall give notice in

i 6 as required by section 3 3,
at least thirty (30) days before first
acceptance, to the Information Services and
Communications Division of the Department
of Administration (IS&C). The IS&C shall
maintain a database of the agencies and the
specific information provided for each type of
filing.

* As originaiiv wnitten, this Section ASSUMES 3 one-way
gommupicatign -- . 2 . it is concerned with electronic
Signatures on Mhiws subtmited 1o S Agery i says

nothing abour ejectronic signatures on messages sent by

the agency 1o orhers. Sineo Secrinn 3884/ 2} recmireg
the Secretary of Stare and the state auditor 1o propose
niles "ro facilitare the use of electronic sionatres”

This presumably impiies both seadine and receivin

electronicallv siened documents.




3.i2.c. When an agency intends to
use or accept electronic signatures on
electronic filirgs records received from
person acting on his or her own behalf, or
from a person acting on behalf of an entity
not subj ect to the Administrative Proccdures
Act, the agency shall glve notice =

as requested by section 3.3, at least thlrty (30)

days prior to first acceptance, by publication
in the State Register.

3.—=.ed. The agency shall make
available a summary of technical or
procedural information to assist persons
desiring to file electronically and utilize
electronic signatures.

3.5+, An agency not subject to the
Admuustranve Procedures Act, including
county and municipal agencies, shall comply
with the fellewing notice requirements of
section > ° prior to jts use or acceptance of
electronic signatures on electromic records as
follows:

3.34.a. When an agency intends to
use or accept electronic signatures on
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electronic filings records received from
employees within the agency or within the
governmental entity of which the agency is a
subdivision, the authorized officer shall give
notice as required by section - : to the

iappropriate personnel.; of the-wrpes-effilines
I ok il o

3.54b. When an agency intends to
use or accept electronic signatures on
electronic records received from a person
acting on his or her own behalf, or from a
person acting on behalf of an entity other than
the governmental entity of which the agency
is a subdivision, the agency shall give notice
as required by section > © afwsinzast at least
thirty (30) days prior to first acceptance, by
publication as a Class I legal advertisement in
a qualified newspaper published in the
municipality or county where the principal
office of the agency is located.

1
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3.6% An agency may modify. _spend. or
terminate the acceptance of the electronic
signatures following the same procedures as
required in this section for adoption,
provided, that:

3.65.a. Cxreptm the cose of an
emergency caused bv the raliurs or computer
hardware. software. or communication
svstems. Notice must be given as required at
least on hundred twenty (120) days prior to
the termination of acceptance of a type of
electronic signature; and

3.65.b. In an emergency caused by
the failure of the computer hardware,
software, or communication systems required
for the acceptance of the electronic signature,
an agency may require filings and signatures




be provided on paper v thour rrior cence

AER IR

3.7 Nothing in this rule shall be
construed to require an agency to accept
electronic signatures in lieu of written
signatures.

3.5=. Nothing in this rule shall be
construed to allow an agency, without the
specific authority of statute, to require 152 use
T zizcrronic racords and e!ecvomc sigmatures

iy (\;-‘ manor

THtry txl\..l CPIre> e Tea— —.Jv‘vllull\uillhl o

sessrEateastara-in order to complete an
essential filing.

3.2-. All agencies shall have authority to
enter into agreements "t orner cosnuiy
relating to the use and acceptance of
electronic 51gnatures on electronic

recordsmessas HRYS communicaied
between those agencies.

§133-30-4. Requirements for Acceptance of
Digital Marks

4.1. An agency which intends to accept
digital marks shall establish, at a minimum,
the security measures and procedural
requirements as provided in this section.

42. The agency shall establish a secure
registry of persons authorized to sign filings
and records, or shall utilize a secure registry
for verification of the identity of the signer.2

® Thi ion $ to com 1
identity”™ of i what js i
. Also w intains thi i wh

the miles goveming their performance? See, for
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42.a. When an agency maintains its
own registry, a person who desires to become
authorized to file with the agency using a
digital mark shall file a signed statement
verifying that he or she:

42.a.1. Will not share with
any other person the password, code or other
security key required for use of the mark;

42.a2. Agreesthatthe use of
the mark represents approval and agreement
to the contents of a filing—;

4.2.a3. Agreesto notify the
agency immediately if he or she becomes
aware that the security key is compromised—:
and

4.2.a4. Understands that the
provisions of West Virginia Code §61-3C- 10

erning the entity maintaini digital certificat
[EPOSItOry.
romacrnrsmgthor s usanr s manees

Ioresents ARProval SNa COIeementsIo fra o, Stanre
Ling. omay. Tor examnle, 1naicate simnec cm s - e
“IOrmanon Contaes N [N ANCUMET nNg 0 ten

SHOLE T T2 MRrsen SonT Ing ot smmans

Zice [INguen). rthal the COntents O tha qooment
o2 HEME proviged By e Srmer (€ o oo Inaestion of

TUrcel out WIthout anv evidence of anprowal o-
STESTRENT 10 TR COnIents  Agocraimmy, Tt s o
1S 3eChigN SOpear To oo much e toon 1
--w-rmnmp tor ol Cvrg;mq-pnraq

_This secron raises a controversiai 1S5 witn rasnect
13 1Nhe eniigations of an individuat (parrauiariv 3
sonsumer) to provide notice that a security kev. private
agv, PIN number, of other sipnature device has besn
sompromised. 25 welt as such person's Habitity fortoe
snsuthonizes use of thar seevriry device followine
compromise. s currently written, this section couid
>reate an implication that failure 1o compiv with irs

zerms g ¢ 10 notify the agency immediatelv upan
secoming aware of a compromise) exposes the

:ndividual to liability for unauthorized use of the




prescribes the penalties for the unauthorized
disclosure of a password, identifying code,
personal identification number o+ other
confidential security information.

42b. An authorized person shall be
issued an identifying number which shall be
entered into the registry, along with the date
of authorization.

4.2.c. The appropriate administrator
shall revoke the access privileges of the
authorized person upon termination of
authority.

4.3. Each authorized person shall utilize a
unique number, password or other personal
authorization which shall be encrypted and
which shall indicate the approval of the
person.

4.4. The size, frequency of required
changes and other elements of the security
code shall meet state or agency security
policies, if any are in effect. If no policy has
been adopted, the elements of the security
code shall meet generally acceptable
standards® for password security.

4.5 The agency shall establish the
necessary computer hardware and software
security, consistent with current generally
acceptable standards for secure transactions,
to prevent alteration of the electronic filing
and to assure protection of the security key,
and shall document those features and
measures in place 12

12 Do such standards exig?
Perhaps it should bg moved in order to make this clear.
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4.5.a. Information resources shall
be protected by use of access control systems.
Access control systems can be either internal |
(passwords, encryption, access control lists,
constrained user interfaces) or external (port
protection devices, firewalls, host-based
authentication).* I

4.5b. Rules for access to resources
(including internal and external
telecommunications and networks) shall be
established by the information/application
owner or manager who is responsible for the
resources. 2 |
4.5.c. When confidential or
sensitive information from one agency is
received by another agency in connection
with the transaction of official business, the
recerving agency shall maintain the
confidentiality or sensitivity of the
information in accordance with the conditions
imposed by the providing agency — |

M rovision t er. licable t

lectronic ir ions in which the state is involv

Perhaps it should be moved to reflect this.
 This secrion also appears to be generally applicable, '

This veumen - vverpe rne conmddenniniite c- siparve
NIOTMAIIon sa5i [TOM one yovernment aLency 1o
another. While this is an important 1ssue, i seems like
an inappropriate subject tor these ruies eoverning the
use and acceptance of electronic records and eiecrronic
signatures -- « ¢ [ presume thar the oblizarion of the
TECEIVINY agency 10 keep semsitive informarion
confidential appiies equaily to paper as to eiectronic
records. 1oz oniy isme, T would sppear, is whar
procedures must be pur in place 1o keep elecromc
records {as opposed to paner records) cecure and
confidential. While the procedures may differ between
naper and electronic records. it may not be necessarv
for those issies to be addressed in these mules.
sensitive informatjon are generally applicable to all
involved, and should not be limited to electronic




4.5.d. Information security and
audit controls shall be incorporated into new
systems. 2

4.5.e. Online banner screens, if
used, shall contain statements to the effect
that unauthorized use of the system is
prohibited, and that violators will be subject
to criminal prosecution 2

4.6. For filings involving financial
transmissions or financial liability, an agency
may establish dollar limitations on the
amount of a transaction for which a digital
mark will be accepted.

§153-30-5. Requirements for Acceptance of
Digitized Signatures

5.1. In order to assure the ease of use of
digitized signatures between agencies, and
between other persons and agencies, the state
shall adopt a uniform system for digitized
signature acceptance using a single software
provider-—".

" This section is aiso generally applicable 1o all state
ni

electroni¢ ¢o igns. Moreover, the provision i

so general and broad as to appear to be of little value.

*® This provision also appears to be one of general

™ b -, Fimrrryr 2Ty Far e
a T Ao o +y 2
T el I & UTITOrmY SV S AT For 1T

=gnature acceptance using a single sofiware provider
npears 1o be relevant only for those ingancas in which
something more than a digitized image o a SIZNAnre is
required -- e g applications wherein a digitized
semature is automatically compared to a database of

sigitized signatures or signature dvnamics elements for
venfication of'identity purposes. or applicanons
wherein the digitized signature is linked to the message

in 4 manmer such that if the messige or signamire is

_ttered the 51gnature will be mvaudated There are,
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5.2. The Information Services &
Communications Division of the Department
of Administration shall initiate a procurement
process to identify and obtain the appropriate
software.

5.3. The agency shall establish security
procedures as provided in subsection 4.5. of
this rule. |

§153-30-6. Requlrements for Acceptance of
Digital Signatures® I

6.1. The Secretary of State, pursuant to
legislative rule as required by West Virginia
Code §39-54, shall establish a certification
authority for the registration and issuance of

Tequire tne ygher tever or sacurry 1 Yordea by the
QIMETOINg examphey T ¢ umnie Cere ure Cresimaniv
QUIMErCus y1a:e IFaNsger:ons (SUCH 43 ¢ Topiving 1or g
Sehme orm !

:-v‘aﬁr"rnwamq T 74 Tarn
P ol il L RSOV A a.,uh\.u.

bt there 1s mormathy To et ror further v encation of

TAanrifs T iyran an @i cmaormaniy e o zsm rhat

B Dot~ 10 Rl PP

Agouinny o swe seurz: s fisinzeg sonoiure
SOITWATE WSO, PrESUMmEr .y, [o0uIres Dersons Sumng
ach elacironic recorss T2 make an mvestment in the
LI UTESUEOY IS 1L ITHICT

.,J“.\\ gle ol L ‘h = ..I -

MQIe SiThcu 737 102 122 10 cnanee crokizen svgem
afrernre oro ..iuczs LIsEmmarty

* This section ignores numerous issues that should be
i a digital

ssed before th elis

Signatures. Addressing those issies requires a

n al determination as to whether the int f
n i onl digi s m
eV 3 certifi issued by th
ion ity. or whether th is willin

Mﬂgﬁmwm&m
ifi i ifi thoriti
1 in r s or are oth
hon r certr th




certificates to subscribers for the use of digital
. o)
signatures !

6.2. An agency which agrees to accept a
digital signature in connection with an
electronic filing shall obtain, install and test
the essential software prior to giving notice of
the intent to accept digital signatures.

6.3. Any person who becomes a
subscriber to the certification authority
maintained by the Secretary of State and who
maintains an authorized key pair shall be
authorized to use a digital signature on any
electronic document which the agency agrees
to accept."‘Z

§153-30-7. Requirements for Acceptance of
Other Forms of Electronic Signatures

7.1. When an agency desires to accept a
newly developed form of electronic signature
not specifically listed in the definition of
electronic signature contained in this rule, the
agency shall apply to the Chief Technology
Officer for authority to accept the electronic
signature.

7.2. To be acceptable as an electronic
signature, the technology shall:

2! It i3 not clear as to the intent of this section. Does

signatures they create whe

fication authority onfy £ iy
centificates to state employees and state agents to verify
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7.2.1. Allow the receiving agency to
determine the identity of the sender 2

7.2.2. Allow the receiving agency to
determine whether the message received has
been altered en route or is incomplete. 2

7.2.3. Ensure that the sender cannot
falsely deny sending the message nor falsely
deny its content 2

7.3. The agency shall be responsible for
assuring the security of the filing following its
acceptance.

inwhh h er‘ed
altered in root or is incomplete. The definition of a

s r ootn hi 1T
i with r forms
i ic 5




