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QUESTIONNAIRE

(Please include a copy of this form with each filing of your rule: Notice of Public Hearing or Comment Period; Proposed
Rule, and if needed, Emergency and Modified Rule.)

DATE: ___JULY 31, 1998

TO: LEGISLATIVE RULE-MAKING REVIEW COMMITTEE

FROMZ(Agency Name, Address & Phone No.) ._..SECRET—A.RX_QF STATE

BLDG. 1, SUITE 157-K

(HARLESTON, WV 25305

LEGISLATIVE RULE TITLE: USE OF DIGITAL SIGNATURES, STATE CFRTTFICATTON

AUTHORITY AND STATE REPOSITORY

1. Authorizing statute(s) citation —W.VA. CODE §39-5-4

2. a.  Date filed in State Register with Notice of Hearing or Public Comment Period:

JULY 1, 1998

b.  What other notice, including advertising, did you give of the hearing?

MEMBERS OF INTERGOVERNMENTAI. TECHNOIOGY COUNCIL., CONSISTING OF

REPRESENTATIVES OF EACH STATE OFFICE OR AGFNCY.

c.  Date of Public Hearing(s) or Public Comment Period ended:

JULY 31, 1998

d.  Attach list of persons who appeared at hearing, comments received, amendments,
reasons for amendments.

Attached X No comments received




e.  Date you filed in State Register the agency approved proposed Legislative Rule
following public hearing: (be exact)

JULY 31, 1998

f.  Name, title, address and phone/fax/e-mail numbers of agency person(s) to
receive all written correspondence regarding this rule: (Please type)

MARY RATLIFF PHONE : 558-6000
SECRETARY OF STATE FAX: 558-0900
BLDG. 1, SUITE 157-K E-MATL: MRATLIFF@SECRETARY.STATE.WV.US

CHARLESTON, W 25305

g.  IF DIFFERENT FROM ITEM ‘P, please give Name, title, address and phone

number(s) of agency person(s) who wrote and/or has responsibility for the contents
of this rule: (Please type)

SAME

If the statute under which you promulgated the submitted rules requires certain findings and
determinations to be made as a condition precedent to their promulgation:

a.  Give the date upon which you filed in the State Register a notice of the time and
place of a hearing for the taking of evidence and a general description of the
issues to be decided.

N/A




Date of hearing or comment period:

N/A

On what date did you file in the State Register the findings and determinations
required together with the reasons therefor?

N/A

Attach findings and determinations and reasons:

Attached N/A




Statement of Purpose

The purpose of this rule is to establish procedures and requirements for a state
certification authority and state repository for maintaining digital signatures for subscribers, to

establish requirements for subscribers to digital signature certificates.



Statement of Circumstances

The Legislature has authorized the acceptance of electronic signatures by state agencies.
The type of electronic signature with the highest level of security is the digital signature, which is
verified electronically upon each use by a certification authority, much as a credit card is verified
by the issuing company. The Legislature provided that the Secretary of State shall serve as the

certication authority, and authorized the Secretary to contract with a private vendor for those

services.



APPENDIX B

FISCAL NOTE4#FOR PROPOSED RULES

Rule Title: Use of digital signatures, state certification authority and state

repository
Type of Rule: X Legislative Interpretive Procedural
Agency Secretary of State
Address . Bldg. 1, Room 157-K

Charleston, WV 25305

1., Effect of Proposed Rule

ANNUAL FISCAL YEAR
INCREAER DECREASE CURRERT T THEREAFTER
|-ESTIMATED TOTAL $ $ $ $ $

COST 30,000 10,000 30,000 30,000
PERSONAL SERVICES
CURRENT EXPENSE 30,000 10,000 | 30,000 | 30,000
REPAIRS &
ALTERATIONS
EQUIPMENT
OTHER

2. Explanation of above estimates:

Cost of digital signature certificates and related software for subscribers
in all state agencies will involve ongoing costs, but those costs should
be offset by other savings.

3. Objectives of these rules:

To promote electronic exchange of documents between state agencies and
between the genmeral public and state agencies.



Rule Title: Use of digital signatures, state certification authority and state

repository
4. Explanation of Overall Economic Impact of Proposed Rule.
A. Economic Impact on State Government.

Longterm savings by replacing expensive manual transactions with electronic
transactions.

B. Economic Impact on Political Subdivisions; Specific
Industries; Specific groups of Citizens.

Costs to local govermment will be voluntary, depending on desire to use;
use should promote economic development.

c. Economic Impact on Citizens/Public at Large.

Same as B.

Date: July 1, 1998

Signature of Agency Head or Authorized Representative




Office of the State Auditor
Building 1, Room W-100
Glen B. Gainer III Charleston, West Virginia 25305 FAX: (304) 558-5200

Telephone: (304) 558-2251

State Auditor Internet: htip://www.wvauditor.com

August 3, 1998

The Honorable Ken Hechler
Secretary of State

Builcling 1, Room 157K
Charleston, WV 25305

Dear Mr. Hechler:

This letter is to memorialize my approval of the filing of Rules 153-30 and 153-
31. [ give my approval, however, with reservation to approach the Legislative Rule
Malzing Review Committee should any matters relating to this rule come to my attention
after my apptoval has been given. I take this step because these rules cover matters of
national importance and are of great consequence to our state. We must endeavor to
incorporate the views of citizens, experts, vendors and others affected there]:)y.

Thank you for your assistance and direction in this matter. If you have any
questions regarding this or any other matters, please do not hesitate to contact me at the
above-referenced address.

Sincerely,

GRGII/lq



TITLE 153 : 3
LEGISLATIVE RULES Chene
SECRETARY OF STATE

SERIES 31 L

L

Use of Digital Signatures, State Certification Authority and State Repository

§153-31-1. General

1.1. Scope. -- This legislative rule
establishes the requirements for use of digital
signatures in lieu of manual signatures and
establishes requirements for a state
certification authority.

1.2. Authority. ~ W. Va. Code §§ 39-5-

1.3. Filing Date. ~-
1.4. Effective Date. -
§153-31-2. Definitions

2.1. "Agency" includes any state, county
or municipal office, department, division,
bureau, board, commission, public
corporation or other governmental entity
created by the State Constitution, statute, rule
or executive order.

2.2. "Authorized officer" means the
elected or appointed official, or a designee,
who has authority to act on behalf of the
agency.

2.3. "Electronic signature" means any
identifier or authentication technique
attached to or logically associated with an
electronic record that is intended by the
person using it to have the same force and
effect as a manual signature.

2.4. "Digital signature" means an
electronic signature consisting of a message
transformed using an asymmetric
cryptosystem so that a person having the
initial message and the signer's public key
can accurately determine whether the
message was created using the corresponding
private key, and whether the initial message
has been altered since the message was
transformed.

2.5. "Certificate” or "digital signature
certificate” means a computer-based record
that:

2.5.1. Identifies the certification
authority issuing 1t;

2.5.2. Names or identifies its
subscriber;

2.5.3. Contains the subscriber's
public key; and

2.5.4. Is digitally signed by the
certification authority issuing it.

2.6. "State certification authority" means
an entity with which the State of West
Virginia contracts to issue certificates on
behalf of the State.

2.7. "Key pair" means two corresponding
keys, referred to as a private key and a public
key, which are mathematically related in an



asymmetric cryptosystem, where:

27.1. "Private key" means the key
of a key pair used to create a digital
signature;

2.7.2. "Public key" means the key
of a key pair used to verify a digital
signature; and

2.7.3. The corresponding keys have
the properties that:

2.7.3.a. The private key can
encrypt a message which only the public key
can decrypt, and

7.7.3.b. Even if the public key is
known, it is computationally infeasible to
discover the private key.

2.8. "Corresponding," with reference to
keys, means to belong to the same key pair.

2.9, "Certification practice statement"
means a declaration of the practices that a
certification authority employs in issuing,
managing, suspending, and revoking
certificates and providing access to them.

2.10. "Repository" means a system for
storing and retrieving certificates and other
information relevant to certificates,
including information relating to the status of
a certificate.

2.11. "Subscriber" means a person who:

2.11.1. Is the subject named or
otherwise identified in a certificate;

2.11.2. Controls the private key
that cotresponds to the public key listed in
that certificate; and

2.11.3. Is the person to whom
digitally signed messages verified by
reference to such certificate are to be
attributed.

2.12. "Electronic" means electrical,
digital, magnetic, optical, electromagnetic, or
any other technology that is similar to these
technologies.

7.13. "Electronic record” means a record
generated, communicated, received, or stored
by electronic means.

7.14. "Record" means information that is
inscribed on a tangible medium or that is
stored in an electronic or other medium and
is retrievable in perceivable form.

2.15 "Trustworthy system" means
computer hardware, software, and procedures
that:

2.15.1. Are reasonably secure from
intrusion and misuse;

2.15.2. Provide a reasonably
reliable level of availability, reliability, and
correct operation;

2.15.3. Are reasonably suited to
performing their intended functions; and

2.15.4. Adhere to generally
accepted security principles.

2.16 "Operational period" of a certificate
begins on the date and time the certificate 1s
issued by the certification authority (or on a
later date and time certain if stated in the
certificate) and ends on the date and time it
expires as noted in the certificate, or is earlier
revoked, but does not include any period
during which a certificate 1s suspended.

§153-31-3. Selection of State Certification
Authority; Eligibility Requirements for



Certification Authority

3.1. The Secretary of State shall initiate a
procurement process to obtain the services of
one or more private vendors, at the discretion.
of the state, to serve as a state certification
authority.

3.2. The Secretary of State shall initiate a
procurement process 10 obtain the services of
one or more private vendors, at the
discretion of the state, to serve as a state
repository.

3.3. The Secretary of State is authorized
to contract with a vendor for services as both
state certification authority and state
repository.

3.4. The state certification authority shall
be authorized to issue a certificate that binds
a public key to any authorized person for the
purpose of verifying a digital signature
created by that person on an electronic record
in his or her capacity as an agent of the state
or any agency in West Virginia, as defined
by subsection 2.1. of this rule.

3.5. The state certification authority shall
be authorized to issue a certificate to any
person for the purpose of verifying a digital
signature created by that person on an
electronic record filed with any agency, as
defined by subsection 2.1. of this rule.

3.6. For the duration of the contract, the
state certification authority and/or state
repository shall comply with the provisions
of these rules.

3.7. To be qualified for selection as a
state certification authority and/or state
repository, a vendor must:

3.7.1. Maintain a system of internal
security controls to restrict access to systems
and data only to authorized personnel, and
conduct appropriate clearances of those
personnel to ensure that they have
demonstrated knowledge and proficiency in
following the requirements of this chapter,
and have never been convicted of a felony or
of any other crime involving fraud or
misrepresentation;

3.7.2. File with the secretary of
state a corporate surety bond or letter of
credit for a term of at least five years, in the
amount of fifty thousand dollars ($50,000);

3.7.3. Use a trustworthy system,
including a secure means for limiting access
to its private key;

3.7.4. Be licensed to do business in
the state and registered as a vendor for the
state; and

3.7.5. Provide the Secretary of
State with a copy of an unqualified
performance audit performed in accordance
with standards set in the American Institute
of Certified Public Accountants (AICPA)
Statement on Auditing Standards No. 70
(S.A.S. 70) "Reports on the Processing of
Service Transactions by Service
Organizations" (1992) to ensure that the
certification authority's practices and policies
are consistent with the certifications
authority's stated control objectives. Such
audit shall include a SAS 70 Type Two audit
_- A Report of Policies and Procedures
Placed in Operation and Test of Operating
Effectiveness-- receiving an unqualified
opinion.

3.7.6. Meet any other requirements



specified in the request for proposal and
contract.

§153-31-4. Requirements for State
Certification Authority Practice

4.1. The state certification authority shall
provide the Secretary of State at least
annually, or upon any significant change n
procedures, a certification practice statement
detailing the security and procedural steps
utilized in the issuance, management,
suspension, and revocation of certificates and
authentication of the identity of persons
named in certificates.

4. The Secretary of State shall publish
electronically the certification practice

statement within thirty (30) days after it is
filed.

4.3. The state certification authority shall
use only a trustworthy system to:

4.3.1. Issue, suspend, or revoke a
certificate;

4.32. Publish or give notice of the
issuance, suspension, or revocation of a
certificate; or

43.3. Create and protect private
keys.

4.4. Upon a written, signed and
reasonably specific inquiry from an identified
person, the state certification authority must
disclose any fact material to the reliability of
a certificate that it has issued. The
certification authority may require payment
of reasonable compensation before making
this disclosure.

§153-31-5. Requirements for State
Repository Practice

5.1 The state repository shall provide
the Secretary of State at least annually, or
upon any significant change in procedures, a
practice statement detailing the operation of
the repository, the conduct of its repository
services, the processes for publishing
certificates and notices of revocation into the
repository, the processes for obtaining copies
of certificates and checking certificate status,
and all security and procedural steps related
thereto.

5.9, The Secretary of State shall publish
electronically the practice statement within
thirty (30) days after it is filed.

5.3. The state repository shall provide all
repository services by means of a trustworthy
system.

5.4, Upon a written, signed and
reasonably specific inquiry from an identified
person, the state repository must disclose any
fact material to the reliability of a specific
verification transaction. The state repository
may require payment of reasonable
compensation before making this disclosure.

5.5. The state repository shall provide
an online database containing at least:

5.5.1. All valid certificates
published into the database by state
certification authorities; and

5.5.2. All notices of revocation of
such certificates published into the directory

by state certification authorities.

5.6. The state repository shall enable



state certification authorities to add
information, including certificates and
notices of certificate revocation, to the
database in a prompt, reasonable, and secure
manner.

577. The state repository shall store
certificates issued by state certification
authorities that are no longer valid and
provide copies of them on request. The state
repository shall also store other information
regarding certificates, notices of revocation,
certification practice statements, and other
matters relating to the services provided by
state certification authorities, and shall make
copies of the information available on
request.

5.8. The state repository shall provide
such additional information and services as

may be specified in its contract with the state.

5.9. The state repository shall make the
required Repository Services available via
such protocols and methods as the state may
specify or as the state and the state
repository shall mutually agree.

5.10. The state repository will be
available for use online at least 95 percent of
the time during business hours. When down
time is planned, the state repository shall
give reasonable notice before the down time.

5.11. On receipt of a message from a
state certification authority requesting
publication of a certificate or notice of
revocation of a certificate, the state
repository shall promptly place the certificate
or notice of revocation online in the
repository within 24 hours from the time of
receipt of the request, if the message is
demonstrably authentic, in the required form,
and otherwise complies with the applicable

specifications for publication into the
repository.

5.12. The repository that the state
repository provides for the state shall be
operationally distinct and separate from any
other repository and directory system that the
state repository operates.

§153-31-6. Requirements for Issuance of
Certificates

6.1. The state certification authority may
issue a certificate to a subscriber only after
all of the following conditions are satisfied:

6.1.1. The certification authority
has received a request for issuance signed by
the prospective subscriber, and if the
subscriber is acting in an official capacity,
signed by the appropriate officer; and

6.1.2. The certification authority
has received sufficient evidence to
reasonably determine that:

6.1.2.a. The prospective
subscriber is the person to be listed in the
certificate to be issued;

6.1.2.b. The information in
the certificate to be issued is accurate;

6.1.2.c. The prospective
subscriber rightfully holds the private key
corresponding to the public key to be listed
in the certificate; and

6.1.3. The certification authority
has confirmed that:

6.1.3.a. The public key to be
listed in the certificate can be used to verify a



digital signature affixed by the private key
held by the prospective subscriber; and

6.1.3.b. The certificate
provides information sufficient to locate or
identify the repository in which notification
of the revocation or suspension of the
certificate will be listed if the certificate is
suspended or revoked.

6.2. The state certification authority may
issue a separate certificate to a subscriber as
the agent for another officer or authorized
person.

6.2.1. The certificate may be issued
only upon evidence that:

6.2.1.a. The officer or other
authorized person has the authority to
designate the prospective subscriber as an
agent to act on his or her behalf; and

6.2.1.b. The officer or other
authorized person files with the state
certification authority a statement appointing
the prospective subscriber as agent,
designating any limitations on his or her
authority to act in the official capacity of the
officer or appointing person, and requesting
issuance of the certificate listing the
corresponding public key; and

6.2.1.c. The subscriber agrees
in writing to use the certificate only when
acting as agent for the officer or other
authorized person.

6.2.2. The state certification
authority shall clearly identify the subscriber
as the holder of the private key
corresponding to the public key to be listed
in the certificate for the specific purpose of

acting on behalf of the officer or authorized
person.

6.3. The requirements of subsection 6.1.
of this rule may not be waived or disclaimed
by either the certification authority, the
subscriber, or both.

6.4. In obtaining information of the
subscriber material to issuance of a
certificate, the certification authority may
require the subscriber to certify the accuracy
of relevant information under oath or
affirmation of truthfulness and under penalty
of perjury.

6.5. If the subscriber accepts the issued
certificate, the state certification authority
must publish a signed copy of the certificate
in the state repository.

6.6. 1f the subscriber does not accept the
certificate, the state certification authority
may not publish it, or shall cancel its
publication if the certificate has already been
published.

§153-31-7. Subscribers; duties upon
acceptance of certificate

7.1. By accepting a certificate issued by
the state certification authority, the subscriber
listed in the certificate certifies to all who
reasonably rely on the information contained
in the certificate during its operational period
that:

7.1.1. The subscriber legally holds
the private key corresponding to the public
key listed in the certificate;

7.1.2. All representations made by
the subscriber to the state certification



authority and included in the information
listed in the certificate are true.

7.2. By accepting a certificate, a
subscriber recognizes that the provisions of
West Virginia Code §61-3C-10 prescribe the
penalties for the unauthorized disclosure of
confidential security information, including
the private key.

7.3. A subscriber to whom a certificate is
issued in his or her capacity to act on behalf
of an agency shall request the revocation of
the certificate immediately upon separation
from the agency.

7.4. An agency employing a person to
whom a certificate is issued to act on behalf
of that agency may request the revocation of
the certificate upon separation of the
employee or disqualification of the employee
to act.

§153-31-8. Suspension of Certificate

8.1. The state certification authority
issuing a certificate shall suspend the
certificate for a period not to exceed ninety-
six hours:

8.1.1. Upon request by a person
whom the certification authority reasonably
believes to be:

8.1.1.a. The subscriber named
in the certificate, or the officer or other
authorized person who originally appointed
the subscriber to act as agent;

8.1.1.b. aperson duly
authorized to act for that subscriber; or

8.1.1.c. aperson acting on

behalf of the unavailable subscriber; or

8.1.2. By order of the Secretary of
State.

8.2. The certification authority shall
require the name, address, telephone number,
of the person requesting suspension, and
other evidence of his or her identity.

8.3. Immediately upon suspension of a
certificate by the state certification authority,
the authority shall give notice of the
suspension to the state repository.

8.4. The state certification authority may
remove the suspension upon reasonable
determination that the suspension was not
warranted.

§153-31-9. Revocation of Certificate

9.1. The state certification authority shall
revoke a certificate it has issued within
twenty-four hours after receiving:

9.1.1. Confirmation that it was not
issued as required by this rule;

9.1.2. A written request for
revocation by the subscriber of that
certificate or the officer or authorized person
originally appointing the subscriber as agent,
subject to confirmation of the identity and
authority of the person making the request; or

9.1.3. A certified copy of the
subscriber's death certificate, or upon
confirming the subscriber's death by other
evidence.

9.2. The certification authority shall
revoke a certificate it has issued upon



presentation of documents effecting a
dissolution, termination or revocation of the
subscriber, or upon other reliable evidence
that the subscriber has ceased to exist.

9.3. The certification authority may
revoke a certificate that it issued upon
evidence that the certificate has become
unreliable, regardless of whether the
subscriber consents to the revocation.

9.4. Immediately upon revocation of a
certificate by the certification authority, the
authority shall give notice of the revocation
and shall publish the notice in the state
repository.

§153-31-10. Expiration of Certificate

10.1. The term of the certificate shall be
subject to the contract with the state
certification authority.

10.2. The certificate shall be valid for the
duration of the term, unless sooner revoked,
beginning on the date of issuance.

10.3. A certificate shall indicate the date
on which it was issued and on which it
expires.

10.4. Upon expiration of a certificate, the
certification authority is discharged of its
duties with respect to that certificate, except
those duties related to the retention of records
relating to the certificate.

§153-31-11. Form of Certificates

11.1. Certificates issued by the state
certification authority shall follow the Basic
Certificate Field Standards specified in
standard X.509, Ver. 3, in accordance with

certificate profiles issued by the state.

11.2. If certificate extension fields are
used, usage must conform to the required
guidelines referenced in X.509 section
4.1.2.1., section 4.2, and may be displayed on
the certificate.

§153-31-12. Record keeping and
Retention

12.1. The state certification authority
shall maintain a data file containing the
record of each subscriber, including at least:

12.1.1. The name, address, and
social security number or other national
identification number of the subscriber, and
the name of the agency, if the subscriber
holds the digital signature certificate as an
agency representative;

12.1.2. The name, address, and title
of the officer or authorized person on whose
behalf the subscriber will act, if the
certificate is issued to the subscriber as an
agent;

12.1.3. The date of the issuance
and the expiration of the certificate, and
certificate number.

12.2. The state repository shall maintain
a data file containing every time-stamp
issued by the certification authority, with
sufficient information to identify the
subscriber and the document.

12.3. The state certification authority
shall maintain such records as are necessary
to assure compliance with the provisions of
Chapter 39, Article 5 of the West Virginia
Code and this rule, as they pertain to digital



signatures and the certificate authority.

12.4. Except for the names and address
of subscribers, and the dates of issuance and
expiration of their respective certificates, the
records of the state certification authority
pertaining to subscribers and are not subject
to public inspection. All records shall be
indexed, stored, preserved and reproduced so
as to be accurate, complete and accessible to
an auditor.

§153-31-13. Compliance Audit

13.1. The state certification authority
may be subject to an annual compliance audit
conducted by a reliable certified public
accountant in conjunction with a reliable
authority on computer security. Such audit
shall include a SAS 70 Type Two audit as
specified in Section 3.7.5

13.2. Following an audit, the Secretary
of State may require reports as needed to
assure problems identified in the audit are
corrected.

§153-31-14. Procedure on Discontinuance
of Business of State Certification
Authority or State Repository

14.1. If a state certification authority or
state repository goes out of business or
otherwise discontinues providing the services
specified in the contract prior to expiration of
the contract, the certification authority or
repository shall:

14.1.1. Notify the Secretary of

State at least one hundred twenty days before
discontinuing services;

14.1.2. Notify all subscribers listed

in valid certificates issued by the certification
authority at least thirty days before
discontinuing services;

14.1.3. Minimize disruption to the
subscribers of valid certificates and relying
parties;

14.1.4. Refund, on a pro rata basis,
fees paid in advance by subscribers for any
certificate period in excess of one month
from the date of discontinuation; and

14.1.5. Make reasonable
arrangements for the preservation of the state
certification authority's records.

14.2. The corporate surety bond or letter
of credit filed with the application may not
be released until the expiration of the term
specified in the bond or letter of credit.

14.3. The Secretary of State may specify
a process by which he or she may, in any
combination, receive, administer, or disburse
the records of a state certification authority
or state repository that discontinues
providing services, for the purpose of
maintaining access to the records and
revoking any previously issued valid
certificates in a manner that minimizes
disruption to subscribers and relying parties.

14.4. The state may recover the costs of
the state incurred in conjunction with the
early termination of the contract and the
process of obtaining alternative services.

§153-31-15. Fees for Issuance of
Certificates

15.1. The state certification authority
may charge the fee for issuance of a



certificate which is set by the terms of the
state contract in effect at the time of the
application by the subscriber.

15.2. The fee for a certificate shall be
paid by the subscriber, or in the case of an
agency employee, by the agency on whose
behalf the subscriber will use the digital
signature certificate.
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Preliminary Comments — 7/29/98

Thomas J. Smedinohoff, MeBride Baker & Coles

TITLE 153
LEGISLATIVE RULES
SECRETARY OF STATE

SERIES 31
Use of Digital Signatures, State Certification A uthority and State Repository

§153-31-1. General

1.1. Scope. - This legislative rule
establishes the requirements for use of digital
signatures in lieu of manual signatures-1 and
establishes requirements for a state
certification authority.

12. Authority. -- W. Va. Code §§ 39-54.

1.3. Filing Date. —

14. Effective Date. -
§153-31-2. Definitions

2.1. "Agency" includes any state, county
or municipal office, department, division,
bureau, board, commission, public
corporation or other governmental entity

created by the State Constitution, statute, rule
or executive order.

U1t {s important to recognize that the requirements for
the use of digital signatures will vary depending upon
the application. Critical issues, such as quality controi
of the certification authority issuing the certificate, and
shre profrcihes wrd provedures by windy & eertificaeis
issued, will vary depending upon the application. For
soome armbications, o kow Yol certiffoate Lor even
another form of electronic signature} might suffice. For
other applications._only g high level certificate and 3
very sscure digital sionature process will be

appropriate. Thus, it may 0ot be appropriate to adopt a
“one size fits all” set of nules.

244879. 1 1

22. "Authorized officer" means the
elected or appointed official, or a designee,
who has authority to act on behalf of the
agency.

2 3. "Blectronic signature"” means any
identifier or authentication technique attached
to or logically associated with an electronic
record that is intended by the person using it
to have the same force and effect as a manual
signature.

2 4. "Digital signature” means an
electronically appreved signature consisting
of a message transformed using an
asymmetric cryptosystem so that a person
haveing the initial message and the signer's
public key can accurately determine {4
whether the message was created using the
corresponding private key, and (B) whether
the initial message has been altered since the
message was transformed.

2.5. "Certificate" or "digital signature
certificate” means a computer-based record
that:

2.5.1. Identifies the certification
authority issuing it;

2 .5.2. Names or identifies its
subscriber;




7 5.3. Contains the subscriber's
public key; and

2.54. Is digitally signed by the
certification authority issuing it.

2.6. "State certification authority" means
an entity with which the State of West
Virginia contracts to issue certificates {to
emnlovees or goents of the State | on behalf
of the State

2.7. "Key pair" means, a-set-of

in an asymmetric cryptosystem, #a-vhieh: two
mrathematically refated keys, referredtoasa
private key and a public key, having the
properties that { 1) one key (the private kev)
can encrypt a message which only the other
kev (the public key) can decrypt. and (2) even
knowing one kev (the public kev). it is
computationally infeasible to discover the
pther key (the private kev)

2.7.1. "Private key" means the key
of a key pair used to create a digital signature;
and

2.7.2. "Public key" means the key of
a key pair used to verify a digital signature.

2.8. "Corresponding," with reference to
keys. means to belong to the same key pair -4a

which-both-keys-are-required-for
dentificati 1 verificati c o digital

signatare:

29. "Certification practice statement"
means a declaration of the practices that a

2 In whose name are these certificates issued? That is,
i the State simply contracting with a privere €A, such
as Verisign, to issug Verisign certificates, of
Altermatively_isthe State-contractine with g private €A
to issue certificates in the name of the Stete?
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certification authority employs in issuing,

certificates and providing access to them.
5 ™ ] RIS,

2.10. "Repository" means a system for
storing and retrieving certificates and other
information relevant to digital-signatures
certificates including information relating to
the status of a certificate.

2.11. "Subscriber" means a person who:

2.11.1. Isthe subject Yisted named
or ctherwise identified in a certificate;

2.11.32. Helds-a Controls the
private key that corresponds to athe pubic key
listed in that certificate-; and

2.11.3. Is the person to whom
disitally signed messages verified by
reference to such certificate are to be
artributed.

2.12. "Electronic” means electrical.
digital_mapnetic. optical. electromagnefic. or
anv other technology that is similar to these
technologies’

7 13, "Dlectronic record” means a reoord
generated, communicated, received, or stored
- - 4
by elecironic Imeans.

7 14. "Record" means information that 1s
inscribed on a tangible medium or that s

3 meis s defimition is taken from the statute at Section 39«
5210y,
4 This defimition is taken from the statute at Section 39-
5-2(d).

:




stored in an electronic or other medium and is
retrievable in perceivable form

3 “Trustworthy systemt means
computer hardware, software. and procedures
that ( 1] are reasonably secure from intrusion
and misuse: (2) provide a reasonably reliable
level of availability, reliability, and correct
operation: (3) are reasonably suited to
performing their intended functions: and (4}
adhere to cenerally accepted seeurity

216 “Operational period” of a certificate
begins on the date and time the certificate is
issued by the certification authority (or on a
later date and time certain if stated in the
certificate) and ends on the date and time it
exnires as noted in the certificate, or is earher
revoked but dees not include any neriad
during which a certificate is suspended.

§153-31-3. Selection of State Certification
Autherity; Eligibility Requirements for
Certification Authority

3.1. The Secretary of State shall initiate a
procurement process to obtain a-centraet the the
services-of with one or more private vendors®
at the discretion of the state, 1o serve asa
state certification authority

 This definition is taken from the statute at Section 39-

5-2(f).

$ Aswritten, this section appears to_contemplate
rereitipde St Cerfeation Auttorfies. st the
ntent?

i TAs noted in the footnote corres_rgondmgm Section 2.6

erfotmﬁd bv a p_mzaie ennivh or a]temanvelv, whether
the State Certification Authority will be a private entity,

such as Verisign, Section 39-5-4(b) of the statute
designates the Secretary of State as “the Certification
Authority and Kepository for ail governmental
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3.2. The Secretary of State shall initiate a
procurement process to obtain &eentmet—mth
the services of one or more private vendors,”
at the deseeration discretion of the state, to
serve as a state repository.

3.3. The Secretary of State is authorized
to contract with a vendor for services as both
state certification authority and state
repository.

3.4. The state certification authority shall
be authorized to issue a certificate that binds a
public key to any authorized person for the
purpose of verifyingusing a digital signature
created by such person on an electronic
record in his or her capacity as an agent of the
state or any agency in West Virginia, as
defined by subsection 2. 1. of this rule.

3.5. The state certification authority shall
be authorized to issue a certificate to any

person3 for the purpose of verifyiigusing a

genmes However 1he same sectlon also authonzes

1o _serve a8 Cemﬁcahon Authority for the State” Thla
wonld apsear to leave either option open. Thiis, the

issye may come down to a question of who is identified
asthe Certification Authority in certificates issued by
the State Certification Authority - e.g. the State of
West Virginia, Verisign, Digital Signature Trust, etc.?

§ Aswritten, this section also contemplates multiple

vendors operating as a State Repository, Ts this the
intention? I am currently working on two products
volving raedtiple Certdifeaion Authorities, one witnd
will also inchude mulripie repositories and the other
which requines g singhe conselidated repository.
Presamably either scenario will work, although both
wresert & vatery of practical isqres that need tor
resolved. Accordingly this issue may require firther
attention.

° Does the State want to be in the business (either

directly or through a certification authority with which
it contracts) of issuing certificates to private citizens for
1se on electronic records fited with a state agency? The




digital signature created by such person on ap
glectranic record filed with any agency, as
defined by subsection 2.1. of this rule.

3.6. For the duration of the contract, the
state certification authority and/or state
repository shall comply with the provisions of
these rules.

3.7. Tobe qualified for selection as the 2
state certification authority and/or state
repository, a vendor must:

3.7.1. Maintain a system of internal
electronie security controfs to restrict access
to systems and data only to authorized
personnel, and conduct appropriate clearances
sr-which of such personnel with-aecess

to

gnsure that they have demonstrated
knowledge and proficiency in following the
requirements of this chapter, and have never
been convicted of a felony or of any other
crime involving fraud or misrepresentation;

3.7.2. File with the secretary of state
a corporate surety bond or letter of credit for a

term of at least five years, in the amount of
fifty thousand dollars ($50,000);

3.7.3. Use a trustworthy system,
including a secure means for limiting access
to its private key;

alternative is, perbaps, to approve, authorize, or certity
private ceriification authorities as certification
authorities whose certificaies are acceptabie for use in
Hlin specified types of state-related dogomrents, This.
approachk may also roquire a somowhat extensive set of
reculations. However, it is an-option that mav be worth
considering, especially since different levels of
certificates will presymably be acceptable for different
types of filings with the State.

244879-1 4

3.74. Be licensed to do business in
the state and registered as a vendor for the
state; and

3.7.5. Provide the Secretary of State
with a copy of an unqualified performance
audit performed in accordance with standards
set in the American Institute of Certified
Public Accountants (AICPA) Statement on
Auditing Standards No. 70 (S.A.S. 70}
"Repeorts en the Processing of Service
Transactions by Service 1zations"
{1992) to ensure that the certification
authority's practices and policies are
consistent with the certifications authority's
stated control obj ectives. Such audit shall
include a SAS 70 Type Two audit -- A Report
of Policies and Procedures Placed in
Operation and Test of Operating
Effectiveness— receiving an unqualified

ion.

3.7.65. Meet any other requirements
specified in the request for proposal and
contract.

§153-31-4. Requirements for State
Certification Authority Practice

4.1. The state certification authority shall
provide the Secretary of State at least
annually, or upon any significant change in
procedures, a certification practice statement
detailing the security and procedural steps
utilized in the issuance, management.
suspension. and revocation of certificates and
anthenticatipn ef the identity of persons
named in certificates.operation-of the-system

4.2. The state certification authority shall
use only a trustworthy system to:




42.1. Feissue, suspend, or revoke a
certificate;

4.2.2. Fe publish or give notice of
the issuance, suspension, or revocation of a
certificate; or

42 3. Fe create and protect a
private keys.

4.3. Upon a written, signed and
reasonably specific inquiry from an identified
person, the state certification authority must
disclose any-material its certification practice
statement, and any fact material to either the
reliability of a certificate that it has issued or
its ability to perform its services. The
certification authority may require payment of
reasonable compensation before making this
disclosure. ™

4.4 The State Certification Authority
shall at all times comply with the
requirements of the applicable certificate
policy issucd by the State of West Virginia
and all certificates that & issucs pursuant to its
contract with the State shall reference the
State Certificaie Policy in the mgrmmer
required in the Policy."!

* Given the rote of @ Centificaion Prucrice Stavement i
this context, it may be more appropriate to simply
fecaire that the Suate Cenification Autheriyy pabhish iis
Certificaiion Praciice Siaiement 8o ihai it is avaiiable
Few of chores o anyone with ap interest iy roviewines i

Regquiring a written and stgned inquiry and the payment

of reasonable compensation in order to obtaip a copv of
the Certification Practice Statement of the State
Certification Authority does not seem to be appropriate.
This issue should perhaps receive firther consideration.

contracting with one or more Certification Anthorities,
may e appropriate o 1sse a ceriificate policy clearty
setting forth the rules for ail Certification Authorities.
Ahernavvely, (his could alse be done by contract.

Thus, I include this section piimarily as a placeholder to
ratsgthe foope for farthar comsidaraticn
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4 5 The State Certification Antherity
shall provide such services as Giay be
specified in the State Certificate Policy and
its contract with the State,

§153-31-5. Requirements for State
Repository Practice

5.1 The state repository shall provide
the Secretary of State at least annually, or
upon any significant change m procedures, a
practice statement detailing the the operation
of the repository, the conduct of #s repository
servipes. the processes for publishine
certificates and notices of revocation mito the
repository, the processes for obtaiming copics
of certificates and checking certificate status,
and ali security and procedural steps reiated

thereto. utilizedin-the-system-of-verification
e irrine dicital s _

5.2. The state repository shall provide aii
repository services by means of a

Ftrustworthy Ssystem use-only-a-trustworthy
hel bingti i

: Coati . ed
for eachsubseriber.

5.3. Upon a written, signed and
reasonably specific inquiry from an identified
person, the state repository must disclose any
material certification practice statement, and
any fact material to either the reliability of a
specific verification transaction or its ability
to perform its services. The state repository
may require payment of reasonable
compensation before making this disclosure 2

® See previous footnote corresponding to Section 4.3,




54  The state repository shall
provide an online databace containing at least
(a) all valid certificates published nto the
database by state ceriification authoritics, and
(b) all notices of revocation of such
certificates published into the directory by
state certification authorities.

55 The state repository_shail
enable state certification authoritics to add
information, including certificates and notices
of certificate revocation. to the database in a
prompt. reasonable. and secure manner.

5.6 The state repositoiy
finay/shall} store certificates tssuad by state
certification authorities that are no longer
valid and provide copies of them_on request.
The state repository [may/shall] also store
other information regarding certificates.
notices. of revocation. certification practice
statements, and other matters relating to the
services provided by state certification
authorities, and [may/shall] make copies of
the information avaiiable on request.

57 The state repository shall
provide such additional information and
services as may be specified in its contract
with the state.

5.8  The state repositorv shall make
the required Repository Services available via
such protocols and methods as [the state may
specify / the state and the state reposttory
shall mutually agree.}

5.9  The state repository will be
available for use online % of the time,
When down time is planned, The state
renository shall give reasonable netice before
ihe down time,

5.10  On receipt of a message from a
state certification authority reguesting
publication of a certificate or notice of
revocation of a certificate. the state repository
shall fpromptly] place the ceriificaie or notice
of revocation onfine fn the repusitory fwithir
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hour(s) from the time of receipt of the
reguestl if the messaee 18 demonstrably
authientic, m the required fonm, and otherwise
complies with the applicable specifications
for publication into the repository.

5.11. The renository that the state
repopsitory provides for the state shall be
operationally distinct and separate from aiy
other repositery and directory Systen: that the
state repository operates.

§153-31-6. Requirements for Issuance of
Certificates

6.1. The state certification authority may
issue a certificate to a subscriber only after all
of the following conditions are satisfied:

6.1.1. The certification authority
has received a request for issuance signed
by the prospective subscriber, and if the
subscriber is acting in an official capacity,
signed by the appropriate officer; and

6.1.2. The certification authority
has confirmed that:

6.1.2.1. The prospective
subscriber is the person to be listed in the
certificate to be issued;™

B Does the requirement of a “signed” request for a
certificare tmply & tamdwrirten sipnarare o paper? Is
the intent to preciude onfing applications for
certificares” K so. this mey make the procedural aspect
f ohiaining a certificate rath ;

4 Thig lenguage appears to require the Certification
Authority to guarantee the identity of the subscriber {as
opposed to conducting a specified process to verity
identity). Isthat the intention? If so. it may be more
difficult to find a Certification Authority who is willing

to agree to this pbligation.




6.1.2.2. The information in the
certificate to be issued is accurate;=

6.12.3. The prospective
subscriber rightfully holds the private key
corresponding to the public key to be listed in
the certificate;

6.12.4. The public key to be
listed in the certificate can be used to verify a
digital signature affixed by the private key
held by the prospective subscriber; and

6.12.5. The certificate
provides information sufficient to locate or
identify the repository in which notification of
the revocation or suspension of the certificate
will be listed if the certificate is suspended or
revoked.

6.2. The state certification authority may
issue a separate certificate to a subscriber as
the agent for another officer or authorized
person

Y See previous footnote. This requirement presumably
tnchedes an oblispion to ersre thel the identity of the
subscriber listed in the ceriificaie “is acourate”
Demvendine upon the ceher information inghded in the
certificate, this may also present additiona! problemes for
Certification Authorities

' This section raises an interesting issue that deserves
further review and analysis. It appears to contemplate
some sort of “agency” certificate - i.e., a certificate that
not_only identifies the subscriber, but also specifies the
subscriber’s level of authority -1.e.. his or her authority
1o st gy 2 agent for another person. How thiyigto be
accomplished is not clear. I have not attempted to
rerise (his section, bt at this point simply vaised the
Lut:shon asio whethel Lhe u:mﬁualu bhuuid ULPOrL Lo

dynamic attrlbutes that w rH change over time).

Alternatively, it mav make sense to simplyv limit the

certificate to identifving the named suhscriber and leave
issues of authority or agency to be confirmed

separately . That is, for example, when an employee of
the State signs a document as agent for the Secretary of

State, or when an attorney signs a document as agent
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6.2.1. The certificate may be issued
only upon evidence that:

6.2.1.1. The officer or other
authorized person has the authority to
designate the prospective subscriber as an the
agent to act on his or her behalf; and

6.2.12. The officer or other
authorized person files with the state
certification authority a statement appointing
the prospective subscriber as agent,
designating any limitations on his or her
authority to act in the official capacity of the
officer or appointing person, and requesting
issuance of the certificate listing the
corresponding public key; and

6.2.1.3. The subscriber agrees
in writing to use the certificate only when
acting as agent for the officer or other
authorized person.

6.2.2. The state certification
authority shall clearly identify the subscriber
as the holder of the private key corresponding
to the public key to be listed in the certificate
for the specific purpose of acting on behalf of
the officer or authorized person.

6.3. The requirements of subsection 5.1.
of this rule may not be waived or disclaimed
by either the certification authority, the
subscriber, or both.**

for a corporaljon, the faci of ihe agency 15 stated on the
hropment but nwest be semarately confirmed In sither
case, the signature itself is the signature of the agent,
but on its face gives no indication of its agency
authority

" This section appears to contain a reference to the
wrong section. Please verify the intent.




6.4. In obtaining information of the
subscriber material to issuance of a
certificate, the certification authority may
require the subscriber to certify the accuracy
of relevant information under oath or
affirmation of truthfulness and under penalty

of perjury.

6.5. If the subscriber accepts the issued
certificate, the state certification authority
must publish a signed copy of the certificate
in the state repository.

6.6. If the subscriber does not accept the
certificate, the state certification authority
may not publish it, or shall cancel its
publication if the certificate has already been
published.

§153-31-7. Subscribers; duties upon
acceptance of certificate

7.1. By accepting a certificate” issued by
the state certification authority, the subscriber
listed in the certificate certifies™ to all who
reasonably rely on the information contained
in the certificate during its operational period
that:

7.1.1. The subscriber legally holds
the private key correspondmg to the public
key listed in the certificate;2

¥ How does a sibscribver “accept” a ceriificaie? Also,
fthe subsoriber is an unsophisticated individual can
such person realistically be expected to review and
understand the contents of a certificate in order to

knowingly accept it?

Y Why does the subscriber make warranties but the

certification authority does not?

% While this may be an importani warranty to be made
by the suiyseritver, thereis a question &s o wietier it s
a reafistic one. For example, when someone gbtains a
cerficate froms Yerisien throush fis Web sive, how does
erson have any way of knowing whether the
wixed up series of mumbers and letters that pumpo to
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7.12. All representations made by
the subscriber to the state certification
authority and included in material to the
information listed in the certificate are true:.
and

y eﬂf_i*meld byt eﬁ eemﬁea“m*_ authority 1

7.2. By accepting a certificate and-using-a

digital-signature; a subscriber recognizes that
the provisions of West Virginia Code §61-3C-

10 prescribe the penalties for the
unauthorized disclosure of confidential
securlty information, including the private
key >

7.3. A subscriber to whom a certificate is
issued in his or her capacity to act on behalf |
of an agency shall request the revocation of
the certificate immediately upon separation
from the agency *

be the public kev included in the certificate is in fact the
public key that corresponds to the private kev stored on

the subscriber”s computer (which the subscriber has
never seen and presumably does not understand).

*! This obligation shoutd only apply during the
operationat periad of a cenificate. Moreover, it seoms
sirange that the oblination of the West Virginia Code
Section €120 10 sonliss only o tha subseriber and
only upon acceptance of g certificste. Presumably it
should annly to all persons. whether or not thev hold a
certificate {i e if ap individual obtains an unauthorized
copy of a certificate holder’s private kev. and discloses

that information, he should also be liable).

** While it 1s probably appropriate to impose this
obligation on the subscriber, it should be recognized
trat o ail fikeditrogd vive sabrscriver-viit mror take tire tinme
to revoke his or her certificate upon separation from the
agency. Aceordingly, these nues should alse clearly
reguire the agency to rw*‘*e the certificate of any

; separation fom the




§153-31-8. Suspension of Certificate®

8.1. The state certification authority
issuing a certificate shall suspend the
certificate for a period not to exceed fninety-
six hours:]

8.1.1. Upon request by a person
whom the certification authority reasonably
believes to be:

8.1.1.1. The subscriber named
in the certificate, or the officer or other
authorized person who originally appointed
the subscriber to act as agent;

8.1.1.2. aperson duly
authorized to act for that subscriber; or

8.1.1.3. a person acting on
behalf of the unavailable subscriber; or

8.12. By order of the Secretary of
State.

8.2. The certification authority shall
require the name, address, telephone number,
of the person requesting suspension, and other
evidence of his or her identity.

agency oF Bpon apy other termination of their shilitv 1o
act on behalf of the agency. Also. this section refersto
certificates jssued to a person in their “capacitv to act

on behalf of an agency™. This rasies the agency issue
discussed in the footnote attached to Section 6.2,

 The section on suspension of a certificate and the

foliowing section on revocation of g certificate contain
provlsmns taken from other Ieg;slatlon or regulatlons

ﬁns cireumstance. They appear to mix the fssue of

whether the subscriber isan emﬂaezyee OF sgent of *i‘»ﬁ
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8.3. Immediately upon suspension of a
certificate by the state certification authority,
the authority shall give notice of the
suspension to the state repository.

8.4. The state certification authority may
remove the suspension upon reasonable
determination that the suspension was not
warranted.

§153-31-9. Revocation of Certificate

9.1. The state certification authority shall
revoke a certificate it has issued within
Ttwenty-four hours] after receiving:

9.1.1. Confirmation that it was not
issued as required by this rule;

9.12. A written request for
revocation by the subscriber of that certificate
or the officer or authorized person originally
appointing the subscriber as agent, subj ect to
confirmation of the identity and authority of
the person making the request; or

9.13. A certified copy of the
subscriber's death certificate, or upon
confirming the subscriber's death by other
evidence.

9.2. The certification authority shall
revoke a certificate it has issued upon
presentation of documents effecting a
dissolution, termination or revocation of the
subscriber, or upon other reliable evidence
that the subscriber has ceased to exist.

9.3. The certification authority may
revoke one or more certificates that i:c_‘issued
if the certificates become unreliable

2 What does this mean?




regardless of whether the subscriber consents
to the revocation.

94. Immediately upon revocation of a
certificate by the certification authority, the
authority shall give notice of the revocation
and shall publish the notice in the state
repository.

§153-31-9. Expiration of Certificate

9.1. The term of the certificate shall be
subyj ect to the contract with the state

certification authority as-previded-in-section
three-ofthisrule.

9.2. The certificate shall be valid for the
duration of the term, unless previousky sooner
revoked, beginning on the date of issuance.

9.3. A certificate shall indicate the date
on which it was issued and on which it
expires.

9.4. Upon expiration of a certificate, the
certification authority is discharged of its
duties with respect to that certificate, except
those duties related to the retention of records
relating to the certificateions.

§153-31-10. Form of Certificates

10.1. Certificates issued by the state
certification authority shall follow the Basic
Certificate Field Standards specified in
standard X.509, Ver. 3. in accordance with
certificate profiles issued bv the state.

10.2. If certificate extension fields are
used, usage must conform to the required
guidelines referenced in X.509 section
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4.12.1., section 4.2, and may be displayed on
the certificate 2

§153-31-11. Record keeping and Retention

11.1. The state certification authority
shall maintain a data file containing the
record of each subscriber 2 including at least: I

11.1.1. The name, address, and
social security number for other national
identification number of the subscriber], and
the name of the agency, if the subscriber
holds the digital signature certificate as an
agency representative;*

11.1.2. The name, address, and title
of the officer or authorized person on whose
behalf the subscriber will act, if the certificate
is issued to the subscriber as an agent;

11.1.3. The date of the issuance and
the expiration of the certificate, and
certificate number.

11.2. The state repository shall maintain a
data file containing every time-stamp issued
by the certification authority, with sufficient

= 1'm ot sure that 1his senverce rakes sermse. Perd

a reference to a state Issued certificate profite would be

RIS JpPropiate?

6 \What about privacy of the data? Ifa private gotity is

maintaining personal data on behalf of the state. th
estat d control what that private entity can do
with that data,

%" This raises questions regarding the nature of the
centificates -- i.e., do they certify agency or anthority as

well as identity?




information to identify the subscriber and the
document.

11.3. The state certification authority
shall maintain such records as are necessary
to assure compliance with the provisions of
Chapter 39, Article 5 of the West Virginia
Code and this rule, as they pertain to digital
signatures and the certificate authority.

114. Except for the names and address of
subscribers, and the dates of issuance and
expiration of their respective certificates, the
records of the state certification authority
pertaming to subscribers and are not subj ect
to public inspection. All records shall be
indexed, stored, preserved and reproduced so
as to be accurate, complete and accessible to
an auditor.

§153-31-12. Compliance Audit

12.1. The state certification authority
may be subj ect to an annual compliance
audit conducted by a reliable certified public
accountant in conj unction with a reliable
authority on computer security, Such audit
shall include a SA S 70 Type Two audit as
specified in Section 3.7.5

12.2. Following an audit, the Secretary of
State may require reports as needed to assure
problems identified in the audit are corrected.

§153-31-13. Procedure on Discontinuance
of Business of State Certification Authority
or State Repository

13.1. If a state certification authority or
state repository goes out of business or
otherwise discontinues providing the services
specified in the contract prior to expiration of

k4

= Isthis optionaf?
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the contract, the certification authority or |
repository shall:

13.1.1. Notify the Secretary of State
at least one hundred twenty days before
discontinuing services;

13.12. Notify all subscribers listed
in valid certificates issued by the certification
authority at least thirty days before
discontinuing services;

13.1.3. Minimize disruption to the
subscribers of valid certificates and relying
parties: =

13.14. Refund, on a pro rata basis,
fees paid in advance by subscribers for any
certificate period in excess of one month from
the date of discontinuation; and

13.1.5. Make reasonable
arrangements for the preservation of the state
certification authority's records.

13.2. The corporate surety bond or letter
of credit filed with the application may not be
released until the expiration of the term
specified in the bond or letter of credit.

13.3. The Secretary of State may specify
a process by which he or she may, in any
combination, receive, administer, or disburse
the records of a Hieensed state certification
authority or recegnized state repository that
discontinues providing services, for the
purpose of maintaining access to the records
and revoking any previously issued valid
certificates in a manner that minimizes
disruption to subscribers and relying parties.

13.4. The state may recover the costs of |
the state incurred in conj unction with the




carly termination of the contract and the
process of obtaining alternative services.

§153-31-14. Fees for Issuance of
Certificates

14.1. The state certification authority may
charge the fee for issuance of a certificate
which is set by the terms of the state contract
in effect at the time of the application by the
subscriber.

14.2. The fee for a certificate shall be
paid by the subscriber, or in the case of an
agency employee, by the agency on whose
behalf the subscriber will use the digital
signature certificate.
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